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Abstract: The public Wi-Fi networks become more and more common, there are numerous risks to personal cybersecurity. This 

article explores the hidden risks users encounter when connecting to these public networks, including malware distribution, 

surveillance, and attacks known as man in the middle. It also looks at doable standards for cybersecurity along with measures, like 

turning on firewalls and using virtual private networks (VPNs), that can help reduce these risks. There is an emphasis on the possible 

consequences of cybersecurity breaches, which can include anything from data theft to monetary losses. The article also looks at 

the statutory and regulatory structures that control the security of public Wi-Fi. Lastly, it points out gaps in the body of knowledge, 

opening the door for more studies and suggestions in this important area. This research looks at the potential dangers of utilising 

public Wi-Fi and offers workable cybersecurity recommendations for protecting mobile devices. The research is organised around 

three main topics such as security flaws in public Wi-Fi networks, the success of various cybersecurity methods, and the importance 

of educating and protecting end users. The first topic discusses how to spot and assess dangers like eavesdropping and man-in-the-

middle attacks when using public Wi-Fi. The effectiveness and usefulness of VPNs and encryption techniques are evaluated in the 

second topic. The third principle stresses the value of advising users on how to keep their Wi-Fi connections safe and secure through 

consumer education. This research attempts to provide a thorough comprehension of device security in public Wi-Fi settings through 

thematic secondary data analysis. The results and suggestions are meant to provide consumers with the tools they need to safeguard 

their devices in advance, leading to a more secure time spent online. 
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I. INTRODUCTION  

A. Project Specification 

The scope and goals of the research project are 

described in the undertaking specification. It looks into the 

vulnerabilities that come with using public Wi-Fi networks as 

well as looks into cybersecurity solutions that can protect 

devices in those kinds of settings. The study aims to provide 

an in-depth comprehension of the weaknesses found in public 

Wi-Fi, examine possible risks, and determine whether 

different security methods are applicable. In order to achieve 

a thorough study, it is also used a structured method of 

investigation and critical review of the body of existing 

research. The principal objective of the research is to augment 

cognizance and expertise concerning public Wi-Fi encryption 

while providing useful perspectives for safeguarding devices. 

B. Aim and Objectives 

Aim 

Investigating public Wi-Fi networks for weaknesses 

and investigating practical cybersecurity solutions to protect 

personal devices from potential threats are the goals of this 

research. 

Objectives 

● To identify and evaluate the several threats that free 

Wi-Fi access points pose to user privacy and the 

safety of devices. 

● To assess the effectiveness of various cybersecurity 

techniques and instruments in reducing these threats. 

● To acquire a thorough comprehension of the tenets, 

tactics, and industry best practices for guaranteeing 

personal device security when utilizing public Wi-

Fi. 

● To offer useful advice on how consumers can 

improve their understanding of cybersecurity and 

put precautions in place to keep their devices safe 

when using public Wi-Fi networks. 

C. Research Rationale 

The rationale underlying the research emphasizes 

how important it is to look into the dangers of using public 

Wi-Fi networks as well as why cybersecurity precautions are 
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necessary. The widespread use of free wireless internet and 

the possible risks it brings to users' gadgets and their private 

data are what spurred this investigation. In order to protect 

people from data interception, virus propagation, and other 

cyber threats, cybersecurity must address these risks. In order 

to fully realize the wider consequences of reducing these 

dangers and improving public Wi-Fi security thereby 

guaranteeing the safety of personal information and privacy 

it is imperative to comprehend the reasoning behind the 

current study. 

II. LITERATURE REVIEW  

A. Cybersecurity Threats in Public Wi-Fi Environments 

A variety of dangers can jeopardize user safety and 

confidentiality when it comes to cybersecurity in free 

wireless environments. One common threat is eavesdropping, 

which is when uninvited parties intercept data that is 

transferred between machines and the network [1]. Passwords 

and private communications are among the sensitive data that 

could be obtained as a result of this hack. Another worry is 

man-in-the-middle (MitM) assaults.  

 

Fig. 2.1: Cybersecurity Threats in Public Wi-Fi Environments 

 

By placing themselves in the way of users and the 

system as a whole, cybercriminals are able to intercept and 

alter data covertly. Such attacks lead to theft, data 

modification, or even the spread of malicious software [2]. 

Public wireless networks are frequently used as distribution 

channels for malware. Cybercriminals utilize open networks 

as a means of infecting users' devices with malware, which 

can result in data loss, machine compromise, and illegal 

access [3].  

B. Cybersecurity Measures and Best Practices 

To protect devices with confidential data, public Wi-

Fi situations must implement security precautions and 

standards of excellence. A basic precaution is to use a Virtual 

Private Network (VPN), which encrypts transmissions of data 

to make them less susceptible to interception [4]. It is wise to 

steer clear of sensitive purchases on open networks to lower 

the chance of private and financial information being 

exposed.  

 
Fig. 2.2: Cybersecurity Measures and Best Practices 

 

The computer's defence against possible spyware 

threats that might be encountered in these types of shared 

environments is strengthened by turning on antivirus as well 

as firewall software. Selecting safe, password-protected 

connections and networks is a major step toward protection 

[5]. In order to avoid unintentionally connecting to rogue 

hotspots, it is crucial to confirm network names with 

employees. It is essential to update device software on a 

regular basis because updates frequently contain security 

patches that fix known vulnerabilities. 

C. Impact and Consequences of Cybersecurity Breaches 

Breach of security measures in public Wi-Fi 

networks can have negative, far-reaching effects. First of all, 

theft of identities and financial loss results because of the 

compromise of private and sensitive data, including financial 

data as well as passwords for accounts [6]. These violations 

also cause harm to one's reputation and erode public 

confidence in people, organizations, and enterprises.  

 
Fig. 2.3: Impact and Consequences of Cybersecurity 

Breaches 
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Cybercriminals might also use these breaches as 

cover for additional attacks, which would compound the 

initial damage. Beyond just the losses that occur right away, 

there are legal fees, remediation costs, and possible 

regulatory penalties [7]. Cybersecurity lapses can also impair 

vital systems and services, resulting in decreased revenue and 

downtime. Cyberattacks on public Wi-Fi can have far-

reaching effects on sensitive government data and vital 

infrastructure, raising issues with national security [8].  

D. Legal and Regulatory Frameworks for Public Wi-Fi 

Security 

The protection of users' information and anonymity 

in free wireless environments is contingent upon the 

existence of regulatory and legal systems. A number of 

nations have put in place particular laws and guidelines to 

deal with the problems related to public Wi-Fi security [9]. 

For example, the Act to Combat Computer Fraud and Abuse 

(CFAA) within the US is a crucial piece of legislation that 

deals with illegal access to computer equipment, including 

those linked to open wireless broadband networks [10].  

 

Fig. 2.4: Legal and Regulatory Frameworks for Public Wi-Fi 

Security 

 

The Federal Trade Commission (FTC) is also able 

to take steps against organizations that do not sufficiently 

secure free Wi-Fi connections. Strict data protection 

regulations are enforced in the European Union under the 

General Data Protection Regulation (GDPR), even when 

using public Wi-Fi [11]. Organizations along with public Wi-

Fi providers are required by GDPR to use encryption along 

with user consent to protect data confidentiality and safety 

[12]. Other countries have their own rules and guidelines that 

frequently deal with matters like user permission for 

collecting information, information retention, and breach 

notification. 

E. Literature Gap 

The majority of the literature that is currently 

available on wireless network security focuses on discovering 

dangers related to cybersecurity and suggesting 

countermeasures. On the other hand, research on the 

changing hazards and weaknesses in free Wi-Fi access points 

is conspicuously lacking. Research on emerging threats needs 

to be more thorough and current due to the speed at which 

technology along with cybercriminal tactics are developing. 

Furthermore, although regulatory and legal structures are 

covered to some extent, more research is needed to determine 

the efficacy of these strategies and how they affect public Wi-

Fi protection. Future studies should investigate new threats 

and assess the effectiveness of legal and regulatory 

protections regarding public wireless network security in an 

effort to close these gaps. 

III. METHODOLOGY  

A. Research Philosophy 

In this study, positivism has been used as the guiding 

research philosophy and this is selected for its empirical and 

scientific approach, measurement, emphasising objective 

observation and experimentation to develop trustworthy and 

valid information.  

 

Fig. 3.1: Types of research philosophy 

 

Positivism provides a structured framework for 

rigorous data collecting, analysis, and assessment that is 

useful during the risk analysis of public Wi-Fi and the 

implementing of cybersecurity solutions [13]. This outlook is 

congruent with the project's goals and objectives, as it permits 

a thorough analysis of the dangers posed by free Wi-Fi access 

points and the evaluation of the efficacy of cybersecurity 

solutions [14]. The study is conducted using positivist 

methods in an effort to generate quantitative and repeatable 

findings that add to an understanding of how to keep private 

devices safe on public Wi-Fi networks. 

B. Research Approach 

This study uses a logical method of inquiry and the 

goal of deductive inquiry is to find evidence that supports a 

presupposed theory or hypothesis.  
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Fig. 3.2: Segment of research approach 

 

A deductive method is suitable for this study on 

public Wi-Fi hazards and cybersecurity solutions because it 

permits a systematic review of existing theories and industry 

best practices surrounding device security in public Wi-Fi 

networks [15]. The study's overarching goal is to use 

collected data to confirm or improve upon previously 

established principles. This method provides a systematic and 

rational framework for dealing with the project's goals, 

guaranteeing a thorough analysis of potential risks and the 

efficacy of cybersecurity measures. 

C. Research Design 

A descriptive design has been used and the goal of 

descriptive design is to present a comprehensive and accurate 

picture of a phenomena or subject. Descriptive research 

designs are well-suited for the purposes of analysing public 

Wi-Fi risks and establishing cybersecurity remedies because 

they permit a thorough analysis of the numerous dangers and 

current practices without requiring the manipulation of 

variables [16]. This setup allows for extensive user 

behaviour, vulnerability and current cybersecurity measure 

data collection in public Wi-Fi settings for study [17]. The 

study takes a descriptive approach in an effort to provide a 

comprehensive understanding of the situation upon which to 

build knowledgeable suggestions for bolstering device 

security. 

D. Data Analysis and Collection Method 

Finding, examining and explaining overarching 

themes in preexisting qualitative data is what theorists call 

"thematic secondary data analysis." This method has been 

selected for the project on public Wi-Fi risks and 

cybersecurity because it permits a thorough investigation of 

users' experiences, behaviours, and attitudes in regard to 

device security [18]. Learners can learn more about the issues 

people have and the tactics they use to overcome them when 

using public Wi-Fi if they extract themes from the data that 

has already been gathered. Along with its goal of providing 

actionable advice on device security, this project also 

employed thematic analysis to gain a more nuanced 

knowledge of user viewpoints and practises [19]. Using 

secondary sources rather than conducting original research 

helps to save both time and money. 

 

E. Ethical Consideration 

The study has maintained all the rules and 

regulations of the government that help to implement the 

study without any hassle. The acquired information does not 

harm society and in that case, use public platforms not use 

any private platforms. The company Learners take 

precautions to minimise any possible physical, psychological, 

or social harm that participants can experience as a result of 

their engagement. 

IV. RESULTS AND DISCUSSION  

A. Critical Analysis 

 The topics cover the most important features of this 

research into the safety of public Wi-Fi. The first factor, 

"vulnerabilities," does a good job of highlighting the 

importance of knowing the nature of the threats in order to 

develop adequate defences [20]. While this research is useful 

as-is, it has been improved with a deeper dive into individual 

vulnerabilities. Important insights into the efficacy of security 

measures have been gained from the second theme that 

evaluates cybersecurity tactics. This has been improved by 

combining a broader range of methods and thinking about 

how they can work together [21]. The study focuses on 

educating consumers, an essential but often overlooked part 

of the cybersecurity puzzle. Case studies and real-world 

examples demonstrating how these safety measures might be 

put into practice are very helpful. 

B. Theme 1: Issues identification with Public Wi-Fi Network 

Security 

The focus is on pinpointing and assessing the 

numerous risks that open Wi-Fi networks represent to 

individual privacy and electronic security [22]. The process 

entails identifying security holes in public Wi-Fi networks 

that might be exploited by thieves.  

 

Fig. 4.1: Segment of research approach 

 

Vulnerabilities include poor encryption, insecure 

networks and rogue access points. The development of 

reliable cybersecurity methods to safeguard individual 

devices relies on a firm grasp of these flaws [23]. The purpose 

of this research is to learn more about the unique dangers that 

come with using public Wi-Fi. Possible threats include 
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eavesdropping on private conversations, man-in-the-middle 

assaults and data interception [24]. This study aims to shed 

light on the risks of using public Wi-Fi by investigating these 

vulnerabilities in depth. 

C. Theme 2: Cybersecurity Techniques and Their Success  

 The goal of this section is to evaluate the 

effectiveness of various cybersecurity methods and tools in a 

comprehensive way [25]. Examining the usefulness and 

effect of various security solutions including VPNs, firewalls, 

encryption technologies, and authentication techniques [26]. 

The objective is to find out how best to protect one's own 

devices when connected to a public Wi-Fi network.  

 

Fig. 4.2: Security factors  

 

The purpose of the study is to do such evaluations of 

cybersecurity practices and technologies. Scientists also 

examine collected information to see how well these methods 

mitigate the noted dangers [27]. They may, for instance, 

gauge the level of encryption provided by a “virtual private 

network (VPN)” or assess the efficacy of intrusion detection 

and prevention software. This topic sheds light on the real-

world implications of certain cybersecurity precautions. 

D. Theme 3: Warn and Educate Shoppers 

Using public Wi-Fi networks safely requires 

knowledge and awareness on the part of customers and this 

subject highlights the significance of educating consumers on 

cybersecurity. It entails advising users on steps they take to 

better secure their systems and educate themselves on 

cybersecurity issues [28]. Users' knowledge and actions are 

acknowledged as critical to protecting their devices. The 

study overarching goal is to offer customers useful 

recommendations within this context. Advice on selecting 

safe networks, creating and using strong passwords, and 

maintaining current versions of programs and apps has been 

provided. The study also focused on how to spot typical social 

engineering strategies employed by cybercriminals [29]. The 

study intends to equip people to proactively secure their 

devices when using public Wi-Fi by concentrating on 

consumer education and precautions. 

E. Discussion 

These three themes help illuminate the risks of using 

public Wi-Fi and the importance of employing cybersecurity 

safeguards to secure one's own devices. In order to improve 

device security in public Wi-Fi situations, the project intends 

to address vulnerabilities, evaluate the efficacy of security 

methods and promote consumer education. The research 

topics on public Wi-Fi security show a comprehensive 

strategy since they encompass both technical and pedagogical 

aspects of the problem [30]. This guarantees a comprehensive 

study of safeguarding devices in open Wi-Fi networks. 

Individuals and businesses benefit from the study's findings 

since they deconstruct weaknesses and evaluate the efficiency 

of cybersecurity solutions. Moreover, the emphasis on 

consumer education and measures emphasises the crucial role 

of user awareness in increasing device security. This all-

encompassing strategy is consistent with the study's primary 

purpose of providing actionable suggestions for protecting 

individual devices when using shared Wi-Fi hotspots. 

V. CONCLUSION  

A. Critical Evaluation 

A critical assessment of the literature demonstrates 

the widespread vulnerabilities connected to public Wi-Fi 

networks, including malware distribution, eavesdropping, 

and attacks via man in the middle. The necessity of 

cybersecurity measures to reduce the risks is highlighted by 

these threats. Although recommended practices are 

sufficiently outlined by existing research, constant vigilance 

along with adaptability are necessary due to the dynamic 

nature of digital dangers. The potential consequences of 

security breaches, such as harm to one's finances and 

reputation, also serve to highlight how important these 

preventative measures are. Furthermore, even though they are 

crucial, the regulatory and legal systems might need to be 

further developed and harmonized. The body of research 

emphasizes how urgent it is to strengthen Wi-Fi access in 

public places security in order to adequately protect online 

transactions. 

B. Research Recommendation 

More research is highly advised in view of the 

current dangers to cybersecurity and the constantly changing 

public Wi-Fi protection landscape format. Researchers ought 

to concentrate on developing cutting-edge security protocols 

that are and tools as well as investigating new hazards and 

weaknesses in public Wi-Fi surroundings. Furthermore, 

analyzing user behaviors as well as awareness regarding the 

adoption of security protocols on free Wi-Fi access points 

yield insightful information. Collaborations between 

academic institutions, businesses, and governmental 

organizations ought to be promoted in order to deepen 

understanding of these problems and help create all-

encompassing plans for protecting users from free Wi-Fi. In 

that setting, research projects of this kind can be essential to 

tackling the constantly changing makeup of dangers to 

cybersecurity. 
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C. Future Work 

The goal of future research in the area of public WiFi 

safety should be to continuously adjust to new threats to the 

network. Particularly for those with no technical expertise, 

researchers should look into creating cybersecurity tools that 

are more reliable and easy to use. Furthermore, it is crucial to 

continuously monitor and analyze regulatory changes and 

how they affect the security of public Wi-Fi. An area of 

research that shows promise is examining the ways in which 

the “Internet of Things (IoT)” interacts with free wireless 

networks and any possible holes in it. Government, business, 

and academic cooperation are essential to preventing 

cyberattacks and guaranteeing the long-term safety of public 

wireless networks. 
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