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Abstract - In this modern era, cloud-based services like e-commerce, e-gate, and so on provide immense services to humans. Healthcare
centers are gradually moving to cloud-based services. In which, both the hospital and patients are connected remotely online and patient gets
treatment quickly. Increasing the demand in Telecare Medical Information System (TMIS) needs to ensure the security and privacy of the
healthcare centers and patients’ information. In this paper, we have proposed an efficient and provably secure Elliptic Curve cryptography
image based mutual authentication scheme for cloud assisted TMIS. The proposed authentication schemes ensure the secured treatment
provided to patients from healthcare center through online. The patient can upload their health condition data to cloud via mobile device for
the treatment. The proposed authentication scheme required minimum computational cost with minimum communication overhead. The
proposed authentication scheme preserves patient anonymity and withstands the known and chosen plaintext attack. The security analysis for
the proposed scheme shows that the proposed authentication scheme is more secure. It shows that the proposed authentication scheme is

performing well compare to the related authentication schemes.
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1. Introduction

TMIS provide remote online services to patient without
visiting the hospital. Patient healthcare assessed reports or
patient data can easily be transferred from one hospital to
another via cloud environment without the duplication of
patient data. Cloud platforms connect the hospital doctors,
patient and healthcare centers. The authentication is vital part
for the cloud assisted TMIS to provide the secure
communication between cloud server and users like patients,
doctor and hospital centers. The set of rules validate the
authentication process between the user and server. The facial
id along with password or smart card is an important user id for
remote authentication. A lot of researches have been taken place
for the past two decades in the area of authentication schemes
includes password, smart card and biometric based. Fig. 1
illustrates the entire process of remote facial authentication and
message communication between users and cloud server.

e

Fig 1:Facial 1D based authentication

In Fig.1, depicts that users and cloud servers communicate
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through public channel. All the message communications
carried out between the users and cloud server through facial id
of the users. Then, this id will be encrypted and decrypted by
ECC via public channel. This proposed method ensures that
both the legal parties are communicating each other’s through
unlocking the challenge messages mutually send and received
by both the parties.

In any authentication process there will be three parties
involved. The first party is the users or clients, second party is
the server and third party is the adversary. So, the adversary will
try to steal the authentication information from the users and
server. In this scheme as mentioned earlier the legality of the
users and server ensured through mutual authentication
established through ECC.

This scheme ensures that the challenges from adversary are
addressed and it is proved as secure authentication scheme
using users face id.

1.1 Contribution

In this paper, we have proposed a image based mutual
authentication scheme for cloud assisted TMIS. In this scheme,
we have used facial id to authenticate the message
communication process. we have compared and referred many
recently published papers.

1.2 Organization of the Paper:

The organization of remaining sections of the paper as
follows, the section 2 provides a wide survey on two factors,
three factor and image-based authentication schemes. In the
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section 3, we have described about the proposed authentication
scheme. The section 4 explains about the security analysis for
the proposed authentication scheme. Section 5 provides the
performance analysis for the proposed authentication scheme,
which explains the computational cost analysis. In the Section
6, we conclude our proposed scheme with remarks.

2. Related Work

In 1981, Lamport [12] introduced remote authentication
system using overhead hash functions and verification table.
This system considered as pioneer of authentication system.
Researchers had focused authentication scheme and proposed
their work [13,14,15,16] due to the pioneer version of Lamport
system. In 2000, Hwang et al. [17] proposed authentication
scheme using smart cards without a password verifier table.
However, this scheme is not providing password updating
phase.

In 2015, Amin et.al. [7] proposed a smartcard-based user
authentication and key agreement protocol for TMIS. This
proposed method illustrated the multi user and services
accessing the medical servers. The patient can have direct
communication to the doctor. They proved that it withstands for
security attacks. The digital signatures and image based
accessed not mention in the proposed method. In addition to
this, several smart card based authentication schemes were
proposed by researchers[18-23].

In 2016, Chaudhry SA et. al [6] proposed a biometric
authentication scheme for TMIS using Elliptic Curve
Cryptography for multi servers. This scheme improved Amin et
al [7] scheme by withstanding stolen smartcard, stolen verifier
attacks and scalability issues of the password change phases.

In 2017, Mohit et.al. [3] proposed a standard mutual
authentication protocol for cloud-based healthcare system.
They emphasis that proposed method is light weight mutual
authentication protocol and secured against patient anonymity
and stolen mobile attacks.

In 2018, Kumar V. etal [8] proposed a mutual
authentication framework for TMIS as an improved version of
Mohit.et.al [3] scheme. It enhances the security flaws of Mohit
et. al [3] scheme such as security verifier attack, patient
anonymity, impersonation attack and session key agreements.

In 2018, Li et al [1] proposed a cloud assisted mutual
authentication and privacy preservation protocol for cloud
based TMIS. They claimed that the proposed scheme
withstands against the flaws of Mohit.et.al [3] scheme. The
scheme enhanced the patient anonymity and patients
unlinkablility.

In 2019, Vinod Kumar et.at al [4] proposed a secure elliptic
curve cryptography based mutual authentication protocol for
cloud assisted TMIS. This scheme proposed an improvement
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for Li. et. al. [1] schemes. It’s overcome the flaws of Li.et.al
scheme. The proposed scheme withstands against the man-in-
the-middle attack, patient anonymity, replay attack, session key
security and patient unlinkability.

In 2019, Chandrakar. P et. al [9] proposed a cloud-based
authentication for health care system. In this proposed method
patients directly receiving the medical facilities from the doctor
through mobiles. The user privacy and reliability of the system
shown and it is compared with other existing proposed methods.

In 2020, V.Suresh Kumar et. al [2] proposed a chaotic map
based mutual authentication and key agreement protocol for
TMIS. The proposed scheme withstands for insider attack,
stolen password attacks, preserves user anonymity and mutual
authentication. However, user facial id has not been discussed
in the proposed scheme.

In 2021, Rehman S et. al [11] proposed a hybrid scheme
with an implementation of both ECC and AES algorithm to
secure authentication and data integrity for data sharing in the
cloud environment. In this scheme, input file is encrypted and
decrypted through proposed scheme. The authentication for
different phases and security analysis were not compared. The
author describes the general time consumption for various
algorithms and proposed.

In 2022, Habek et. al. [10] reviewed an image-based encryption
and decryption using ECC algorithm. There are 21 papers
reviewed and explained about the various technology combined
with ECC algorithm. The author emphasis the importance of
image-based algorithm with  hybrid approaches using ECC
algorithm. The paper described performance analysis related
with image based crypto analysis such as known plaintext attack
and ciphertext only attack etc.

3. Proposed Scheme
This scheme has four main phases such as hospital center
data load phase, Patient data load phase, Patient treatment phase
and Patient check-up phase. The notations used throughout this
paper are defined in the Table 1.

Table 1: Basic Notations

Basic Meaning

Notation

Pr Registered Patient

H. Hospital/Healthcare Center

Ce Cloud Environment

Prh Patient’s report from Hospital

Feip Facial ID of the Patients

Unmp Unique Hospital 1D

SKhe Session Key of the healthcare center
MID Dynamically generated pseudo number
Signyc Signature of the healthcare center

64


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 11 Issue: 11

Article Received: 10 September 2023 Revised: 20 October 2023 Accepted: 30 October 2023

SKpr Session Key of the Registered patient
Veuyc Verified Key of the healthcare Center
Signpg Signature of the Registered patient
YA Additive group of order q

q The large prime

HD Hospital Doctor

G Elliptic curve group under addition

g Base point of G

1 The string concatenation operation

@ The bitwise XOR operation

h(.) One way hash function

E (M) Encryption of Message M using key k
Dy (M) Decryption of Message M using key k
Sqi Sequence number of ith participants
E Adversary

3.1. Hospital Center Data Load Phase (HDLP)

If P, (Registered Patient) wants to upload the his/her
details into Hospital Center H,., H. mutually authenticated with
C, and upload the patient information into C, . The detailed
steps of this phase are as follows.

1. H, generates patient inspection report using patient face
id along with patient health data p,, = (Fp;p, Dp),random
number h € Z," input hospital unique identity Uy;p and h.
Then, sends message My, = (Uyp, h, Tre1) to C, via secure
channel.

2. Upon receiving hospital request C, verifies time stamp
between hospital and cloud T,..; — Tpe1 < AT, then generates
random number k € Z,",computes S; = h(Uy;p | A Il k |l
Ther) + Ky =hUup | ANl Then), Er = Exl(k'k’: S1, Teez)
and send message Mg, = (E;, Teex)t0 H. Vvia
communication channel.

insecure

3. Upon receiving cloud request H. verifies time stamp
between hospital and cloud T}, — T..p, < AT, if not satisfies,
H, terminates the session. If satisfies,

Ki"=h(Uyp I R Il Tper), and  decrypts  (k, Sy, Teez)
=Dy, (E;),computes S;" = h(Uyp I| A Il k 1| Ther)

Further, H, checks S, equals S, ,if not equal H, terminates the
session, if equals H, authenticate the C,.Then computes session
key  SKnc =h(Uupp II St 1 hkg Il Teer), Kz = h(Fppp |l
Upip I MID), and encrypts Cy¢c = Eg,(pyn) , then H, produce
digital signature Signyc = Spry(h(Prr)), S, = h(SKy. |l
Crc I Signge | Thes), encrypts E, =
Esg yc(Fpip, MID, Cyc, S5, Signyc, Tee3) and sends message
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My, = (Ez’ Thcs)-

4. Upon receiving hospital request C, verifies time stamp
between hospital and cloud T, — Th < AT, and
computes SK..p, = h(Ugp II Sy I hkg | T.eq) , the decrypts
message (Fpip, MID, Cyc, Sz, Signyc, Tees) = Dsk o (E2), and
computes S," = h(SKeop I Cyc Il Signye | Thes) then
verifies S, equals S,, if equals C, authenticate H, and store
patient record Fp;p, MID, Cy¢, Signyc. If not equal, it
terminates the session.

3.2. Patient Data Upload phase (PDLP):

In this phase, registered patient P, acquiring his/her health
fitness data using body sensor through secured mobile devices
and communicating cloud environment C, via secured
communication channel. Then, P, and C, mutually
authenticated as follows:

1. Py sends his/her Fp;p, MID and send message Mp, =
(Fp;p, MID, Tp,) to C, via secured communication channel.

2. Upon receiving hospital request C, verifies time stamp
between hospital and cloud T,., — Tpy < AT,if it is ok, then
computes I = sq; @ h(MID |l Fpjp)then, generates random
number l € Z," ,computes Sz =h(MID || Fpip Il Cye |l
Signye 1L NI Tees) , encryptse; = Esqi(Sigan' Crc
S3, Unip, L, Tees) and send message M, = (Es, Tee5)t0 Py Via
insecure communication channel.

3. Upon receiving cloud request Py verifies time stamp
between hospital and cloud Tp, — T,.5 < AT, if not satisfies, Py
terminates the session. If satisfies, Prcomputes N =1 @
h(MID || Fp;p)and decrypts Signyc, Cuc, Ss,Unins b, Tees)
=Dy (E3),computes  S3' = h(MID || Y |l Cyc Il Signge 1Ll
TceS)

Further, P, checks S;'equals S, ,if not equal P, terminates
the session, if equals P authenticate the C,.Then , generates
random number n € Z," further, Prcomputes session key
SKpr = h(Fpip | Upip I| Cc | S5" Il Ing Il Tees), K3 =
h(Fpip Il Ugip I MID), and decrypts p,," = Dg,(Cyc) and
checks p,,"=p,,. Moreover, P, verifies Vpy, .(Signyc) =
h(prny holds or not. If holds P computes K, = h(Fpp Il
HD;p I N), encrypts Cpgr = Ex,(Prn, Prp) » then P, produce
digital signature Signpgr = Spry (h(Prp)), Si = h(SKpg |l
Cor Il Signpr 1| S3' Il Ing || Tpg3), encrypts E, =
Exy(n, Sy, Signpg, Cpg, Tp3) and sends message Mp, =
(Eq, Tp3)-

4. Upon receiving patient request C, verifies time stamp
between hospital and cloud T,., — Tps < AT, if it is does,
decrypts message (n,S,,Signpg, Cpr, Tp3) = Dsq,(Es), and

Computes SKCE = h’(FPID " UHID ” CHC " 53 ” TceS) then
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compute hash value S," = h(SKpg | Cpr Il Signpg Il S5 I
Ing || Tpgs),verifies S, equals S,,, if equals C, authenticate
P and store patient record Fp;p, Cpg, Signpg. If not equal, it
terminates the session.

3.3. Patient Treatment Phase (PTP)

In this phase, Hospital Doctors HD and C, mutually
authenticated, and HD provides treatment to Pg. The details as
follows:

1. HD sends HD,p, p,-q and generates random number r €
Zy"send message Mp; = (HDyp,7,Tp1) to C, via secured
communication channel. Upon receiving hospital request C,
verifies time stamp between hospital and cloud T,,; — Tp; <
AT,if it is ok, then computes | = s, @ h(HD;p Il r)then,
generates random number b € Z,",computes S5 = h(Fpp |l
HDp | Signyc | Signpg | Cpg | Teeg) , eNCryptsEs =
Esqi(SignpR,Sigan, MID, Cpg, Fpip,Ss,b, T.5) and send
message M.; = (Es, ], T..g) to HD via insecure communication
channel.

2. Upon receiving cloud request HD verifies time stamp
between hospital and cloud T, — T,.g < AT, if not satisfies,
HD terminates the session. If satisfies, HDcomputes Z =] @
h(HD;p Il T)and decrypts Signpg, Signyc, MID, Cpg,
Fpip,Ss, b, Tees) =Dz (Es),computes S’ = h(Fpip Il HDpp |
Signyc Il Signpg | Cpp I Teeg)

Further, HD checks Ss'equals S ,if not equal HD
terminates the session, if equals HD authenticate the C,and
computes key Kz = h(Fpip Il Uyp I MID), and decrypts
(Prn Prv) = Dxs(Cpr) and HD checks Vpy, .(Signyc) =
h(prmand Vpy pp (Signpr) = h(prpyholds or not. If holds

HD takes p.q = (Fpip, Dp).encrypts Cyp = Ex (Prn. Pro,Pra) -
then HD produce digital signature Signyp, = Sprp (h(Prq)),
S¢ = h(Fpip | HDjp |l Cyp I Signyp Il Signpg |l Tpz), and
SKup = h(Se | Fprp | HDip Il Cyp | Signpp Il Signpg |l
rbg I Tps). Moreover, HD encrypts Eg =
E;(Se, Signyp, Cyp, Tps) and sends message M., = (E;, Tp3)
to C, via insecure communication channel.

3 Upon receiving HD request C, verifies time stamp
between hospital and cloud T,..q — Tp; < AT, if it is does,
decrypts message (S, Signup, Cup, Tp3) = Dyq,(E6). and
computes then compute hash value Sg" = h(Fp;p I| HD;p |l
Cup | Signgp || Signpg || Tps),verifies  Sy'equals Sy, if
equals C, authenticate HD and SK-p = h(S¢' Il Fp;p | HD;p I
Cyp Il Signyp Il Signpg | vbg || Tp3) stores HD
Cup, Signyp. If not equal, it terminate.

record

3.4. Patient Checkup Phase (PCP)
In this phase, Ppand C, mutually authenticated, and
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C, provides report to Pg. The details as follows:

1. Pgsends Fpp, MID, sg; and generates random number
f €Z;"send message Mp, = (Fpp ,MID,sq;, f) to C, via
secured communication channel.

2. Upon receiving P request C, verifies time stamp
between hospital and cloud T,.;o — Tps < AT,if it is oK,
generates random number a € Z,",then computes S, =
h(SKce | Fpip I HDpp Il Cyp Il Signpg 1| fag Il Teeqq) )
encryptsk; = Esg ., (S7, HDyp, Signyp, Cyp, @, Teer1) — and
send message Mg = (E;,Toeq1) 10 Pg via insecure
communication channel.

3. Upon receiving cloud request P,  verifies time stamp
between hospital and cloud Tps — T,.11 < AT, if not satisfies,
P terminates the session. If satisfies, Py decrypts
S7,HDyp, Signyp, Cup, @, Teer1) =Esk »(E7) and computes
S;" = h(SKce | Fprp Il HDyp Il Cyyp Il Signpg Il fag Il Teeqs),
Further, P checks S, equals S, ,if not equal P, terminates the
session, if equals P, authenticate the C,and computes key
decrypts  (Prn, ProsPra) = Dk,(Cup) and P checks
Vpu yp(Signyp) = h(prayand  Vpy pp (Signpg) = h(p,y)holds
or not. If holds Pg encrypts Cgz = Ex.(Prn Pro,pra) + then
P computes  Sg = h(SK.. I S;" Il Cg Il Signyp |l Signpg |l
Tpe), and encrypts  Eg = Egxp.(Ss Cg, Tpg) and sends
message Mps = (Eg, Tpe) to C, via insecure communication
channel.

4. Upon receiving P, request C, verifies time stamp
between hospital and cloud T,.,, — Tpe < AT, if it is does,
decrypts message (Sg, Cg, Tps) = Eskpc(Es), and computes
then compute hash value Sg' =Sg =h(SK, IS, I C¢ Il
Signyp | Signpg I Tpe), Verifies Sg'equals Sg, if equals C,
authenticate P, and store Cg in database.

4. Security Analysis
4.1. Patient Anonymity (SR1)

In the proposed scheme, the patient facial ID Fpjp
encrypted with hospital centerE, =
Esi e (Fpip, MID, Cyc, Sz, Signyc, Tees)Using hospital session
key SKn.=hWUyp Il S;" I hkg Il T.ey). This can be
decrypted only with cloud environment as described in hospital
center data upload phase. Moreover, the patient facial ID as
image based, so cipher image is unable to reproduce without
using proper session keys and decryption process. Therefore,
the proposed scheme can fully realize user anonymity.

4.2. Session Key Agreement (SR2)

According to the proposed scheme, the Pp,H.,and
C, computes session key in each phase. In patient data load
phase session key between P, and C.as follows: SKpp =
h(Fpip | Upip I Cyc Il S3" 1 Ing 1| Tees),  SKee = h(Fppp |l
Ugip | Cyc I S5 1| T,es), Hospital center data load phase
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session key between H; and C.as follows: SK;, = h(Uyp |l
Sll I hkg I Tcel)l SKceh = h(UHID I Sl Il hkg Il Tcel)' In
Patient Treatment phase session key between P, and C.as
follows: SKyup = h(Sg | Fpip | HDyp 1l Cyp Il Signyp |l
Signpg | 7bg || Tps) and SKep = h(Ss' Il Forp | HDpp |l
Cyp Il Signyp Il Signpg | vbg || Tps) .As described, SK
generated by three random numbers , one way hash function of
each user unique ID’s and their combination of digital
signatures. So, due to one way hash function property it is
tedious to intercept the message from previously captured by
adversary.

4.3. Mutual authentication (SR3)

Mutual authentication process is required to ensure only the
legal members are communicating each other. In Hospital
center data load phase, H, receives M., = (E;, T,.,) and check
the authentication between hospital and cloud by checking
timestamp Ty, — Teep < AT, and also checks the hash
values S, 'equals S;. C, receives My, = (E,, Thc3) and verifies
time stamp between hospital and cloud T,.53 — Ty.s < AT and
hash values S,’equals S,. In PDLP Py verifies time stamp
between hospital and cloud Tp, — Tees < AT , checks
S;'equals S; and also p,,*=p,p,. C. receives Mp, = (E,, Tp3),
then, it verifies time stamp between hospital and cloud T, —
Tp3 < AT, verifies S,’equals S,.1f any intruder alters the
message, it will be recognized by both the legal members during
these verifications. In PTP phase, HD message M. =
(Es, ], Tees) receives and verifies time stamp between hospital
and cloud Tp, — T,es < AT, checks Ss'equals Ss and also

Vel’ifleS VPUHC(SignHC) = h(prh)and VPUPR(SignPR) -
h(pypy. C. receives Mg, = (Eq, Tps)verifies time stamp
between hospital and cloud T, — Tps < AT, checks

S¢'equals Sg.In PCP, Py receives M g = (E,, T,e11) ,Verifies
time stamp between hospital and cloud Tpg — T,oq1; < AT,and
verifies S,'equals S;,.Then C, receives Mps = (Eg, Tpe)time
stamp between hospital and cloud T,.,, — Tps < AT and also
verifies Sg'equals Sg. If any differences observed messages
will be terminated.

4.4. Impersonation Attack (SR4)

In HCDLP, any E masquerade C, and eavesdrop the
information, M., = (E;,T..,) and tries to compute K;' =
R(Uyip I RNl Thet),S:" = R(Uyp | R Lk Il Theq). E cannot
compute the values due to one way hash properties of
Uyip, h, k, Tpe1 - Guessing these specified values are impossible.
Furthermore, cannot compute S, = A(SKy. | Cyc Il Signge |l
Thes)- It is impossible to impersonate C,. Assume that E tries
to impersonate H,, breaks the time stamps Ty, — Teop < AT
and guessed the identity of H., Uy = Uy;p and random
number h, computes S;" = h(Ug;z | R Il k |l Tyey) is not
possible due to hash values of S;"=hUyp Il A1l k |l
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The1)-So E cannot impersonate C,. Similarly in all other phases
impersonation attach is not possible.

4.5. Resistance to Replay Attack (SR5)

A replay attack resistance is ensured in each phase by
verification of time stamp intervals between the both sender and
receiver. Every single phase of proposed scheme produces
random number. These are acting as countermeasure for replay
attacks. Moreover, it is hard to compute random numbers. So
proposed schemes withstand the replay attacks.

4.6. Forward Secrecy (SR6)

Forward secrecy means that when the private secret key of
the H.,PrC, is compromised, the secrecy of previously
established session keys should not be affected. According to
the proposed scheme, in each phase session keys are computed
independently so, it is different in each session. Therefore, the
proposed scheme can ensure forward secrecy.

4.7. Resistance to Insider Attack (SR7)

In the patient data upload phase, the patient sends Mp; =
(Fp;p, MID,Tp,)to C,, Upon receiving hospital request C,
verifies time stamp if it is ok, then generates random number
L€ Z, computes S; = h(MID || Fpjp Il Cyc Il Signge I L1l
Tces) s encryptsks = Esqi(Sigan» Crcr S3,Unp, L, Tees) and
send message M., = (E;, T.s)t0  Pr via insecure
communication channel. Here the random number [ protect face
ID from insider attacks. Moreover, it is difficult for an attacker
to retrieve the Pg,since the hash function is the one-way
function. As such, the proposed scheme can resist insider
attacks. Similarly, insider attacks not possible in HCDP, PTP
and PCP phases. Hence, the protocol is secured against the
insider attacks.

4.8. Patinet Unlinkability (SR8)

In PTP phase, outsider E unable to retrieve patient medical
history between patient and doctor by any means of
communication channel, because, Signpr and Cpy are available
only via secure communication channel during patient data
upload phase. So, it is impossible for E to use Signpg and Cpg
in PTP. So, this proposed scheme achieved patient
unlinkability.

4.9. Doctor Unlinkability (SR9)

According to the proposed scheme doctor had unlinkability
because, Signyp, and Cyp are available only via secure
communication channel during patient data upload phase. So,
outsider E unable to retrieve the doctor details.

4.10. Man in the Middle Attack (SR10)
All phases in the proposed scheme must matches the

timestamps and session keys to proceed to further steps of every
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single phase. If every phase of this proposed scheme, any
adversary E successfully enters after matching the timestamps,
further E unable to proceed to next step of the phases due to
unbreakable collision free one-way hash function session keys.
So, man in middle attack is not possible in this proposed
scheme.

4.11. Known and Plain Text Attack (SR11)

In this attack, assume that adversary access one or more
pain image and its corresponding encrypted image. In our
proposed method face id PDL phase, upon receiving patient
face id, C, verifies time stamp using random number computes
S3 =h(MID |l Fpip Il Cyc | Signge 1L 1l Tees) ,
encryptse; = Esqi(SignHC, Cuc» S3,Uyip, 1, Tees) and send

message M, = (E3, T..s)t0 P; via insecure communication
channel. Since algorithm produces different and unique
encrypted face id with each session of encryption due to random
number. Similarly, HDLP, PTP, PCP phases also random
number generated to process the further steps of the phases. So
proposed method withstands with know and plain text attack.

4.12. Chosen Plain Text Attack (SR12)

Suppose the adversary use the certain plain text image and
use the respective encrypted image to extract the secret key.
But, in every phase of the proposed algorithm the secret key is
encrypted with one way hash function and its digital signature
of every user, moreover unique session key is generated to
ensure the authentication of the users, so chosen plain text
attack is impossible in this proposed algorithm.

5. Performance Analysis
The performance analysis of the proposed scheme is
compared with the schemes [1; 2; 3; 4; 5] in this section. Table
3 and 4 shows the results of this comparison.

We use the investigated results of [4] for the purpose of
evaluating the computational cost. Table 2 illustrates the time
calculation in sec to measure the performance analysis:

Table 2:Time Calculation for Operations

Time Description Calculation in

Notation sec

Tsign Verification /execution of ~0.332
signature.

Ta Asymmetric ~0.306
Encryption/Decryption

Ts Symmetric encryption / ~0.009
decryption

Twm Multiplication ~0.050

Te Bilinear pairing ~0.062

TH SHA-1 hash function ~0.0005

Light weight operations such as ||, ® and € have been
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ignored.

Table 3 illustrates that our proposed scheme achieved all
security requirements which are predefined compared to
different schemes.

Table 4 shows that the computation costs comparison of the
schemes. The computation cost for proposed scheme is
~2.5495 with facial id. As observed that our scheme is produces
same computation cost as V. Kumar et al.[4] along with facial
ID. However, our scheme has a higher complexity in
comparison to V. Sureshkumar et al [2], Mohit et al.[3] and
Priyansi et al. schemes. Our proposed scheme is able to meet all
the evaluation criteria as facial id is considered.

The following Fig 2 shown the implementation facial ID.
The patients sample face ID has taken as the input image[24],
encrypted and decrypted through ECC algorithm. As observed
from Fig.2, it is clearly illustrated that proposed scheme
supports the authentication through facial ID images and it
provides more security for the patient’s data in the cloud
assisted TMIS applications.

b [
Fig. 2 Facial ID Implementation. (a) Original Face ID (b) Encrypted
Face ID, and (c) Decrypted Face ID

a

The following Table 3 specifies that ‘A’ is Achieved and
‘NA’ is not achieved.

Table 3: Security Analysis

Criteria | Chun- V. Mohit | V.Ku | Priyans | Ours

Ta Sureshku | .P.et mar i etal

Li.etal. | maret al.[3] | et [5]

[1] al.[2] al.[4]
SR-1 NA A NA A NA A
SR-2 NA A A A NA A
SR-3 A A A A NA A
SR-4 NA A NA A NA A
SR-5 A A A A NA A
SR-6 NA NA NA NA NA A
SR-7 NA A NA A NA A
SR-8 NA NA NA A NA A
SR-9 NA NA NA A NA A
SR-10 A A A A NA A
SR-11 NA NA NA NA A A
SR-12 NA NA NA NA A A
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Table 4: Comparison of Computational Cost

Schemes Computation Cost
HDUP PDUP PTP PCP Total computation cost
Chun-Ta Li.et.al.[1] 11THash + 10T Hash + 10T Hash + 8THash + 1Tsign+2Ts | 39THash + 7Tsign+15Ts
1Tsign+3Ts 2Tsignt4Ts 3Tsignt6Ts ~2.4785

V. Sureshkumar et al [2]

9THash + 1Tgio+3Ts

9THash + 1TBio+3Ts

9THash + 1TBio+3Ts

9THash + 1TBio+3Ts

36THash + 16Tem+

4Tem 4Tem 4Tem 4Tem 12Ts + 4Toio
~ 0.818

Mohit.P.et al.[3] 11THash + 9THash + 2Tsignt2Ts | 9THash + 2Tsign+2Ts | 5THash + 1Tsignt3Ts | 35THash + 6Tsign+9Ts
1Tsign+3Ts ~ 2.248

V.Kumar et al.[4] 10T Hash + 11THash + 2Tsign+ 11THash + 3Tsign+6 5THash + 1Tsign+ 37THash + 7Tsign+ 23Ts
1Tsign+5Ts 6Ts Ts 6Ts ~2.5495

Priyansi etal. [5] 2Tem 2Tcm 2Tem 2Tem 8Tcm~0.4

Proposed Scheme 10THash + 11THash + 2Tsign+ 11THash + 3Tsignt 5THash + 1Tsignt 37THash + 7Tsignt 23Ts
1Tsign+5Ts 6Ts 6Ts 6Ts ~2.5495

6. Conclusion

In this paper, we design and analysed of an image or facial
id based mutual authentication scheme using ECC for cloud
assisted TMIS. The proposed scheme enhanced mutual
authentication via facial id, preserves patient anonymity and
withstands the known and chosen plaintext attack for cloud
assisted TMIS environment. The performance and security
analysis shown that the proposed scheme has better efficiency
and security and thus is more desirable for practical
applications.
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