Multi Level Encryption Scheme for Transferring Secret image
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Abstract— As the rapid development of Internet Technology, Security and Privacy of data being transmitted has become the
major issue. Transfer of data securely and reliably has become one of the challenges. Security issues should be considering
because hackers may utilize weak link over communication network to steal information. Cryptography is the technique used to
keep the message secure. Many images transmitted via Internet containing secret information but not secure. Encryption technique
which prevents unauthorized access of data. Visual Cryptography technique introduced by Naor and Shamir, in which secret
image is divided into number of shares. No information about secret image is revealed from individual share. Decryption can be
done by overlaying one share above the other share. In this paper the idea is to increase the security level as the basic model of
Visual Cryptography is not an efficient tool to hide the information. The secret image is encrypted using Arnold’s Transformation
technique in the first level. In the second level create two shares from encrypted image using basic (2, 2) Visual Cryptography
technique. To increase the security level, instead of sending these shares to receiver, third level security is adopted. In third level
security, shares are embedded in two host images using Chang and Yu’s method. Generated shares are embedded into respective
host images so that the attacker cannot suspect the secret image in it. On the receiver end, shares are extracted from camouflage
image and then stacked to get the encrypted image. Encrypted image is decrypted using Inverse Arnold Transformation.
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manage a lot of transparencies; but it can only be used in black
l. INTRODUCTION and white images.
Naor and Shamir [1] introduced Visual Cryptography method.
It is a cryptographic method in which secret image is divided
into different meaningless share images. Decryption can be
done by overlapping share images. No computation is required
at receiver end in basic Visual Cryptography method.
Decryption can be done by Human Visual system. The secret
image can be recovered by stacking two shares. In (2, 2)
scheme the secret message is hidden in two shares and both
are needed for a successful decryption of the message as
shown in figure 1. In (2, n) scheme the secret image is ; :
encrypted into n shares and recovers the secret image when @ ®) © @
two or more shares are overlaid. In (n, n) scheme the secret
image is encrypted into n shares and all the n shares are
required to recover the secret image. If any n-1 shares will not
produce any hint about the secret image. In (k, n) scheme the
secret message is encoded into n shares but only k shares are

Fig -1: (2, 2) VCS

required for decryption where k<=n. If k-1 shares are stacked,
no information about the secret message is obtained. Naor and

Shamir applied the idea of visual cryptography only on black
and white images.

Verheul and Tilborg introduced a scheme that can be applied
on colored images. Later more advanced visual cryptography
scheme is introduced where a color image is hidden into
multiple meaningful host images. Hwang proposed a new
visual cryptography scheme which improved the visual effect
of the shares. Hwang’s scheme is very useful when we need to
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A. Existing System:

In 2002 Chang et al. [2] proposed a new secret color image
sharing scheme based on modified Visual Cryptography. This
approach uses meaningful shares (cover images) to hide the
colored secret image that results in camouflage images. In the
recovery process shares are extracted from the camouflage
images and these shares are stacked together to recover the
secret image. The recovery process is lossless.



B. Proposed System:

In the existing system the secret image will be revealed if the
attackers get all the shares. In this proposed system the idea is
to increase the levels of security as the basic model of Visual
Cryptography is not an efficient tool to hide the information.
In this system, we utilize Arnold’s cat matrix to enhance the
security of this scheme by means of pixel scrambling. The
secret image is encrypted using modified Arnold
transformation and the scrambled image is encrypted using
visual cryptography. The generated shares are embedded into
respective host images so that the attacker cannot suspect the
secret image in it. On the receiver end the

Shares are extracted from camouflage images and are stacked
to get the encrypted image. Later the encrypted image is
decrypted using inverse Arnold transformation to get the
original image.

Il. RELATED TOPICS

A. Arnold’s Transformation

Arnold transform is also known as Arnold’s cat map, is a kind
of image scrambling method. This transformation changes
pixel position of the image from (X, y) to (x’, y’) without
changing the pixel value. The original image repeats itself
after certain number of iteration. The number of iterations
taken is known as the Arnold’s period which depends on the
image size. The generalized form of Arnold's cat map can be
given by the transformation,

I': T2 -T2 such that:

()= (3)omoa

Where X,y € {0, 1,2 ... N -1} and N is the size of a digital
image.

B. Basic Visual Cryptography Scheme

Naor and Shamir proposed scheme, where binary image is
encoded into two shares, sharel and share2. In the Figure 2,
each pixel is broken into two sub pixels. Let B indicate black
pixel and W indicate white pixel. When we stack both the
shares we get following combinations. For black pixel
BW+WB=BB or WB+BW=BB and for white pixel
BW+BW=BW or WB+WB=WAB. Similarly second approach
where each pixel is broken into four sub pixels. There are six
different encryption rules both white as well as black pixel. By
using any one of the rule, encryption is done by splitting the
white (or black) pixel into two shares. Decryption can be done
by simply overlapping of two shares, which retrieve the secret
image as a result.
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Fig 2-Basic (2,2) scheme

I1l.  STRUCTURE OF THE PROPOSED SCHEME
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Fig -3. Proposed system

In this proposed system we take three images of same size,
one secret image and two cover images. On the sender side
secret image is encrypted using modified Arnold
transformation and the scrambled image is encrypted using
visual cryptography. The generated shares are embedded into
respective host images so that the attacker cannot suspect the
secret image in it. On the receiver end the shares are extracted
from camouflage images and are stacked to get the encrypted
image. The encrypted image is decrypted using inverse Arnold
transformation to get the original image. Fig 3 shows the
structure of proposed scheme.
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IV. RESULTS
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Fig-7: Hidden encrypted secret image in first cover image
Fig-5: Grayscale images

2296
IJRITCC | August 2014, Available @ http://www.ijritcc.org




Bl Figure 4 @M
[EleEdi ¥t Tl Bkt blelnis
NEAO| K AT L 7

hidden secret image in 2nd cover image

Fig-8: Hidden encrypted secret image in second cover image
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Fig-9: Extracted Encrypted image
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Fig-9: Reconstructed image

V. CONCLUSIONS

This paper presented a new approach for securely transferring
the data image. The proposed system uses three levels of
security which contains, Arnolds Transformation, (2, 2) Visual
Cryptography method and Embedding phase. This paper
provides a more secure way of image sharing as the image is
encrypted using modified Arnold transformation before hiding
into multiple cover images.
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