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Abstract:

With cloud-native computing gaining popularity, people are using microservices and serverless more, since both help create
applications that can grow, be divided into parts, and remain steady. Nevertheless, these approaches also bring some
limitations—microservices make managing systems hard while serverless functions have to cope with delays, no store of
state, and invisible errors. Therefore, this paper suggests a common architecture that combines serverless and microservices
under Kubernetes, Knative, and Istio in a cloud setting. Because of this approach, any workload can be smoothly designed,
adjusted for any demand, and regularly monitored on any type of cloud environment. This study describes a system made
up of Serverless-Microservices Tier, an Abstraction Layer for control, and a Cloud-Native Platform Layer for handling
management and execution. It is confirmed in real-world settings, mainly in e-commerce, healthcare, and IoT, that it is
flexible and can run smoothly. If hybrid deployment is compared to using only one of the models, the unified use of control
planes offers more advantages. It also describes future developments, such as using Al for orchestration, including edge
computing, and operating at the declarative level, so the proposed approach stands out as an up-to-date method for the
next-gen of cloud-native systems.
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1. Introduction which helps speed up the creation and release of
applications and saves effort in operation (Baldini et al.,
2017). At the same time, microservices divide
applications into separate services, making their use
more flexible and making it possible to develop, test, and
deploy each module on its own (Dragoni et al., 2017).
Remote application execution and cloud-native methods

Over the past few years, several important changes came
to software architecture thanks to cloud-native
technologies, serverless computing, and microservices.
All these changes reflect a big break from old systems,
making modern app development more scalable, robust,
and flexible. Because developers use serverless
computing, they do not need to handle the infrastructure,
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make sure the combination brings exceptional scalability
and enhanced efficiency.

Even when wused individually, serverless and
microservices bring certain problems when combined in
cloud-native environments. Some of these are the
difficulty in arranging services, handling state, extra time
needed to process requests, and security risks associated
with performing tasks right down to the small unit.
Furthermore, due to the lack of common strategies to
bring together serverless and microservice-based
architectures, deployments tend to be different for each
company, lock people into using one provider, and make
the systems more complicated (Jonas et al., 2019). Most
current solutions concentrate on one approach at a time,
missing the chance to use their features together.

It suggests a framework that smoothly joins serverless
computing and microservices in one cloud-native
arrangement. The suggested framework is made up of
Serverless Microservices, an Abstraction Layer, and the
Cloud-Native Environment. Such an approach gathers all
the significant aspects like service discovery, resource
control, and function arranging; it also supports smooth
integration between different cloud providers. In
particular, the abstraction layer is the main coordinator,
keeping the application logic and the services offered by
the cloud apart.

It is meant to allow for changing workloads, make
operations simpler, improve resource use, and maintain
the flexibility and resistance to failure found in cloud
solutions. The cloud technology Kubernetes, API
gateways, and AWS Lambda or Azure Functions make
the framework capable of working in different hybrid
and multi-cloud settings (Mohan et al., 2020).

All in all, this research sets out to join serverless with
microservices using a well-built framework that
encompasses various vendors. Certainly, it helps cloud
computing by combining existing cloud-native ways of
working with fast and automated methods, promoting
quick processing and straightforward administration.

2. Literature Review

The rise of cloud-native ideas has made a big difference
in the development and deployment of software
applications. Microservices and serverless computing are
important to this transformation since they help
developers create flexible applications. It is possible to
divide applications into separate, deployable units
through microservices architectures, and they then
communicate using REST or gRPC (Newman, 2015). As
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a result, the model makes updating, increasing scale, and
rolling out individual services simpler. Still, there are
technical  challenges managing
microservices, for example, service coordination,
messages transferring between them, and handling each
service’s state (Pahl & Jamshidi, 2016).

involved in

Alternatively, developers don’t have to worry about
complexity in serverless computing since they only need
to think about the actual code with no infrastructure
management required. AWS Lambda, Azure Functions,
and Google Cloud Functions adjust their resources on
their own and take payment only for what is used
(McGrath & Brenner, 2017). Even though serverless
solutions are easy to use, they also require all data to be
stored externally and limit execution time. For this
reason, RPC is mostly useful in applications that run for
a short time or that work independently (Hellerstein et
al., 2018).

Various experts have tried to resolve the issues that
microservices and serverless services deal with on their
own by combining them in a hybrid fashion. For
example, according to Spillner et al.’s (2019) approach,
serverless functions and microservices are controlled
with service meshes and container runtimes. In the same
way, Jonas et al. (2019) stress how using abstraction
layers improves the unity and consistency between
programming and runtime components in distributed
systems. Using these solutions produces good outcomes,
yet they do not always work well when companies
integrate multi-cloud and hybrid systems.

Research by Toffetti et al. (2015) introduces advanced
orchestration platforms like Kubernetes and Docker
Swarm for managing microservices at scale. However,
this method requires that the system is always running,
which means it fails to meet the high standards of
serverless computing in event-based situations. On the
other hand, Knative makes Kubernetes serverless by
providing autoscaling, eventing, and a service-level
interface that help mix microservices and serverless
concepts (Anwar et al., 2020). Even so, some problems
with adoption continue due to how difficult the processes
are, as standards are missing, and running these
operations demands a lot.

Although these developments are positive, still, a unified
way to handle both serverless functions and
microservices under the same control needs to be found.
The current research is trying to solve this issue by
introducing a framework that smoothly supports the use
of both microservice-oriented and legacy-based systems.
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This is particularly important these days, when
applications have to ensure both flexibility and
performance, as well as keep useful modules simple, and
their expenses traceable.

3. Methodology

The structure of the unified framework is made to be both
modular and extendable in order to follow cloud-native
ideas is shown in figure 1. The developers should first
have a standardized place to run and deploy their
functions and services. Being based on Kubernetes,
Knative is the main runtime for this framework and
allows developers to run stateless functions that are
triggered by HTTP or event calls. It manages the
intricacies of setting up the service, and supports
autoscaling, coordination of many tasks, and processing
of CloudEvents.

Serverless Computing

!

Integration and
Orchestration

i}

Microservices

It

Cloud-Native
Environments

J

Fig. 1. Proposed Methodology

To manage communication and service discovery well,
this framework makes use of Istio-based service mesh.
Therefore, developers can establish how communication
should work, introduce security rules, and observe
communication among services without entering the
application code. Istio makes it possible to use both
REST and gRPC so the framework can handle all sorts
of messaging from synchronous to asynchronous
communication. Flexibility matters a lot for hybrid
workloads since different applications require different
levels of performance and speed.

It is very hard to observe distributed systems, especially
serverless environments where things are always
changing rapidly. It achieves this by having Prometheus
for tracking metrics, Grafana to see the results, and
Jaeger for following services within a distributed trace.
They help see exactly how functions are called, how long
requests take, and how many resources are used. The
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system has all logs and metrics in one location so that
difficulties can be identified and corrected quickly.

Security duties and setting policies are managed both by
capabilities integrated into Kubernetes and by the service
mesh. With RBAC, access to resources is given only to
those who have the proper authorization. All
communication between services is protected with
mTLS, and OAuth makes it possible to add external
identity providers. Because of these mechanisms,
security is always the same for serverless services and
microservices.

In the end, GitOps and CI/CD pipelines ensure that
lifecycle management is set up the same way each time.
Both ArgoCD and Tekton are now utilized to enable
automatic deployment and rollback. It provides a good
experience for developers and also keeps the process of
deploying software dependable and constant. Through
these five main modules, the approach presents a full
plan for combining serverless microservices.

4. Proposed Architecture

In a unified architecture, event-driven functions work in
addition to regular containerized microservices as shown
in figure 2. At this step, API Gateway or Kubernetes
Ingress controller is used to control the flow of external
traffic. Both functions and services can be safely
accessed flexibly because requests are guided by their
URL paths or by the events they are linked to. It also has
capabilities that limit attackers’ potential actions and
check the authenticity of incoming requests.

API Gateway / Ingress

v

Event Routing
(Kafka/CE)

v

[ Serverless Platform ]

¥

Service Mesh
(Istio)

v

[ Kubernetes Cluster Mgmt]

v

Monitoring | Logging | DB
(Prometheus, Grafana)

Fig. 2. Proposed architecture for Unified
Framework for Serverless Microservices in Cloud-
Native Environments

320


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 13 Issue: 1

Article Received: 05 November 2025 Revised: 30 November 2025 Accepted: 13 December 2025

Information from events is sent through Kafka or
Knative Eventing, and these tools direct it to the
appropriate functions. This way, event producers do not
depend on consumers and can use several protocols such
as HTTP, gRPC, and CloudEvents. The layer is also
responsible for transforming and filtering messages to
accommodate processing data in many different formats
instantly.

Two types make up the core compute layer: Knative
takes care of the serverless plane, while Kubernetes
controls the other containerized microservices plane.
Scaling Knative is easy when there is extra HTTP traffic,
but Kubernetes takes care of persisting information for
microservices using a database or state. Both of them are
placed inside the same cluster to allow sharing of
resources and ensure consistency in how they run.

The Istio service mesh layer guarantees that all
communication is secure and functional between
different parts. It puts a sidecar proxy in every pod
automatically, allowing functions like divide traffic, test
new and existing options, avoid failure, and observe
performance. This adds useful services during program
execution, all without altering the application logic,
which makes it acceptable for polyglot microservices.

The last layer in the infrastructure is for monitoring and
logging, where Prometheus, Jaeger, Fluentd, and
Grafana are used for metric scraping, tracing, log
collection, and visualization. Data is redacted and stored
with the aid of either cloud-based databases or volume
plugins. All of these parts create a reliable, sizable, and
secure setup for launching microservices in the cloud.

5. Benefits and Challenges

The unified framework that is proposed brings a number
of useful benefits. First thing first, it is important that the
system is portable by using standard and container-
compatible tools, allowing the deployment to basic cloud
providers or Kubernetes clusters. It removes the problem
of vendor lock-in and allows for more options in
managing infrastructure. Also, because Knative and
Kubernetes are used together, deployment, monitoring,
and scaling are always consistent.

Another valuable thing about recycling is how cost-
efficient it is. When not being used, serverless functions
in Knative are scaled to nothing, which greatly lessens
costs on wasted resources. Actually, classic
microservices usually need a minimal amount of
resources, even when traffic is low. With the hybrid
model, companies can schedule less critical services to
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serverless runtimes and put important or complicated
tasks in containers so they can strike a good balance.

The framework improves how developers work by
freeing them from infrastructure troubles and easier
processes for rolling out applications. After using CI/CD
tools and GitOps, developers can easily deploy codes
without much risk and repeat the process as often as
required. Moreover, the use of single tools to observe the
whole system helps lower the time it takes to fix issues
in production.

Still, there are some issues that the framework
encounters. The biggest drawback is that cold starts
cause the latency at the first time a serverless function is
run, because the container must be started first. Although
caching and having warmed pools can assist, these types
of applications are still impacted by this factor. There is
an additional difficulty in fixing bugs in distributed
systems, especially when some services last for a
moment or work asynchronously.

An additional challenge is that getting used to
Kubernetes, Istio, or Knative may be tough for teams that
are new to them. In environments that are multi-tenant,
there is a possibility of drift in the configuration and
misconfigurations that threaten security. Thus, although
the framework promises long-term success, properly
adopting it requires good governance and experts in
DevOps.

6. Comparative Analysis

It is necessary to look at traditional serverless, traditional
microservices, and the proposed hybrid model and
identify their strengths and potential problems in
scalability, the process of deploying, observing their
operations, and the budget needed. Comprehensive
microservices are very configurational and cover lots of
long-lasting tasks, but they wusually have several
operation issues. Being developers, we are responsible
for launching containers, managing their lives, and
handling discovery of services without any tools. Even
though they are powerful, they need experienced
DevOps users.

Table 1: Comparative Analysis of Traditional
Microservices vs Pure Serverless vs Unified
Framework

Traditional Pure Unified
Microservi | Serverle | Framewo
ces Ss rk

Feature
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Deployment Container- FaaS Hybrid
Model based (FaaS +
K8s)
State Externalize | Stateless | Optional
Management d DBs with
sidecar
Communicat | REST/gRP Event- Mixed
ion C driven (Event +
Sync)
Observabilit | Prometheus, | Limited Unified
y Tools ELK (Grafana
+ Jaeger)
Scalability Manual or Auto- Enhanced
auto via scaling | with K8s
K8s HPA
DevOps High Low Moderate
Overhead

However, serverless functions make things simpler for
developers by offering a quick development process and
automatic scaling whenever needed. Even so, these
services have restrictions—everything must happen
outside of the function, they experience slow starts, and
lack proper support for running tasks over a long period.
It is also hard to keep an eye on and solve problems in
applications because the infrastructure is managed
remotely by the vendor. The approach is good for event-
driven demands, yet by itself it does not meet all
application requirements.

The single framework compiles the benefits of both ways
of thinking. On the same platform, developers are
allowed to create stateful services using containers and
stateless ones using serverless functions. Consequently,
one can handle latency-sensitive methods by
microservices, and keep other tasks and regular jobs in
functions. Teams can use deployments that suit their
specific workloads instead of facing the restrictions of
the architecture.

Moreover, the hybrid way lets you have consistent
monitoring and tight security because Istio and
Kubernetes manage everything centrally. Contrary to
public serverless services, the one framework makes it
possible for teams to follow, log, and oversee every
service in a similar manner. Because of this transparency,
it becomes simpler and quicker to solve problems, more
accurate to plan capacity, and to govern the way services
function.
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When talking about cost, serverless computing helps you
save on occasional tasks, whereas frequent or regular
tasks are handled by containers that remain constant. The
hybrid model lowers costs while delivering good results
by using suitable resources only when needed. Hence,
the unified framework becomes a useful method for
teams to manage their agility, style of working, and
performance.

7. Real-World Use Cases

It is especially useful to use this unified framework in e-
commerce platforms. Usually, such systems must handle
several jobs at the same time, like tracking stock,
processing orders, providing personalized suggestions,
and sending delayed notifications. With stateless
functions, you can manage sending emails as well as
acting on webhook signals, and microservices are useful
for tasks such as store cart routing, user identification,
and displaying products. It allows the workloads to
communicate smoothly and change their resources,
supporting a fast response and optimizing expenses.

Healthcare applications are also very important. Doctors
and experts need to process medical information quickly,
protect it safely, and look for useful results. Using
serverless functions in the hybrid method, it is possible
to process IoT medical device data immediately and in
real-time, while the EMR and authentication parts will
use microservices that stay constant. With service mesh
security, health IT teams are sure that all modules
communicate under HIPAA regulations. At the same
time, observing tools help them detect any issues in
performance or security immediately.

Fraud detection and risk analysis, which must happen
quickly, profit from using this kind of architecture. So,
you can use functions for processing real-time
transactions by means of a Kafka event queue, and
backend systems like account management and ledgers
can be constructed as microservices. Thanks to the
framework, it is possible to keep critical applications
separate from experimental ones, which enhances safety
during deployment in a domain with many rules.

Transcoding and distributing videos on media and
content delivery platforms need elastic computing
power. Such demanding applications can run through
serverless functions that automatically adjust, whereas
user comments and content lists are best managed with
tiny microservices. Thanks to the hybrid model,
platforms can roll out updates fast without losing track of
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providing good service to users and keeping content
fresh.

Finally, both smart cities and IoT ecosystems use the
unified framework to process plenty of events generated
by devices and maintain analysis services over time.
Serverless functions read data coming from sensors, and
microservices take care of user dashboards, alerting, and
setting up devices. Thanks to this structure, the platform
can operate well both now and in the future, while being
governed centrally and protected against possible faults.

8. Future Trends and Research Directions

One of the best recent trends is that multi-runtime
platforms now allow all kinds of computing models,
including containers, functions, and Web Assembly, to
work under a single control system. KEDA (Kubernetes
Event-Driven Autoscaling) and Dapr (Distributed
Application Runtime) are gaining greater significance in
cloud users’ efforts. Thanks to their abstraction layers,
including event-driven patterns in microservices-based
applications is made much easier.

Orchestration powered by AI/ML is increasingly
becoming a valuable direction to follow. Automatic
estimation of resources, finding errors, and improving
performance are all improved by using machine learning.
Various studies are underway to build workload
schedulers that check past data and modify infrastructure
on the spot. Because of this, cold starts can be eliminated,
networks will work faster, and resources are optimized.

Edge computing is developing quickly and shares many
points in common with serverless microservices. When
businesses edge out their computing to the outermost
level, the requirement for light, portable, and fast-event-
triggered software rises. Frameworks wused in
cybersecurity should allow for using cloud, edge, and on-
site environments together. Such a system will have to
manage new issues in consistency, speed, and handling
shared data across multiple machines.

Security and compliance will always be important topics
for companies. Increased complexity in putting together
different remote systems raises the chances of
misconfigurations and breaches in security. Going
forward, frameworks are expected to feature zero-trust
security, automated auditing, and precise management of
policies. They are set to play a key role in the most
important applications used in healthcare, finance, and
government sectors.
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Lastly, nowadays, many platforms are becoming more
focused on developers. Improved future frameworks will
make things easier for developers by providing simple
and useful interfaces. Platforms might turn into systems
where developers give the application’s purpose and let
the platform control the execution. This will bring
developers to focus on designing for a good user
experience rather than building only infrastructure.

9. Conclusion

The joining of serverless computing and microservices
works as a chance to rebuild cloud-native application
architecture by making use of what each offers. This
research’s system makes it easier to tackle the trade-offs
that appear when only looking at one method. The
adoption of Kubernetes, Knative, and Istio in the
framework ensures consistent ways of deploying,
observing, scaling applications, and at the same time,
enables developers to work freely and provides
operations teams with greater reliability. Such an
abstraction layer is necessary because it connects both
areas, lets cloud-native platforms be more easily adopted,
and makes applications more efficient.

In practice, the framework proves to be useful for
handling many different types of tasks. Using this
strategy, organizations are able to build systems that are
secure, flexible, and highly automated. In the future,
including intelligent orchestration, features native to the
edge, and policies for management will benefit the
framework more. In the end, the findings provide a
flexible and workable basis for enterprises and
developers who want to update their software delivery in
line with cloud-native computing.
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