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Abstract: Cloud multi-factor authentication provides robust security measures to prevent unauthorized access and mitigate the 

risk of data breaches. Multi-factor authentication enhances the security of cloud applications, data, services, and resources by 

allowing only legitimate users to access them, hence improving safety for enterprises and convenience for individuals. The 

security level and architecture of the framework dictate how many authentication factors are needed. Deploying a robust multi-

factor authentication system in a cloud platform poses significant challenges. This study introduces an advanced authentication 

system that incorporates several factors and layers, and includes features such as access control, intrusion detection, and automatic 

method selection for authentication. Developing a highly secure cloud platform with a minimal number of false positive alerts 

increases the difficulty for unauthorized individuals to gain access. The cloud user identity verification process is enhanced and 

false alarms are minimized by combining multiple authentication elements such as length, validity, together with geolocation and 

browser confirmation. Data that has not been revealed is encrypted using the Advanced Encryption Standard (AES). The cloud 

directory provider obfuscates login information using AES encryption. The proposed architecture effectively detected and 

thwarted unauthorized users and intrusions, effectively safeguarding cloud services and data from intentional attacks. 
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1. Introduction 

As the initial line of protection against illegal entry, the 

authentication technique is one of the most crucial 

components of the security system [1]. Authentication is the 

process of confirming a person's identity who is permitted to 

access a system or device in order to give them permission to 

use it legally. A legitimate user must provide necessary 

details during registration, including their email address, 

password, and username. The process of authentication starts 

with this. Every single piece of information is kept on the 

server and is verified multiple times during the login 

procedure. The most widely used forms of authentication are 

biometrics [4], Personal Identification Numbers (PIN) [3], 

and text passwords [2]. Consequently, having a suitable, 

trustworthy, and robust authentication framework is essential 

to guaranteeing the security of a system [5].  

Single-factor authentication, often known as SFA, is the most 

common authentication method that users employ and is 

widely utilized. However, due to the fact that it only offers 

the most fundamental security protections, SFA is vulnerable 

to cyberattacks. According to the findings of recent research, 

it is essential to implement multi-factor authentication (MFA) 

to improve the level of security that is associated with the 

user's access to a variety of systems and applications. Several 

multi-factor authentication (MFA) frameworks have been 

proposed as potential solutions to the challenges of assuring 

authentication security. A single structure is unable to handle 

all of them, which is a regrettable situation. Because of this, 

the purpose of this study was to carry out an in-depth analysis 

of the existing MFA framework as well as the proposed 

solution.  

As a result of its ease of use and scalability, cloud storage has 

emerged as an essential component of data management and 

business operations in the modern world. Significant 

concerns regarding security have been raised as a result of the 

growing use of Internet of Things devices, particularly with 

regard to the susceptibility of users' private information to 

unauthorized access and hacking. There has been a growing 

demand for robust security in cloud systems, which has led to 

an increase in concerns over the safety of digital data [1, 2]. 

This desire has been identified in recent research. Multi-

Factor Authentication, also known as MFA, is a potent 

defensive technique that transcends the limitations of 

traditional password-based systems. Not only does it 

http://www.ijritcc.org/
mailto:srikanth_m@vnrvjiet.in
mailto:shabbeer.ahmad@mjcollege.ac.in
mailto:srikanth_m@vnrvjiet.in


International Journal on Recent and Innovation Trends in Computing and Communication 

ISSN: 2321-8169 Volume: 11 Issue: 9 

Article Received: 25 July 2023 Revised: 12 September 2023 Accepted: 30 September 2023 

 

 

 

    5558 

IJRITCC | September 2023, Available @ http://www.ijritcc.org 

safeguard the cloud, but it also offers protection on every 

level simultaneously. It is a response to the growing 

complexity of cyber threats [3], which has led to the 

development of sophisticated malware and attack 

methodologies that are utilized by hackers. This strategy is a 

response to this emerging threat. There is a point of view 

concerning the linkages in technological growth that may be 

achieved by connecting cloud-based systems with intelligent 

malware detection systems located at the edge [4, 5]. The 

outstanding adaptability of cloud security services is 

demonstrated by the presentation of the most recent 

advancements in cybersecurity technologies that have been 

implemented within the realm of cloud computing. Within the 

realm of cloud storage, the implementation of multi-factor 

authentication (MFA) is investigated in this article. In 

addition to presenting the most recent research and 

knowledge from cyber security practitioners and academics, 

it focuses on the challenges and methods involved in adopting 

MFA. This is done with the intention of supplying the region 

with information and direction. 

2. Related Work 

Numerous distinct authentication techniques have been put 

up as prospective remedies for the problem of inadequate 

authentication throughout study. There are benefits and 

drawbacks to every MFA framework that has been created. 

Leslie Lamport introduced the first remote authentication 

technology in 1981. It consisted of three parts: an encryption 

method, a password lookup table, and a one-way hash 

encryption process. Nonetheless, even though the suggested 

authentication method is especially user-friendly, handling 

password databases still necessitates a large hashing capacity 

as well as an extra storage capacity. Consequently, some 

studies focus on the use of smart cards as a potential fix for 

the vulnerabilities that have been discovered. [6] offered a 

method that combines a third-party app and an intelligent 

device to perform cloud-based universal sign-on 

authentication. This approach was given as an illustration. 

The research literature has offered a variety of smartcard or 

smart device solutions, particularly [6] and [7].  

Despite this, a sizable portion of the recommended 

authentication techniques call for extra equipment to 

complete the authentication process. Among other things, this 

has a biometric scanner and a smart card reader. The second 

category of authentication techniques is represented by the 

digitalized method of multi-factor authentication. RSA 

encryption is a part of the recommended authentication 

mechanism for the digital signature and One-Time Password 

(OTP). Moreover, RSA and asymmetric digital signatures are 

both used by the architecture's second component [8]. The 

initial configuration, the user registration procedure, and the 

authentication verification process are the three main stages 

that comprise the proposed design. As a result, hardware like 

a token device, a smart card system card reader, and a 

physiological biometrics scanner are no longer required with 

the suggested authentication framework [9]. 

Concerns about NFC hacking, stolen accounts and devices, 

unsecured access points, and other security and authentication 

issues with cloud-based or on-premises systems and 

applications can be eased by using suitable authentication. It 

is quite easy for these sorts of attacks to compromise user 

privacy because the authentication data is stored on a server.  

The traditional authentication mechanism, which uses a 

password and username combination to secure the system, is 

no longer adequate or dependable when it comes to cloud 

computing. As a result, the implementation of Two-Factor 

Authentication, or 2FA, makes sense because it merges the 

aspect of individual possession with the identifiable 

information. A phone or smartcard are two instances of these 

components. The smartcard device adds an additional layer 

of authentication that helps to improve security.  

A framework for two-factor authentication has been 

established because of previous study on the level of security 

offered by SFA [2][10][11][12]. The security method known 

as two-factor authentication, or 2FA, was created to shield 

users against phishing attempts and password disclosures 

made without authorization [13]. However, there is now an 

examination and further research being done on the usage of 

two-factor authentication (2FA), which limits the device to 

the secondary authentication protocol [14], [15], and [16]. 

Compared to single sign-on (SSO) and two-factor 

authentication (2FA) systems, multi-factor authentication 

(MFA) and two-factor authentication (MFA) both offer 

considerable security precautions for the system environment 

[17].  

As a result, a Multi-Factor Authentication (MFA) system 

protects the system and the data environment. This action was 

taken to tackle the difficulties that arose in the process of 

ensuring authentication security. A sequential authentication 

process is created by combining many authentication 

procedures with multi-factor authentication (MFA). To 

establish a link between the user and the previous credentials, 

MFA required three components:    

•  Factor of information 

• Ownership factor  

• Biometric factor 

Because of this, the multi-factor authentication (MFA) 

framework was put into place to strengthen the security 

measures of a system and simplify the process of 

continuously protecting computer devices and systems from 
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unauthorized access. It is important to have a minimum of 

two authentication techniques that offer possession, 

knowledge, and uniqueness to construct a multi-factor 

authentication (MFA) framework [18], [19]. As part of the 

multi-factor authentication (MFA) framework, the two most 

common methods of authentication are usernames and 

passwords, as well as biometrics, which are frequently 

complemented by other authentication measures [15]. There 

are three methods of authentication: text passwords, one-time 

passwords (OTP), and two-factor combinations. that are most 

frequently used, according to professionals in the industry. 

The fact that they were suitable for the application's continued 

development was the primary factor that led to their selection 

[17].  

Furthermore, a variety of sectors, such as cloud computing, 

cryptography, wireless sensor networks, healthcare and 

telecare, mobile environments, the multi-factor 

authentication architecture is essential to cloud computing 

and remote authentication. Consequently, the multi-factor 

authentication system improved security by employing a 

time-based one-time password (TOTP) mechanism [20]. The 

Time-based One-Time Password (TOTP) system that was 

being built required both a password and a login at the 

beginning. Subsequently, the user must possess the MFA 

token to create a virtual TOTP. It was determined that the 

suggested authentication mechanism offers a high degree of 

security for the transactions being conducted. 

Single authentication, a crucial security measure that is also 

user-friendly, is built on a password-based authentication 

method. Automated Teller Machines (ATMs), Database 

Management Systems (DBMS), and Personal Digital 

Assistants (PDAs) all employ password-based authentication 

techniques. Nevertheless, the password-providing 

mechanism has two fundamental problems [21]. Initially, 

database systems save passwords and personal identification 

numbers (PINs) in their unencrypted, original form. This 

makes it simple for the administrator to access the PINs and 

passwords. Additionally, the attacker may pose as a valid user 

by gaining access to the user ID and password that are stored 

in the database. The attacker can now access the database as 

a result of this.  

Consequently, MFA is seen as the answer to the several issues 

that were previously covered. The vulnerabilities that are 

present in SFA are mitigated by MFA through the utilization 

of a multi-tiered authentication system. These vulnerabilities 

include unauthorized entry into trusted devices and 

modifications to the data architecture. The majority of the 

previous research on multi-factor authentication (MFA) 

concentrated on improving authentication technology and 

restricting user access control in order to reduce 

vulnerabilities in a variety of domains.  

In spite of this, there is still a lack of clarity on the extent to 

which technology is being utilized, the degree to which it is 

user-friendly, and the degree to which it is in accordance with 

the users' sense of risk [22]. Even though the focus of current 

research has been on studying novel authentication systems, 

previous studies have also extensively evaluated the 

performance of multi-factor authentication (MFA) 

frameworks that are already in place. There have been studies 

carried out [23] [24] [25] that have been undertaken about the 

speed, ease of user activities, and user-side authentication 

error rates. Nevertheless, the feasibility of high-contact and 

low-technology approaches continues to provide issues [22].  

Only a small fraction of studies, precisely 2.4%, have 

specifically evaluated the adoption of MFA (Multi-Factor 

Authentication) in businesses [22]. This is even though the 

industry is a large provider of jobs and data storage. Due to 

the data regulations of the sector, the lack of involvement by 

organizations, and the challenges in recruiting technical 

professionals, the ramifications for the industry are generally 

disregarded.  

A thorough summary of several studies conducted between 

2016 and 2022 is provided in Table 1, which includes the 

study that specifically looks at the suggested MFA 

framework. 

 

Table 1 Summary of MFA Frameworks 

 
 

OBJECTIVES 

1. To enhance Cloud Security through Multi-Factor 

Authentication 

2. To develop an Adaptive Authentication Mechanism for 

Data Security. 

 

3. Proposed Framework  

The suggested cloud multi-factor multi-layer authentication 

system is shown in Figure 1. It consists of three primary 

layers as well as an embedded layer that encrypts and 

decrypts user parameters and authorizations. 
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Figure 1 Proposed framework. 

 

Identity and Access Management, or IAM, is a key 

component of cloud resource access control. User access can 

be effectively and centrally managed by cloud-based Identity 

and Access Management (IAM) solutions. Since these 

systems are scalable, a big number of users and resources can 

be handled by them. They also offer multi-factor 

authentication, which requires multiple forms of verification 

and adds an additional degree of security. They also facilitate 

single sign-on, which gives users access to numerous 

programs and services using only one set of login credentials. 

With the help of this framework, cloud users can register for 

resources and authenticate with a single identity. Identity 

tokens, authentication parameters, and user data are managed 

by directory providers. The choice of user authentication 

techniques is given top priority in the first layer.  

Priority tables provide a clear indication of the most suitable 

authentication mechanism for user access. Utilize the priority 

table to incorporate or alter authentication configurations in 

order to fulfill the organization's requirements. The second 

layer employs multi-factor authentication settings to identify 

and monitor user activities on the cloud system or platform. 

The third layer introduces a strategy for manipulating user 

behavior based on cloud multi-factor authentication. An 

additional layer is added to the three existing layers to encrypt 

user credentials and authentication settings, ensuring the 

protection of both user data and important data related to 

cloud computing.  

Multi-factor authentication increases the difficulty of gaining 

system access, even if an intruder manages to steal one of the 

components used for user authentication [37]. The hacker 

would also want the user's browser name or geolocation. 

Implementing several authentication mechanisms can 

effectively minimize the occurrence of false alarms inside the 

framework. Given the limited probability that an intruder can 

provide all the necessary authentication components. 

Providing users with their authentication factors upon logging 

in could potentially enhance the user experience. 

Subsequently, they can gain entry to the system without 

having to reenter their verification details. This has the 

potential to reduce both time and effort. The following are the 

justifications for constructing the cloud-based architecture 

that incorporates multiple factors and layers of authentication. 

• Improving cloud platform security and reducing the 

frequency of false alarms.  

• To improve system security against unauthorized access, 

especially when an attacker has obtained one of the 

components used for user authentication. 

• Using a multi-factor authentication method is intended to 

lower the number of false alarms.  

•  To enhance the user experience by establishing a single 

authentication procedure for users at first login, thereby 

eliminating the need for them to submit their authentication 

factors many times.  

•  The framework makes use of several authentication 

factors, including the user, the suspected table, the user's 

browser name, geolocation, the length, validity, and value of 

the authentication factor, and so on.  

•  To guarantee that only authorized users may access the 

cloud system, the framework assesses each of these factors. 

 

3.1 Selector for Authentication Methods (AMS) 

Predicting user behavior is the main authentication technique 

used by the AMS. Several authentication techniques can be 

put into place or changed as necessary to satisfy the 

company’s needs and adhere to legal requirements. While 

some businesses use security tokens, others use fingerprint 

authentication. Organizational function, available resources, 

and the level of sensitivity of the secret data must be 

considered when selecting a strategy for implementing multi-

factor authentication. Administrators of applications can 

choose and include many forms of authentication. This page 

includes new features such as fingerprint biometric 

authentication, security tokens sent by email, and SMS. For 

the first time, an email will be used for authentication in the 

event that a user forgets both their login and password for a 

cloud service. Any subsequent logins to cloud application 

platforms will need the user to provide additional 

authentication, such as a fingerprint scan or an SMS, in the 

event of an email breach. There is a three-step process to 

choose an authentication method. Past authentication 

methods, priorities, and statuses are all part of the process.  

The user can choose email security token, SMS 

authentication, or fingerprint authentication at the final end. 

http://www.ijritcc.org/
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The last authentication method is requested from the server 

hosting the cloud database before the user is authenticated. 

The second step uses a priority table to rank the order of 

importance for each authentication method. There is a priority 

number for each approach. An increased number corresponds 

to an increased significance for the authentication technique, 

and vice versa. Organizational rules and guidelines could 

change quickly, affecting this priority. The percentage of 

usage determines the type of authentication. This percentage 

is calculated by dividing the total number of authentications 

by the total number of times each authentication method was 

used. The organization's security protocols can be followed 

while modifying the authentication method table priority. The 

priority-level table can have additional authentication 

techniques added to it. The recommended authentication 

mechanism's priority is shown in Table 2. 

 

Table 2 Table of priorities 

Method of 

Authentication 

Priority 

 

3 

 

2 

 

1 

 

In the third phase, authentication is defined by looking at the 

user authentication status. After you choose a method, the 

first layer of authentication uses email security tokens. The 

first authentication process is used to add further 

authentication. Users are able to access cloud services if layer 

1 is true. In any case, the subsequent authentication 

mechanism is SMS. This will be maintained all the way up to 

the last layer of verification.  

According to Table 3, the authentication mechanism is 

determined by the priority table. Among the various 

authentication methods utilized by 𝑎𝑏𝑒𝑓𝑖, 30.77% use 

fingerprint authentication, 38.46% use email security tokens, 

and 30% use SMS. The subsequent step is to select either 

fingerprint or SMS authentication. Due to its higher 

importance in the priority table than fingerprint 

authentication, short message service (SMS) will replace it as 

the next authentication method. Email and SMS security 

tokens account for 35.71% of 𝑏𝑦𝑒𝑓𝑏's authentication 

methods, while fingerprint authentication accounts for 

30.77%. Next, we'll employ fingerprint authentication, which 

is the least common method currently in use. If Table 3 shows 

that the percentage of 𝑎𝑏𝑒𝑓𝑘 usage is equal, the following 

authentication method will select a security token by email 

using the priority table. 

 

Table 3 Authentication method selection 

 
 

3.2 Cloud MFA Intrusion Detection Algorithm 

An upgraded multi-factor authentication (MFA) architecture 

and technique for cloud platform intrusion detection are 

presented in this section. The primary method uses a multi-

layered authentication system to confirm cloud users and cut 

down on false alerts. Moreover, the cloud demands the 

adoption of many methods for user identity authentication 

and data protection. Threats to cloud computing apps and 

settings include data loss, account takeover, malevolent users, 

and data leaking [38]. The intrusion detection part verifies the 

identity of suspicious users, looks up suspicious users in a 

database, and raises an alarm if it detects unusual conduct. 

 

When a user logs into the platform, the cloud database server 

sends their credentials together with their authentication and 

rights as a user factor. The suggested approach creates audit 

and suspect tables. Any fraudulent users attempting to leak 

cloud data are saved and retrieved from the suspicious table. 

All user behavior is tracked and audited in the database. The 

audit table sends a one-time password (OTP) using each of 

the three accessible authentication methods. For the most 

effective follow-up mitigation, the audit table logs all user 

activities on application data and aggregates alarms. All of the 

people who are thought to have breached privileges are 

included in the suspected table.  

The suggested intrusion detection framework uses multi-

layer factors, including check factor length, validity, value, 

and suspected table.  

Figure 2 shows the four-step method for user authentication. 

These approaches identify intruders as a supplementary 

authentication step following AMS. Additional authentication 

procedures are conducted depending on the browser name 

and location that the user has logged in order to detect phony 

users. For later use, the user's location and browser name are 

stored by the cloud web server. After the initial four phases of 

multi-factor authentication (MFA) intrusion detection are 
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finished, the user's preferred browser and geolocation are 

used for final security validation. The user's account will be 

blocked and placed to the suspect database if their chosen 

browser and geolocation do not match.  

In summary, the intrusion detection framework employs 

many authentication elements to ensure system security. In 

the first four phases, the framework verifies the length, 

validity, value, and suspicious table of the authentication 

factor. The user gets validated and granted access to the 

system once everything has been completed appropriately. 

The user is blocked and added to the suspicious table if any 

step fails. The framework also confirms the user's geolocation 

and browser name during these four steps. Users are banned 

and put to the suspect database if their browser name and 

geolocation do not match the system data. The many 

authentication methods make it more difficult for 

unauthorized users to access the system. To prevent unwanted 

access, the framework checks the authentication factor's 

validity, length, value, suspicious table, geolocation, and 

browser name. 

 

 
Figure 2 Cloud computing platform MFA layers. 

 

Improved security and fewer false alarms are the results of 

using multi-factor authentication with cloud systems. It is 

more difficult to penetrate a system that uses many 

authentication factors. The abstract's framework employs the 

following authentication factors: browser name, geolocation, 

validity, value, suspicious table, and length. By verifying each 

of these characteristics, the framework ensures that only 

authorized users are able to access the system.  

Multiple layers of protection are the most effective strategy 

for protecting systems and data. Because cybercriminals are 

continuously inventing new vulnerabilities, no security 

measure can be guaranteed to be foolproof. Attackers and 

malicious individuals will have a hard time obtaining cloud 

computing resources due to the multiple ways used. It is best 

to utilize a combination of strategies when trying to identify 

hostile users or intruders. It can be more challenging for 

hackers to acquire and reveal data if user activity is monitored 

and several authentication mechanisms are used. The needs 

and risks of your business will determine the best security 

plan to implement.  

Here are some of the most important advantages of using 

cloud multi-factor authentication. 

1. Enhanced security: Even if an attacker manages to steal 

just one factor, the use of multi-factor authentication will 

make it far more difficult for them to get access to the system. 

2. Reduced false alarms: The framework's use of several 

authentication factors helps reduce false alerts. Since it is 

highly improbable that an attacker could supply every 

component of authentication. 

3. Improved user experience: Adding a second layer of 

security to authentication can improve user experience. since 

consumers only need to input their authentication factors 

once. They won't need to reenter their login information after 

that in order to access the system. 

4. Improved security posture: Make your security measures 

more layered and hence more difficult to penetrate by using a 

variety of security methods. 

5. Reduced risk of data breaches: A Data breaches are less 

likely when a combination of security measures is used to 

make it harder for hackers to access your systems and data. 

6. Improved compliance: Organizations must use a variety 

of security measures in accordance with industry laws. There 

are several methods you may assist your company in 

following all rules. 

Security, false alarms, and user experience can all be 

enhanced with cloud multi-factor authentication. Security is 

proved by the use of many research methodologies, and data 

access is limited. In [87], the authors detailed a novel 

approach to data access management with fine-grained 

parameters for healthcare applications built on mobile cloud 

computing (MCC). With this method, you may manage data 

access at a finer level while yet maintaining efficiency and 

scalability. As stated in [39], a new method It is recommended 

that three-factor authentication and key agreement (CT-AKA) 

be used for cloud-assisted automobiles. Security risks using 

cloud-assisted AV are covered in the study's opening section. 
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Among these, safeguarding AV communications, avoiding 

hostile attacks on AVs, and preserving users' privacy are 

important. The CT-AKA approach, which incorporates key 

agreement, fuzzy vault cryptography, and three-factor 

authentication, is subsequently suggested by the study. 

Mobile lightweight devices that use three-factor 

authentication are safe, efficient, and practical, according to 

[40]. Using extended chaotic maps, the methodology creates 

random numbers. User identification is checked via the 

protocol's fuzzy verifier. 

 

4. Threat Model 

The abundance of sensitive data and the possibility of victims 

make cloud computing infrastructures an attractive target for 

attackers. In addition to being more vulnerable to attacks, 

complex cloud-computing infrastructures might be more 

difficult to secure. Failures in multi-factor authentication can 

occur due to a variety of factors. One of these problems is the 

faulty opponent characterization, which encompasses the 

attacker's capabilities, objectives, and the difficulties 

associated with cryptographic primitive definition. 

Additionally, MFA frameworks may fail to detect flaws or be 

too complicated. Eight proof failures are used to analyze the 

weaknesses in these areas [41]. 

Protecting mission-critical apps from quantum attacks is the 

goal of two-factor authentication, as discussed in [42]. To 

avoid key duplication, the approach employs a smart card that 

requires authentication via password. These security holes 

allow an attacker to gain access to sensitive cloud data. 

• Data loss: User credentials and authentication settings are 

susceptible to compromise even though the framework 

encrypts them. An attacker might use this information to 

pretend to be a genuine user and get entry to cloud-based 

resources. 

• Hijacking an account: The framework employs several 

methods to identify anomalous user activity. Once an attacker 

has access to an account, they could be able to modify cloud 

resources or go through confidential data. 

• Data leakage: Despite the system's best efforts, data leaks 

are still conceivable. By breaching a cloud provider or taking 

advantage of a vulnerability in the framework, a malicious 

actor could potentially steal data. 

• Brute force attack: The goal of this attack is to discover a 

secret key that can be deciphered by trying several keys. 

• Monitoring for suspicious activity: To stop the user from 

harming cloud services, verify suspicious activities and act 

accordingly. 

Risk mitigation is possible with the help of the suggested 

multi-factor authentication (MFA) layer architecture and 

algorithm for user behavior authentication: 

Making use of robust authentication: User authentication, 

verification, security, and protection for cloud platform 

services are all handled by multi-factor authentication, which 

employs defense-in-depth multi-layers. 

• Encrypting data: Strong encryption protects user 

credentials and authentication settings. 

•  We have robust security measures in place to stop 

unwanted access to user information. 

• We educate consumers on security habits, including 

password security and avoiding bogus websites. 

• Security Evaluation of the Suggested MFA Framework 

Finding, evaluating, and fixing security flaws in cloud 

computing is the job of security analysts. The procedures 

outline an analysis of security flaws in major cloud 

infrastructure attacks. Listed below are the steps. 

 

4.1. Determine Your Assets and Weaknesses 

To begin examining cloud security, one must first list all cloud 

resources, such as servers, databases, and storage. The next 

step, after identifying assets, is to identify vulnerabilities. 

Here are the key advantages and disadvantages of the cloud 

platform. 

Resources: 

•  Apps for the cloud; 

•  Cloud information 

•  Offered cloud-based services; 

• Primary cloud resources. 

Deficiencies: 

• Unapproved entry. 

• Breach of data. 

• Use of force in assaults. 

 

4.2. Evaluate Dangers 

Next, the hazards associated with the cloud need to be 

evaluated. This involves identifying potential assailants, as 

well as their abilities, goals, and objectives. Every potential 

danger needs to have its probability evaluated. Here are the 

most significant vulnerabilities and risks related to cloud 

authentication. 

• Poor password security: Common types of 

authentications, such as passwords, are not safe. Hackers can 

guess or take credentials using brute-force assaults and 

password cracking software. 

•  Phishing attacks, which trick users into divulging 

personal information like passwords and credit card details by 

deception. Attackers regularly send emails posing as 

legitimate businesses or organizations. 

• Attacks via malware: Hackers can covertly access a user's 

device. Malware is one type of threat that may attack, 

intercept messages, and steal login credentials. 
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4.3. Examine the Risks 

Conducting a risk analysis for the cloud environment comes 

next, after the identification of assets, vulnerabilities, and 

threats. By addressing these concerns, we can evaluate the 

security of any cloud infrastructure. 

•  Intricacy: It should be easy to set up and maintain this 

cloud infrastructure. 

•  Risks to security: An intrusion detection system should be 

available within the framework, and it should be able to detect 

critical security issues. 

• Privacy risks: Web browser and user location data must be 

securely protected by the framework. 

• Time: The time it takes for the framework to execute in 

order to identify malicious attacks is affected by the 

complexity of the authentication procedures, the amount of 

authentication elements, the number of manipulating cloud 

users, and the performance of the hardware and software. 

 

4.4. Develop MFA 

Enhancing cloud risk mitigation is the focus of the third stage. 

To manage the assessed risks, this study suggests the 

following framework: 

• Complexity: While the suggested architecture does 

include multi-factor authentication with many layers of 

parameters, the algorithm and framework effectively 

combine three main levels, one of which is an integrated layer 

for the encryption and decryption of user parameters and 

authorizations. The priority of user authentication methods is 

determined by the first layer. The second layer employs multi-

factor authentication settings to identify user activity on cloud 

systems or platforms. The third layer introduces a method for 

manipulating user behavior that is based on cloud multi-factor 

authentication. An additional layer that encrypts 

authentication settings and user credentials is linked with the 

three levels to safeguard sensitive data stored in the cloud as 

well as user data. 

• Security risks: Intrusion detection vulnerabilities and an 

authentication method selector (AMS) are presented in the 

suggested framework. It is possible for the framework to 

abuse the data it collects from users, which includes 

information about their location and web browser. 

• Privacy risks: Location and browser information are 

among the sensitive user data collected by the proposed 

system. It is possible to misuse compromised data. 

Furthermore, the framework may jeopardize privacy by using 

this data to regulate user behavior. One way to build the 

framework to protect user privacy is to ensure that it only 

collects the data that is necessary for its operation. Users must 

have the option to desist from having their data altered as 

well. 

• Execution time: Due to the increasing number of cloud 

users, the proposed system has a low time complexity despite 

multiple authentication elements. 

Multi-factor authentication (MFA) strengthens the 

authentication process in cloud computing. This will prevent 

brute-force, phishing, and password attacks [43].  

Cloud computing makes use of a wide variety of MFA 

techniques. Some typical methods for MFA are as follows. 

•  OTPs, or one-time passwords: One-time passwords are 

generated by an external device, which could be a hardware 

token or an app on a smartphone (OTPs). 

•  Authentication based on location: The user's current 

position is sought for the purpose of location-based 

authentication. When logging in from a remote location, users 

of certain cloud services may be required to enter a code that 

has been delivered to their smartphone. 

Security analysis can be used to evaluate cloud MFA 

deployments [44]. Identifying and reducing security risks is 

possible with this analysis. When it comes to cloud 

computing, these are the most important areas for MFA 

security assessments. 

• It is important that authentication elements are robust and 

secure. Strong one-time passwords and secure one-time 

passwords are examples. 

• The MFA mechanism must be implemented in a secure 

and appropriate manner. Secure transmission and storage of 

one-time passwords (OTPs) is essential. 

• Manage MFA users and devices securely. Regular 

password changes and device updates with all available 

security patches are essential. 

The following are only a few of the numerous advantages of 

the proposed MFA in cloud computing settings. 

• Improved security: Using MFA makes it more difficult for 

attackers to access cloud apps and infrastructure. 

•  Lower chance of data breaches: MFA increases the 

difficulty of obtaining user credentials for attackers, hence 

reducing the frequency of data breaches. 

• Increased compliance: MFA implementation is mandated 

by numerous organizations due to industry-specific 

legislation. 

• Improved user confidence: Businesses that show they are 

protecting their consumers' data are more likely to earn their 

trust. 

The proposed method attempts to reduce false alarms and 

improve cloud platform security by analyzing user activity 

and utilizing several authentication factors. 

Authentication Algorithm Implementation and Outcomes 

• In this case, we outline the user authentication procedure 

as well as the expected MFA levels for the cloud computing 

platform. The results, which need altering the MFA layer, are 

determined by calculating the duration of the multi-factor 
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layer's execution and the percentages of false-positive and 

false-negative rates. 

 

4.5. Multi-Factor Authentication Layer Execution Time 

Nested layers for multi-factor authentication are now 

developed and put into use. To track execution time, cloud 

computing employs six main steps of user verification: factor 

length checking, factor validity, factor value, suspicious table 

validation, and user location. Every trial counts the number 

of users whose execution duration is measured in 

milliseconds.  

The first factor that verifies factor length has an execution 

time that grows linearly with the number of users, as shown 

in Figure 3. For 50 users, the execution time was 218 

milliseconds, and for 1000 users, it was 278 milliseconds. The 

factor validity method is checked in 174 milliseconds for 50 

users and 196 milliseconds for 100 users. At 200 and 300 

users, the execution times were 194 and 193 milliseconds, 

respectively. This approach takes longer to execute since the 

variable being verified by user behavior authentication is 

Boolean in nature.  

The check value and suspect table rose linearly when the 

execution time increased in proportion to the number of users. 

The check factor value was 186 ms for 50 users, 224 ms for 

500 users, and 252 ms for 1000 users. Execution times 

increased linearly from 50 to 800 users, then decreased to 231 

ms for 900 users, and then increased to 243 ms for 1000 users 

again when the suspect table was examined. From 50 to 500, 

there was a linear growth in the number of users as well as the 

rate of location and browser name checks. The length started 

to get shorter at 500 users, but it later got longer, reaching 263 

ms for user location and 237 ms for browser name factors at 

1000 users. 

 

 
Figure 3 Time-effectiveness of multi-factor 

authentication levels. 

 

5 . Performance of Detection 

Detection performance metrics are used by many security 

applications and strategies, which employ a range of 

authentication and protection measures, to inform algorithm 

efficiency. In this part, we compute the false-positive (FP) and 

false-negative (FN) rates. The false-positive rate is the 

proportion of legitimate users who are mistakenly categorized 

as invaders. The false-negative rate is the proportion of 

incursions that compromise cloud computing services and 

expose personal data. As illustrated in Figure 4, there was 2% 

FP for the locations and browser names of 50 users and 0% 

for the remaining users.  

The FP rate was 1% when factor length and validity were 

tested on 100 users. Users' browser names and inaccurate 

location identification are to blame for this. When the user 

base grew from 50 to 1000, these criteria continued to record 

the FP alarms. For 500 users, there was no FP for location 

check, but 0.4% for browser name.  

The percentage of false alerts increased from 0.1% to 1% as 

There were 1000 users instead of just 600. Multiple factor 

authentication (MFA) techniques are effective and flexible 

enough to reliably authenticate regular users. 

 

 
Figure 4 Users of FP on tiers of multi-factor 

authentication. 

 

The percentage of assaults that reveal secrets of cloud service 

platforms in the false-negative (FN) category is shown in 

Figure 5. For fifty users, no MFA method resulted in FN. 

Factor value and browser name had a 1% FN rate, but 

suspicious table, user location, factor length, and validity all 

had a 0% FN rate when 100 users were considered.  

For 500 users, MFA had a low FN rate across all 

authentication factors: 0.4%, 0.2%, 0.8%, 0.2%, and 0.2%. 

On all authentication criteria, 800 users had low FN rates 

ranging from 0.63% to 0.75%. Maximum FN rates for 

browser name check and factor length check in the remaining 

experiment were 0.78% and0.7, respectively, for 900 and 

1000 participants.  

In order to avoid assaults on cloud servers or services, the 

suggested method and algorithm that use MFA techniques 

were successful in identifying suspicious users and intruders. 
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Figure 5 FN users enrolled in multi-factor authentication 

levels. 

 

Two methods are used to evaluate how well the suggested 

MFA design and algorithm work to stop attacks: quantitative 

and qualitative methods. The suggested MFA architecture and 

algorithm can be assessed using quantitative measures such 

as rates of false-negative (FN) and false-positive (FP) events. 

 

6. Conclusion 

User identity is critical to apps, services, and resources in the 

cloud. It's handled by PaaS by default. For PaaS 

authentication to work, security and usability must be 

balanced. We developed a versatile multi-factor 

authentication system as part of this study to grant users 

access to PaaS data and apps. Intrusion detection, multi-factor 

authentication, access control, and encryption/decryption are 

all used in the proposed design. Businesses can offer even 

more protection to their customers by implementing multi-

factor authentication. PaaS users don't have to worry about 

their privacy being violated when using it. An intrusion 

detection system protects users' identities. There are 

regulations in place to limit who has access to what and how 

long. AES-256 encryption is used for all data.  

The suggested structure is adaptable thanks to the selection of 

authentication methods. With AMS, a company may select 

among several authentication methods. You can use any 

combination of methods, such as email, SMS, and biometric 

authentication, and it will still be applicable generally. The 

proposed design tightens security in six ways: by leveraging 

the user's geolocation and a browser feature in conjunction 

with other intrusion detection attributes. We can confirm that 

the correct user is accessing the correct application with the 

correct data using the proposed framework. Furthermore, we 

promise that all information will remain private and 

undeleted. Results from the experiment indicated the rates of 

false-positive and false-negative alarms. For different 

numbers of users, While the false-negative rate dropped, the 

false-positive rate rose. The system can be enhanced in the 

future to include risk-based and adaptive authentication. It is 

possible to test the framework with additional users and other 

attack scenarios. For the framework to be truly user-friendly, 

it needs an intuitive user interface. 
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