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Abstract : Centralised cloud computing paradigms are encountering difficulties with latency, bandwidth, privacy, and security due
to the exponential growth of data volumes produced by sensors and Internet of Things (IoT) devices. One potential approach to
these constraints is edge computing, which moves computers and storage closer to the data sources. With this paradigm change,
data privacy is improved, network congestion is decreased, and real-time processing is made possible. Aiming to improve the
efficiency and confidentiality of data analysis applications powered by artificial intelligence (Al) and machine learning (ML), this
article investigated the possibility of edge computing. We provide a thorough analysis of the latest developments in edge computing
frameworks, algorithms, and architectures that allow for safe and fast training and inference of Al/ML models at the edge. We also
go over the main obstacles and where the field may go from here in terms of research. Our research lays the groundwork for future
intelligent edge systems by demonstrating the substantial advantages of edge computing in facilitating low-latency, energy-efficient,

and privacy-preserving Al/ML applications.
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1. Introduction

Data collection and processing requirements have
skyrocketed due to the explosion of Internet of Things (10T)
devices and the lightning-fast progress in Al and ML
technologies [1]. Problems with latency, bandwidth, privacy,
and security are plaguing conventional cloud computing
models that store and process data in central data centres [2].
The concept of "edge computing,” which facilitates real-time
processing, lessens network congestion, and increases data
privacy by bringing computer and storage resources closer to
the data sources, is therefore gaining popularity [3].

Data processing in edge computing occurs close to the data
source, at the network's periphery, according to a distributed
computing paradigm [4]. Edge computing minimises latency
and bandwidth needs by processing data locally, reducing the
need for data transfer to the cloud. Autonomous cars,
industrial automation, and augmented reality are just a few
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examples of applications that rely on real-time processing,
therefore this is crucial [5]. In addition to improving
performance, edge computing reduces the attack surface and
keeps sensitive data within the local network, which improves
data privacy [6]. New possibilities for intelligent data analysis
and decision-making at the edge have emerged with the
combination of Al and ML technologies with edge computing
[7]. Applications like predictive maintenance, anomaly
detection, and personalised suggestions are made feasible by
processing and analysing data in real-time through the
deployment of AI/ML models on edge devices [8]. However,
new ways of designing and deploying AI/ML models are
needed due to the resource-constrained nature of edge
devices, which presents problems with processing power,
memory, and energy efficiency [9]. To facilitate safe and
effective training and inference of AI/ML models at the edge,
this article provides a thorough overview of the current state
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of the art in edge computing frameworks, methods, and
architectures. In this article, we analyse the advantages and
disadvantages of edge computing and its ability to improve
the privacy and performance of artificial intelligence and
machine learning applications used for data analysis. We also
go over some of the remaining questions and potential
avenues for further study in this dynamic area.

The main contributions of this paper are as follows:

1. We provide a comprehensive overview of edge
computing architectures and frameworks for Al/ML
applications, highlighting their key features and
limitations.

2. We discuss the challenges and opportunities in deploying
AI/ML models on resource-constrained edge devices,
focusing on computational efficiency, memory
optimization, and energy efficiency.

3. By examining diverse approaches including federated
learning, homomorphic encryption, and differential
privacy, we delve into the possibilities of edge computing
to improve data privacy and security for AI/ML
applications.

4. We present a comparative analysis of state-of-the-art edge
computing algorithms and frameworks for AlI/ML model
training and inference, evaluating their performance,
scalability, and applicability to real-world scenarios.

5. We outline future research directions and open problems
in the field of edge computing for AI/ML, highlighting the
need for standardization, interoperability, and
collaborative research efforts.

What follows is an outline of the rest of the paper. The second

section gives a synopsis of the various Al/ML application

frameworks and architectures that make up edge computing.
Deploying AI/ML models on edge devices with limited
resources presents both potential and problems, as discussed
in Section 3. In Section 4, we look at how edge computing
might improve the security and privacy of data used in Al and
ML applications. The most cutting-edge edge computing
techniques and frameworks for training and inferring AI/ML
models are compared in Section 5. Section 7 brings the work
to a close, while Section 6 lays out potential avenues for
further research and unanswered questions.

2. Edge Computing Architectures and Frameworks for
Al/ML

To facilitate the fast and scalable deployment of AlI/ML
models on edge devices, computing frameworks and
architectures are of utmost importance. Here we present a
synopsis of the most important edge computing frameworks
and architectures for AI/ML applications, including their
salient features, advantages, and disadvantages.

2.1. Edge Computing Architectures

Edge computing architectures can be broadly classified into
three categories: single-tier, two-tier, and hierarchical [10].
Single-tier architectures consist of a single layer of edge
nodes that perform both data processing and storage. Two-
tier architectures introduce an additional layer of fog nodes
between the edge and the cloud, enabling more complex
processing and aggregation of data from multiple edge nodes.
Hierarchical architectures further extend this concept by
introducing multiple layers of fog nodes, each with increasing
computational power and storage capacity.

Table 1 provides a comparison of the key features and characteristics of these edge computing architectures.

Architecture Latency Scalability Complexity Energy Efficiency
Single-tier Low Limited Low High
Two-tier Medium Moderate Medium Medium
Hierarchical High High High Low

Single-tier architectures offer the lowest latency and highest
energy efficiency, making them suitable for applications that
require real-time processing and have limited computational
requirements. Two-tier architectures provide a balance
between latency and scalability, enabling more complex
processing and aggregation of data from multiple edge nodes.
Hierarchical architectures offer the highest scalability and
computational power, but at the cost of increased latency and
energy consumption.
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2.2. Edge Computing Frameworks for AI/ML

To make it easier to install and administer AlI/ML models on
edge devices, many frameworks for edge computing have
been created. Model training, optimisation, and inference are
all made easier with the help of these frameworks, which also
include tools and libraries for data preparation,
communication, and cloud-to-edge node synchronisation.
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Table 2 shows a comparison of well-known AlI/ML edge computing frameworks, with each one's main capabilities and supported
platforms highlighted.

Framework Key Features

Supported Platforms

TensorFlow Lite

Model compression, quantization, pruning

Android, i0S, Linux, Windows

Apache MXNet

Distributed training, model serving

Linux, macOS, Windows, Android, iOS

PyTorch Mobile

Model optimization, efficient inference

Android, iOS

CoreML

On-device inference, model compression

i0S, macOS, tvOS, watchOS

ONNX Runtime

Cross-platform inference, model optimization

Linux, macOS, Windows, Android, iOS

Developed with mobile and embedded devices in mind,
TensorFlow Lite is a slimmed-down variant of the widely
used TensorFlow framework. It allows for the effective
deployment of deep learning models on edge devices with
limited resources by providing tools for model compression,
quantization, and pruning. Apache MXNet is another popular
framework that supports distributed training and model
serving, making it suitable for large-scale Al/ML
deployments across edge nodes and the cloud. PyTorch
Mobile is a mobile-friendly version of the PyTorch
framework, offering model optimization and efficient
inference on Android and iOS devices. CoreML is Apple's
framework for on-device machine learning, providing tools
for model compression and efficient inference on iOS and
macOS devices. ONNX Runtime is a cross-platform
inference engine that supports a wide range of hardware
platforms and provides model optimization techniques for
improved performance and efficiency. The various
frameworks provide different features and capabilities for
deploying Al/ML models on edge devices. Developers may
pick the best framework according to their needs and the
platforms they want to use it on.

3. Challenges and Opportunities in Deploying Al/ML
Models on Edge Devices

With limited processing power, memory, and energy
efficiency, there are a number of obstacles to deploying
AI/ML models on edge devices. Here, we'll go over these
problems and show how new ways of thinking about model
creation, optimisation, and deployment might help solve
them.

3.1. Computational Efficiency

Complex artificial intelligence and machine learning models
might be difficult to execute on edge devices due to their
restricted computing capabilities in comparison to cloud
servers. Pruning, quantization, and knowledge distillation are
just a few of the model compression and acceleration methods
suggested by academics to tackle this problem [11].
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To reduce the model's size and computing needs without
drastically sacrificing accuracy, pruning is deleting
unnecessary or unimportant weights. In order to decrease
computational complexity and memory footprint,
guantization approaches transform the model's activations
and weights from high-precision floating-point integers to
lower-precision fixed-point numbers. A more efficient and
compact model, well-suited for deployment at the edge, may
be created through the knowledge distillation process by
training a smaller "student™ model to replicate the behaviour
of a larger "teacher" model.

Table 3 provides a comparison of these model compression
techniques, highlighting their key features and trade-offs.

Technique  [Model  Size|Accurac |[Computational
Reduction y Loss  |Speedup

Moderate

Pruning High Low

Quantization |[Moderate Low High

Knowledge
Distillation

High Moderate |High

For situations when memory is a critical limitation, pruning
and knowledge distillation are ideal since they give the
maximum model size reduction. Applications requiring real-
time processing are well-suited to quantization since it offers
the best computational speedup. The application’s needs and
the edge device's resources dictate the approach to be used.
3.2. Memory Optimization

The storage and processing of big AI/ML models and datasets
might be hindered by the limited memory resources of edge
devices. Model compression, data quantization, and efficient
memory management are just a few of the memory
optimisation strategies that academics have suggested as
solutions to this problem [12].

As mentioned earlier, model compression approaches may
greatly decrease the memory footprint of Al/ML models,
making them suitable for deployment on edge devices with

447


http://www.ijritcc.org/

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169 Volume: 12 Issue: 2

Article Received: 25 December 2023 Revised: 12 January 2024 Accepted: 20 February 2024

limited memory. Further reductions in memory needs for
storing and processing huge datasets are possible using data
guantization techniques like reduced-precision data
representation and data compression.

Optimising the utilisation of memory resources on edge
devices is possible using efficient memory management
techniques like garbage collection and memory pooling. By
dynamically managing a big block of memory that has been
preallocated, memory pooling reduces the overhead of doing
memory allocation and deallocation operations often. Freeing
up memory for other uses is the goal of garbage collection
algorithms, which detect and eliminate unnecessary things
automatically.

3.3. Energy Efficiency

It is critical to maximise the energy efficiency of Al/ML
workloads since edge devices frequently run on batteries and
have limited energy resources. Researchers have suggested a
number of methods for processing Al and ML with less
energy consumption, including energy-aware scheduling,
approximation computation, and low-power hardware
accelerators, to tackle this issue [13]. When applied to AI/ML
workloads, low-power hardware accelerators like field-
programmable gate arrays (FPGAs) and specialised Al chips
may drastically cut down on power consumption compared to
regular CPUs. These accelerators are designed specifically
for AI/ML operations, offering high performance and energy
efficiency. Energy-aware scheduling techniques optimize the
execution of Al/ML workloads based on the available energy
resources and the performance requirements of the
application. These techniques may involve dynamic voltage
and frequency scaling (DVFS), task offloading to more
energy-efficient nodes, or adaptive task scheduling based on
the battery level and other system parameters. Approximate
computing techniques trade off computational accuracy for
energy efficiency, exploiting the error-resilient nature of
many AI/ML applications. These techniques may involve
reduced-precision arithmetic, selective data processing, or
early termination of iterative algorithms, resulting in energy
savings at the cost of slightly reduced accuracy.

Table 4 provides a comparison of these energy optimization
techniques, highlighting their key features and trade-offs.

Technique Energy |Performance [Hardware
Savings |Impact Requirements

Low-power High Low Specialized

Accelerators hardware

Energy-aware |Moderate |Moderate Software-based

Scheduling

Approximate  [Moderate |Moderate Software-based

Computing
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Low-power hardware accelerators offer the highest energy
savings and performance, but require specialized hardware
and may not be suitable for all edge devices. Energy-aware
scheduling and approximate computing techniques are
software-based and can be applied to a wider range of edge
devices, offering moderate energy savings at the cost of some
performance impact.

Considerations such as application needs, hardware
resources, and desired performance/energy efficiency trade-
offs should be considered while selecting an optimisation
strategy.

4. Enhancing Data Privacy and Security with Edge
Computing

Data privacy and security in Al/ML applications may be
greatly improved using edge computing. Data breaches and
illegal access can be mitigated by processing sensitive
information locally on edge devices, within the local network.
Here we look at a number of methods, including differential
privacy, homomorphic encryption, and federated learning,
that can improve the security and privacy of data in edge
computing settings.

4.1. Federated Learning

Federated learning is a distributed ML technique that
eliminates the requirement to share data in order to train
AI/ML models on dispersed datasets [14]. Federated learning
involves individual edge devices training models on their
own data and then sending just the updated models to a
central server for aggregation. It then returns the aggregated
model to the edge devices so they may continue training it.
This approach offers several benefits in terms of data privacy
and security. First, sensitive data remains on the edge devices
and is not shared with the central server or other devices,
reducing the risk of data breaches. Second, the aggregated
model is less likely to leak sensitive information about
individual data points, as it represents a global view of the
data distribution. However, federated learning also poses
some challenges, such as communication overhead, model
divergence, and vulnerability to malicious participants.
Model compression, safe aggregation, and anomaly detection
are just a few of the methods that researchers have suggested
as solutions to these problems [15].

4.2. Homomaorphic Encryption

One cryptographic method that eliminates the need to decode
data before processing it is homomorphic encryption [16].
The security and privacy of sensitive data may be guaranteed
since edge devices can process and analyse it in encrypted
form. Partial homomorphic encryption (PHE) and full
homomorphic encryption (FHE) are the two most common
forms of homomorphic encryption. When it comes to
encrypted data, PHE schemes only allow a small range of
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operations like addition and multiplication, but FHE schemes
let you do everything you want with the encrypted data.
Homomorphic encryption offers strong security guarantees,
as the data remains encrypted throughout the processing
pipeline. However, it also introduces significant
computational overhead, particularly for FHE schemes,
which may not be suitable for resource-constrained edge
devices. To address this challenge, researchers have proposed
various optimizations, such as batching, ciphertext packing,
and approximate arithmetic [17]. These techniques can
significantly reduce the computational cost of homomorphic
encryption, making it more practical for edge computing
scenarios.

4.3. Differential Privacy

A mathematical paradigm for assessing the privacy risk of
disclosing statistical information about a dataset is
differential privacy [18]. By making sure that the
computation's outcome is unaffected by the inclusion or
exclusion of any particular data point in the dataset, it offers
strong privacy assurances. Differential privacy allows data to
be aggregated and analysed across several edge devices while
still protecting the privacy of individual data contributors in
the setting of edge computing. Applications like collaborative
learning, where data is contributed by various parties to train
a global model, benefit greatly from this. Methods include
using privacy-preserving data aggregation techniques or
adding random noise to the data can provide differential
privacy [19]. The systems in place guarantee that sensitive
information remains hidden by masking the particular
contributions of each data source. However, differential
privacy also introduces some trade-offs, such as reduced
accuracy and increased computational overhead. The choice
of privacy parameters, such as the privacy budget and the
sensitivity of the computation, can have a significant impact
on the utility and efficiency of the differentially private
algorithm.

Table 5 provides a comparison of these privacy-enhancing
techniques, highlighting their key features and trade-offs.

Technique Privacy Computational (Communication
Guarantees |Overhead Overhead

Federated Moderate |Low High

Learning

Homomorphic |High High Low

Encryption

Differential High Moderate Low

Privacy

Federated learning offers moderate privacy guarantees, as the
individual data points are not shared, but the model updates
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may still leak some information about the data distribution.
Homomorphic  encryption provides strong privacy
guarantees, as the data remains encrypted throughout the
processing pipeline, but introduces high computational
overhead. Differential privacy offers strong privacy
guarantees and moderate computational overhead, but may
reduce the accuracy of the computation.

The application's needs, the data's sensitivity, and the edge
devices' processing and communication capacity dictate the
privacy-enhancing strategy to use.

5. Comparative Analysis of Edge Computing Algorithms
and Frameworks for Al/ML

Here we give a comparison study of top-tier edge computing
techniques and frameworks for training and inferring Al/ML
models. We evaluate their performance, scalability, and
applicability to real-world scenarios, highlighting their
strengths and limitations.

5.1. Edge Computing Algorithms for Al/ML

Several algorithms have been proposed for efficient Al/ML
model training and inference on edge devices. These
algorithms aim to optimize various aspects of the learning
process, such as model compression, data parallelism, and
energy efficiency.

Table 6 provides a comparison of popular edge computing
algorithms for AI/ML, evaluating their performance,
scalability, and resource efficiency.

Algorithm |Performan |Scalabilit|Resource
ce y Efficiency

PruneNet  |High Moderate [High

[20]

EdgeML Moderate  |High Moderate

[21]

DeeploT High Low High

[22]

EEFL [23] |Moderate |High High

CADIS [24] |High Moderate |Moderate

In order to decrease the size and computing demands of deep
learning models, PruneNet uses pruning techniques as a
model compression tool. Due to the requirement for fine-
tuning following pruning, it may have restricted scalability,
but it achieves good performance and resource efficiency.
EdgeML is a system that uses data parallelism and model
guantization to make machine learning on edge devices
efficient. With modest performance and resource efficiency,
it offers good scalability.
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Using methods like model compression and early exit,
DeeploT creates an loT deep learning framework that is
energy efficient. It achieves high performance and resource
efficiency, but may have limited scalability due to its focus
on individual devices. EEFL is an energy-efficient federated
learning algorithm that optimizes the communication and
computation costs of model updates. It offers high scalability
and resource efficiency, but moderate performance due to the
inherent limitations of federated learning.

CADIS is a context-aware distributed inference system for
edge devices, employing techniques such as model
partitioning and adaptive offloading. It achieves high
performance and moderate scalability and resource
efficiency, but may require additional infrastructure for
context monitoring and decision-making.

5.2. Edge Computing Frameworks for Al/ML

To make the process of deploying and managing Al/ML
models on edge devices easier, many frameworks have been
created. Model training, optimisation, and inference are all
made easier with the help of these frameworks, which also
include tools and libraries for data preparation,
communication, and cloud-to-edge node synchronisation.

Table 7 presents a comparative analysis of popular edge
computing frameworks for Al/ML, evaluating their ease of
use, flexibility, and performance.

Ease of Use|Flexibility|Performance

Framework
TensorFlow Lite [25]{High High High
Apache MXNet [26] |Moderate |High High
PyTorch Mobile [27] |High Moderate |High
CoreML [28] High Low High
ONNX Runtime [29] Moderate  [High

Moderate

When it comes to implementing deep learning models on
embedded and mobile devices, TensorFlow Lite is a popular
framework. It offers high ease of use, flexibility, and
performance, with a wide range of supported platforms and
models. Apache MXNet is another flexible framework that
supports distributed training and inference on edge devices,
offering high performance but moderate ease of use.
PyTorch Mobile is a mobile-friendly version of the PyTorch
framework, providing high ease of use and performance for
deploying deep learning models on Android and iOS devices.
However, it may have limited flexibility compared to other
frameworks. CoreML is Apple's framework for on-device
machine learning, offering high ease of use and performance,
but low flexibility due to its tight integration with the Apple
ecosystem.
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ONNX Runtime is a cross-platform inference engine that
supports a wide range of hardware platforms and Al/ML
models. It offers high flexibility and moderate performance,
but may have a steeper learning curve compared to other
frameworks.

The choice of edge computing framework depends on the
specific requirements of the application, the target platforms,
and the available development resources and expertise.

6. Future Research Directions and Open Problems

Edge computing for AlI/ML is a rapidly evolving field with
numerous opportunities for further research and
development. In this section, we outline some of the key
research directions and open problems that require attention
from the research community.

6.1. Standardization and Interoperability

The lack of standardization and interoperability among edge
computing frameworks and platforms is a significant
challenge that hinders the widespread adoption of edge
AI/ML solutions. Different frameworks and platforms often
have their own proprietary interfaces, data formats, and
communication protocols, making it difficult to integrate and
deploy AI/ML models across heterogeneous edge
environments.

To address this challenge, there is a need for the development
of standard interfaces, protocols, and data formats for edge
AIl/ML. Efforts such as the Open Neural Network Exchange
(ONNX) [30] and the Edge Al Partnership [31] are steps in
the right direction, but more work is needed to establish
industry-wide standards and ensure interoperability among
different edge computing frameworks and platforms.

6.2. Collaborative and Federated Learning

Collaborative and federated learning approaches have shown
great promise for enabling privacy-preserving and
decentralized AlI/ML model training and inference on edge
devices. Nevertheless, there are additional difficulties that
these methods bring, including communication cost, model
divergence, and exposure to malevolent actors.

Improved algorithms for safe collaborative and federated
learning that can handle non-11D (independent and identically
distributed) data and scale to large numbers of edge devices
require more study. The difficulties of federated learning in
edge contexts necessitate more research and development of
techniques including safe aggregation, anomaly detection,
and model compression.

6.3. Continual and Lifelong Learning

Edge devices often operate in dynamic and evolving
environments, where the data distribution and the learning
objectives may change over time. This requires the
development of continual and lifelong learning approaches
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that can adapt to new data and tasks without forgetting
previously learned knowledge.

Continual learning on edge devices poses several challenges,
such as resource constraints, data privacy, and the need for
real-time adaptation. Further research is needed to develop
efficient and robust continual learning algorithms that can
handle these challenges and enable the deployment of
adaptive Al/ML models on edge devices.

6.4. Edge-Cloud Collaboration

While edge computing offers several benefits for Al/ML
applications, it is not a replacement for cloud computing. A
hybrid strategy that makes use of cloud and edge resources
can be the best option in many cases. In simpler cases, edge
devices can process data locally and make decisions; in more
complicated cases, and for global coordination, the cloud can
supply more processing power and storage.

To address concerns like latency, bandwidth, privacy, and
security, further study is required to provide smooth and
efficient ways for edge and cloud resources to work together.
Techniques such as task offloading, data caching, and
resource provisioning need to be further explored and
optimized for edge-cloud collaborative AI/ML applications.

6.5. Human-in-the-Loop Edge AlI/ML

Edge AI/ML applications often involve human users who
interact with the system and provide feedback and guidance.
Incorporating human knowledge and preferences into the
learning process can significantly improve the performance
and usability of edge Al/ML models.

Further research is needed to develop human-in-the-loop
edge Al/ML approaches that can effectively leverage human
expertise and feedback while respecting privacy and security
constraints.  Techniques such as active learning,
reinforcement learning, and explainable Al need to be further
explored and adapted for edge environments, taking into
account the limited computational resources and the need for
real-time interaction.

7. Conclusion

With advantages including reduced latency, energy economy,
and improved privacy, edge computing has become a
potential paradigm for deploying Al/ML applications on edge
devices with limited resources. This study presents an in-
depth analysis of the current AI/ML edge computing
architectures, frameworks, and algorithms, focusing on their
salient characteristics, advantages, and disadvantages.

With an emphasis on computational efficiency, memory
optimisation, and energy economy, we covered the pros and
cons of putting AI/ML models on edge devices. We also
covered methods like differential privacy, homomorphic
encryption, and federated learning that might be implemented
at the edge to improve the security and privacy of data used
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in Al and ML applications. Our comparative analysis of
popular edge computing algorithms and frameworks for
AI/ML highlighted their strengths and limitations, providing
insights into their applicability to real-world scenarios. We
also outlined future research directions and open problems in
the field of edge computing for Al/ML, emphasizing the need
for standardization, collaborative research efforts, and the
development of more efficient and robust algorithms and
frameworks. The significance of edge computing in enabling
the next generation of intelligent and responsive Al/ML
applications will be more crucial as the amount and
complexity of data provided by 10T devices and sensors keep
on growing. Innovative opportunities for real-time
processing, personalised services, and privacy-preserving
analytics may be realised through the use of edge computing,
which moves compute and storage resources closer to the data
sources. However, realizing the full potential of edge
computing for AlI/ML will require a concerted effort from the
research  community, industry, and policymakers.
Standardization efforts, collaborative research initiatives, and
the development of open and interoperable platforms will be
crucial for fostering innovation and driving the widespread
adoption of edge AI/ML solutions.

As we look to the future, it is clear that edge computing will
be a key enabler for the development of intelligent, secure,
and scalable AI/ML applications that can transform various
domains, from healthcare and transportation to
manufacturing and energy management. By leveraging the
power of edge computing, we can create a more connected,
efficient, and sustainable world, where Al/ML technologies
are not just a tool for innovation, but a catalyst for positive
change.
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