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Abstract— Personalized web search (PWS) has demonstrated its effectiveness in improving the quality of various search services on the 

Internet. However, evidences show that users’ reluctance to disclose their private information during search has become a major barrier for the 

wide proliferation of PWS. We study privacy protection in PWS applications that model user preferences as hierarchical user profiles. We 

propose a PWS framework called UPS that can adaptively generalize profiles by queries while respecting user-specified privacy requirements. 

Our runtime generalization aims at striking a balance between two predictive metrics that evaluate the utility of personalization and the privacy 

risk of exposing the generalized profile. We present two greedy algorithms, namely GreedyDP and GreedyIL, for runtime generalization. We 

also provide an online prediction mechanism for deciding whether personalizing a query is beneficial. Extensive experiments demonstrate the 

effectiveness of our framework. The experimental results also reveal that GreedyIL significantly outperforms GreedyDP in terms of efficiency. 
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1. INTRODUCTION 

The web search engine has long become the most important 

portal for ordinary people looking for useful information on 

the web. However, users might experience failure when search 

engines return irrelevant results that do not meet their real 

intentions. Such irrelevance is largely due to the enormous 

variety of users’ contexts and backgrounds, as well as the 

ambiguity of texts. Personalized web search (PWS) is a 

general category of search techniques aiming at providing 

better search results, which are tailored for individual user 

needs. As the expense, user information has to be collected 

and analyzed to figure out the user intention behind the issued 

query. 

The solutions to PWS can generally be categorized into two 

types, namely click-log-based methods and profile-based ones. 

The click-log based methods are straightforward— they 

simply impose bias to clicked pages in the user’s query 

history. Although this strategy has been demonstrated to 

perform consistently and considerably well, it can only work 

on repeated queries from the same user, which is a strong 

limitation confining its applicability. In contrast, profile-based 

methods improve the search experience with complicated user-

interest models generated from user profiling techniques. 

Profile-based methods can be potentially effective for almost 

all sorts of queries, but are reported to be unstable under some 

circumstances. 

Although there are pros and cons for both types of PWS 

techniques, the profile-based PWS has demonstrated more 

effectiveness in improving the quality of web search recently, 

with increasing usage of personal and behavior information to 

profile its users, which is usually gathered implicitly from 

query history, browsing history, click-through data 

bookmarks, user documents, and so forth. Unfortunately, such 

implicitly collected personal data can easily reveal a gamut of 

user’s private life. Privacy issues rising from the lack of 

protection for such data, for instance the AOL query logs 

scandal, not only raise panic among individual users, but also 

dampen the data-publisher’s enthusiasm in offering 

personalized service. In fact, privacy concerns have become 

the major barrier for wide proliferation of PWS services. 

2.  PROBLEM DEFINATION 

The problem of the system is to develop two simple but 

effective generalization algorithms, Greedy DP and Greedy IL, 

to support runtime profiling. While the former tries to 

maximize the discriminating power (DP), the latter attempts to 

minimize the information loss (IL). By exploiting a number of 

heuristics, Greedy IL out performs Greedy DP significantly. 

3. IMPLEMENTATION 

 Admin 

In this module, the Admin has to login by using valid 

user name and password. After login successful he 

can do some operations such as add contents, view all 

contents, list all searching history, list ranking of 

images, list of all personalized search, attacker 

details, recover contents, list of all user  and logout.  

Add contents 

In this module, the admin can add n-number of 

contents. If the admin want to add a new content, then 
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admin will enter a URL, domain, title, description, 

uses, related images of the particular content ,then 

submit and that data will stored in data base. If admin 

want view to the newly added content, then click on 

view contents button, it will display the all contents & 

with their tags, the initially rank will be zero. 

List of users 

In this module, the Admin can view list of all users. 

Here all register users are stored with the details such 

as user ID, user name, E mail ID, mobile no, 

Location, date of birth, address, pin code, general key 

and personalized key. 

View list all searching history 

This is controlled by admin; the admin can view the 

all searching history. If admin clicks on search 

history button, then the server will display the all 

searching history with their tags such as user name, 

key word used, field searched, time & date. 

Attacker details 

In this module, the admin can view the attacker 

details. If admin clicks on attacker details button, the 

admin will get attacker information with their tags 

such as attacker name, attacked content URL and 

attacked content ID. After attacking content, the 

admin will recover the content. 

 User 

In this module, there are n numbers of users are 

present. User should register before doing some 

operations.  After registration successful he has to 

login by using authorized user name and password. 

Login successful he will do some operations such as 

view my details, query search, personalized search, 

personalized search comparisons, attack content 

details, request for general key, request for 

personalized key and logout. If user clicks on my 

details button, then the server will give response to 

the user with their tags such as user ID, name, mobile 

no, address, pin code and email ID. 

Query Search  

In this module, the user can search query. Before 

searching any query, the user should request general 

key, then admin will provide a general key. Then 

enter general key, select field to search, enter key 

word and search, it will display all related contents 

with their tags. After searching a content rank will be 

increased. 

 

Personalized Search  

In this module, the user can search contents. Before 

searching contents, the user should request 

personalized key, then admin will provide 

personalized key, then enter key and enter keyword, 

then user will get a related contents with their tags. 

After searching content the rank will be increased. 

Personalized Search Comparison 

In this module, the user can view the comparison 

between greedy DP & greedy IL. After personalized 

searching, the greedy IL will be generated. If the user 

clicks on personalized search button, it will display 

all personalized search details with their tags such as 

user name, keyword used, date, time, using greedy 

DP and using greedy IL. 

 Time delay Generation chart 

In this module, we can view the time delay 

Generation chart results. This chart shows the time 

delay by using greedy DP and time delay using 

greedy IP. After viewing or search the content, rank 

will be increased and also the time delay will be 

display, the time variation can be shown in this chart. 

 Attack content  

In this module, user can attack contents, and then user 

should enter content URL to attack, then user will get 

all information about content, then user can add 

malicious data and click on attack button. After 

attacking successful, the attacker details will send to 

admin. 

4. INPUT AND OUTPUT DESIGN 

INPUT DESIGN 

The input design is the link between the information 

system and the user. It comprises the developing 

specification and procedures for data preparation and 

those steps are necessary to put transaction data in to a 

usable form for processing can be achieved by inspecting 

the computer to read data from a written or printed 

document or it can occur by having people keying the data 

directly into the system. The design of input focuses on 

controlling the amount of input required, controlling the 

errors, avoiding delay, avoiding extra steps and keeping 

the process simple. The input is designed in such a way so 

that it provides security and ease of use with retaining the 

privacy. Input Design considered the following things: 

What data should be given as input? 

 How the data should be arranged or coded? 
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 The dialog to guide the operating personnel in providing 

input. 

Methods for preparing input validations and steps to 

follow when error occur. 

OBJECTIVES 

1. Input Design is the process of converting a user-

oriented description of the input into a computer-

based system. This design is important to avoid errors 

in the data input process and show the correct 

direction to the management for getting correct 

information from the computerized system. 

2. It is achieved by creating user-friendly screens for the 

data entry to handle large volume of data. The goal of 

designing input is to make data entry easier and to be 

free from errors. The data entry screen is designed in 

such a way that all the data manipulates can be 

performed. It also provides record viewing facilities. 

3. When the data is entered it will check for its validity. 

Data can be entered with the help of screens. 

Appropriate messages are provided as when needed 

so that the user will not be in maize of instant. Thus 

the objective of input design is to create an input 

layout that is easy to follow 

OUTPUT DESIGN 

A quality output is one, which meets the requirements of 

the end user and presents the information clearly. In any 

system results of processing are communicated to the 

users and to other system through outputs. In output 

design it is determined how the information is to be 

displaced for immediate need and also the hard copy 

output. It is the most important and direct source 

information to the user. Efficient and intelligent output 

design improves the system’s relationship to help user 

decision-making. 

Designing computer output should proceed in an 

organized, well thought out manner; the right output must 

be developed while ensuring that each output element is 

designed so that people will find the system can use easily 

and effectively. When analysis design computer output, 

they should Identify the specific output that is needed to 

meet the requirements. 

1. Select methods for presenting information. 

2. Create document, report, or other formats that contain 

information produced by the system. 

The output form of an information system should 

accomplish one or more of the following objectives. 

Convey information about past activities, current status or 

projections of the 

Future. 

Signal important events, opportunities, problems, or 

warnings. 

Trigger an action. 

Confirm an action. 

5. CONCLUSIONS 

This system presented a client-side privacy protection 

framework called UPS for personalized web search. UPS 

could potentially be adopted by any PWS that captures user 

profiles in a hierarchical taxonomy. The framework allowed 

users to specify customized privacy requirements via the 

hierarchical profiles. In addition, UPS also performed online 

generalization on user profiles to protect the personal privacy 

without compromising the search quality. We proposed two 

greedy algorithms, namely GreedyDP and GreedyIL, for the  

online generalization. Our experimental results revealed that 

UPS could achieve quality search results while preserving 

user’s customized privacy requirements. The results also 

confirmed the effectiveness and efficiency of our solution. 

For future work, we will try to resist adversaries with broader 

background knowledge, such as richer relationship among 

topics (e.g., exclusiveness, sequentiality, and so on), or 

capability to capture a series of queries (relaxing the second 

constraint of the adversary in Section 3.3) from the victim. We 

will also seek more sophisticated method to build the user 

profile, and better metrics to predict the performance 

(especially the utility) of UPS. 
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