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Abstract—Cloud computing is visualized as the next generation architecture of IT Enterprise.  Cloud Storage, a service provided by Cloud 

Service Provider (CSP) for the data owners to remotely store the data is advantageous with respect to low cost, ease of access and dynamic 

retrieval. However, the integrity of the outsourced data cannot be certified and is a constant threat to the data owners. Merkle Hash Tree is a 

deterministic approach to authenticate the data file blocks in cloud storage. A highly efficient method that helps in the reduction of server time  

as there is no overhead of generation the metadata for every block. The MHT that is generated by the client is verified by comparing the root 

hash in order to check the data integrity.  It provides an improvement over the existing Remote Data Auditing (RDA) techniques like Provable 

Data Possession (PDP). 
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I. INTRODUCTION 

Cloud Computing provides computing, softwareand storage as 

services to users on-demand over the internet. The other 

characteristics of cloud computing include device and location 

independence which means that the users can access from any 

location and from any device (e.g.,laptop, PC or mobile). With 

the advent of network and computing technology, the cloud 

computing service has attracted noticeable attention. RDA 

mechanism is used to check the integrity of the data stored in 

the cloud. It refers to sampling of the outsourced data in the 

cloud and evaluating the data against various criteria such as 

validity,accuracy and integrity. Remote Data Auditing consists 

of two components such as Data owner(DO), Cloud Service 

Provider(CSP). Sometime the CSP may delete the rarely 

accessed data files and pretends that the outsourced data ofthe 

data owners is still correctly stored in the Cloud Storage 

Server. Also theCSP cover the data loss caused by the 

hardware or software failures in the cloud for their reputation. 

RDA scheme allows the data owner to audit the integrity of the 

outsourced data on the storage server. 

 

 The following are the features that need to be minimized in 

designing data integrity techniques for outsourced data  

• Computation overhead for the Data Owner 

• Computation overhead of the Cloud Service Provider 

• Storage overhead of metadata 

 

An authenticated data structure (ADS) is a data structure in 
which the operations will bedone by an untrusted party and the 
results of those operations will be audited by the data owner. It 
support the maintenance and processing of outsourced data to 
an untrusted party without loss of integrity. 

II. RELATED WORK 

 Provable Data Possession [1],allows a client to verify the 

outsourced data at the server without retrieving it. PDP scheme 

generates probabilistic proofs of possession by sampling 

random sets of blocks instead of checking the whole data using 

spot checking technique. In PDP scheme, the client maintains 

the metadata of each block to verify the integrity. PDP 

supports large data sets in widely distributed storage. PDP 

model uses Homomorphic Verifiable Tags to verify the 

probabilistic proof. The goal of the PDP scheme that achieves 

the probabilistic proof of data possession is to detect server 

misbehaviour when the server has deleted the fraction of a file. 

PDP scheme gives a probabilistic proof of data possession. It 

does not give deterministic proof of data possession. In this 

PDP scheme, the file will be divided in to separate blocks and 

the tag is generated for each block. After that the file with 

corresponding tag will be stored on the server. PDP scheme is 

efficiently adopted to the spot checking technique. The spot 

checking technique allows the client to randomly sample the 

number ofblocks for checking rather than checking the whole 

data. But it is vulnerable to small corruption attack.  

In paper [2], there are three entities namely cloud, Data owners 

and auditor. The cloud is managed by the cloud service 

provider and provides data storage service to the authorized 

users. The Data owners create and store their data to the cloud. 

The auditor is capable of checking the integrity of the 

outsourced data. The data which is outsourced will be further 

divided into number of blocks. There are two kinds of threats 

namely Internal threats and External threats. To check the 

integrity of the outsourced data the Data owner compute a 

signature foreach data block. Then the auditor uses the 

signature to check the integrity of the data block. There are five 

stages in the construction of the proposed scheme such as 

Setup, Signblock, Challenge, ProofGen and ProofVerify. In the 

Setup stage, the Data owner generates  master key and some 

global random numbers to initialize the system. In the 

Signblock, the Data owner computes the signature for each 

data file block and upload the data blocks to the cloud with the 

corresponding signatures. In the challenge stage, the Data 

owner sends the challenge message to the cloud and the auditor 

to check the integrity of the outsourced data. Inthe ProofGen 

stage, the cloud compute the proof by doing the sum of the 

selected blocks and send it to the auditor. In the ProofVerify 

stage, the auditorchecks the proof sent by the cloud and return 

the result to the user. If the proofis correct, then it sends 

truemessage to the Dataowner otherwise it sends falsemessage 

to the Dataowner.This scheme has been expanded to support 

data dynamics which means that the user can perform 

dataupdate, data insertion . 
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In the public auditing scheme [3], everyone who has the 

verification parameters can be able to check the integrity of the 

outsourced data. Privacy associated with public auditing 

scheme motivates the Designated verifier Auditing (DVA) 

scheme. In this scheme the cloud service provider specifies the 

particular verifier who can do the integrity check of the 

outsourced data by providing the private key to protect the 

privacy. Data owner is the signer, cloud server is the depositor 

and third party is the verifier. Both signer and depositor have 

access to the data but the verifier doesn’t have the access to 

data. Only cloud server is allowed to generate designated 

signature in this scheme to avoid the problem in which the 

verifier pretend to act as a data owner and generate the 

signature.Only the authorized Designated Verifier can verify 

the integrity of the data. This scheme also provides batch 

verification, which helps verifier to do the auditing task 

simultaneously for multiple data owners. Though DVA scheme 

is fully secured it doesn’t support dynamic operation which is 

the future work.  

 

In paper [4], Algebraic Signature based Remote Data 

Possession Checking protocol(RDPC) was proposed. The goal 

of RDPC is to check whether the data is correct. In this scheme 

the user needs to store only two secret keys and random 

numbers. The scheme focuses on how to verify that the cloud 

server store the client’s data without retrieving the original 

data. Algebraic Signature is a kind of hash function in which 

the signature of the original file will be as same as the sum of 

the selected blocks. The algebraic signature is similar to MD5 

and SHA-1. The algebraic signature is not secure because it 

can generate same signature for two blocks but it is ideally 

suited for use in cloud storage. The advantage of using 

Algebraic Signature is that there is no use of public key, no 

retrieval of original data from cloud to check the integrity and 

the use of Signature. This scheme  

does not support dynamic operations which is the future work.  
 

 In paper [5], the index table management method was 

proposed for secure and efficient mechanism to audit the 

dynamic shared data. The index table contains the sequence of 

data blocks and identifiers. Since, the index table is managed 

by the Cloud Service Provider(CSP)there is a chance of two 

attacks such as forge at- tack and replace attack. In replace 

attack the duplicate data will be verified instead of the 

damaged data. In forge attack the duplicate verifying term will 

be used instead of original verifying term. In order to prevent 

these attacks the index table should be managed by the Trusted 

Third Party Auditor (TPA) and the user. In privacy 

preservation, the random masking and bilinear map techniques 

are used where the TPA cannot be able to learn the information 

about the data. Soin the proposed scheme, the index table is 

managed by the TPA and the identifier is renewed by the CSP. 

Therefore, by using this scheme any user in the group can 

update the shared block efficiently.  

III.   MERKLE HASH TREE 

 

A Merkle Hash Tree (MHT) is a good authenticated data 

structure which is used to prove that the data are unaltered and 

undamaged. In MHT, each leaf nodes contains the hash of the 

data block such H(1) holds the hash of the first block. Internal 

nodes contain the hash of the concatenated hashes of their 

children nodes such as H(1, 2) = H(H(1)|H(2)) where ‘|’ is 

concetanation. To audit  the integrity of any block, the whole 

tree of hashes does not be transmitted to the CSP. The 

dataowner transmits only the hashes of nodes which are in the 

path of the challenged block.  Figure 1 shows the example of 

Merkle Hash Tree.  

Fig.1:OverviewofMerkle Hash Tree 

 

For example, if the Data Owner wants to check the integrity of 

the  data block 2  then only H(1), H(3,4) and H(5,8) need to be 

transferred to the CSP.  Then the CSP can calculate the H(2) 

from the  data block 2. H(1,2) will be calculated from the 

received H(1) and calculated H(2). In the same way, H(1,4) 

can be calculated and then H(1,8). The CSP sends the 

calculated root hash to the Data owner. The data owner then 

can compare the received H(1,8) with the already stored 

H(1,8). When both the hashes match then the integrity of data 

block 2 is confirmed.Some important facts of Merkle’s 

Signature Scheme are as follows:  

• Security of this signature scheme depends on the security of 

the hash function. 

 • Only one hash needs to be maintained/shared securely. 

IV. OVERVIEW OF PROPOSED SYSTEM 

In this proposed system, the data owner split the file into 

several blocks. The blocks are encrypted . For each block, the 

tag is created and Merkle Hash Tree is constructed. The data 

owner keeps the secret key, public key and sends the public 

key and data blocks to the CSP. Then the data owner creates a 

challenge message and send it to the CSP. In CSP,the root hash 

will be generated and send to the data owner. The data owner 

compares the already stored hash and received hash. The 

system model is shown in figure 2. 

 
Fig.2:OverviewofProposed System 
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A. Key Generation 

The data owner generates the public key and secret key using 

the RSA cryptographic algorithm. After generating the keys, 

the file F is splitted into manageable blocks. Then the public 

key is used to encrypt the splitted blocks using RSA algorithm. 

After encrypting, the data owner stores the data blocks in 

cloud. 

B. Hash Generation 

The data owner creates the hash foreach encrypted blocks. For 

generating hash for each encrypted block, SHA-256 algorithm 

is used. The SHA-256 algorithm takes the encrypted blocks 

and public key as inputs and returns the hash as output for each 

encrypted block. The hashes are concatenated until the root 

hash is generated. 

C. Proof Generation  

The data owner generates a challenge message by randomly 

selecting the data block. Then sends the challenge message and 

the hashes of the data blocks in the path of the challenged 

block to the Cloud Service Provider. The CSP takes the public 

key,challenged data block and generates the hash of the 

challenged block and then generates the root hash using the 

generated and received hashes. 

D. Proof verification 
 The CSP sends the generated root hash to the data owner. 

The data owner compares the received hash and already 

stored hash to check the integrity of the challenged data 

block. If both the root hashes holds then there is no 

modification in the challenged data block. 

V. IMPLEMENTAION AND RESULTS 

 

Probabilistic Checking of CSP misbehaviour 

Data owner chooses some random blocks from total number of 

blocks to check the integrity of data stored in cloud. By using 

Spot checking technique only the probabilistic proof can be 

achieved. In spot checking technique the number of challenged 

blocks increases when there is a small number of corrupted 

blocks to detect the CSP misbehaviour with high probability. If 

the CSP deletes 1% of 10,000 blocks then the data owner can 

challenge 460 and 300 blocks to achieve probability of 99% 

and 95%. Figure 3 shows the example of CSP 

misbehaviour.The following is the formula to calculate the 

probability of CSP misbehaviour. 

 

 
Fig 3: Probability of CSP misbehaviour 

 

 

 

Key Generation and Splitting of File 

The algorithm outputs the public key and secret key. The file is 

split into several data blocks.The public key is used to encrypt 

the data blocks which are then stored in the cloud by the data 

owner. Figure 4 shows the example of key generationand 

splitting of file 
 

 
             Fig 4a): Generation of private key 

 

 
             Fig 4b): Generation of public key 

 
 
                   Fig 4c): Splitting of file  

 

 

 

http://www.ijritcc.org/


National Conference on Science, Engineering and Technology (NCSET – 2016)                                                                      ISSN: 2321-8169 

Volume: 4 Issue: 6                                                                                                                                                                              132 - 135 

____________________________________________________________________________________________________________________ 

135 

IJRITCC | June 2016, Available @ http://www.ijritcc.org (Conference Issue)                                                                

_______________________________________________________________________________________ 

 

Encryption of data blocks 

The Splitted data blocks are encrypted using the public key and 

these encrypted data blocks are stored in cloud.Figure 5 shows 

the example of encryption of data block. 

 

 
                Fig 5:Encryption of data block 

 
Data Storage in Cloud  

Cloud storage has become one of the most common and easiest 

ways to store, share or back up data to a secure location. The 

data in these remote cloud can be easily accessed at any time, 

from anywhere by the users and individuals around the 

world.Amazon S3 bucket names are globally unique, 

regardless of the AWS region in which the bucket is created. 

The name will be specified at the time the bucket is created. 

Each encrypted blocks are stored. Figure 6 shows the example 

of data storage in Amazon Web Services(AWS). 

 

 
 

Fig 6: Data storage in AWS 

 

V. CONCLUSION 

 Several works have been done in the literature  to 

check the integrity of the outsourced data. In this 

paper we propose a Merkle Hash Tree based 

Technique to check the integrity of data stored in 

cloud. Merkle Hash Tree technique is used to check 

the integrity of data stored in cloud without 

downloading the data from the cloud. Further work 

has to be done on generating challenge and checking 

integrity of data stored in cloud. 
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