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Abstract: JavaScript has become one of the widely used languages. The facility of “view source code”, provided by many browsers, made easy 

to copy the JavaScript source code of any webpage. It leads to a serious threat of IPR law infringement. This problem of JavaScript theft can be 

addressed effectively with the help of novel scheme of deriving a birthmark which is the signature drawn from the program. In past software 

watermark and code obfuscation technique are used to protect software. Hiding a trademark or identification for the purpose of determining 

ownership is called as watermarking. Extra code is inserted into the program code for claiming the possession of the program which makes extra 

overhead of watermark code in program. Software obfuscation is a way of protecting software from unauthorized modification. It translates a 

program into another one which is semantically equivalent, but is hard for attackers to understand and analyse. To overcome the problem 

software birthmark technique used. As software birthmark represents unique characteristics of the program, this can be used to detect the theft of 

a JavaScript program. A software birthmark can be defined as collection of distinctive characteristics extracted from a source code of a program. 

Keywords-intrusion detection system, outlier detection, neural network incremental learning. 
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1. INTRODUCTION 

 

    JavaScript programs are always under the threat of being 

copied. Most browsers provide the way to access the code of 

JavaScript program so it is easily obtainable. Hence it is 

mandatory to protect the websites. As java run in native 

environment it has lack of user access permission and the 

security level permissions although JavaScript provide 

highest mode of security but with some special power some 

dilemmas are also introduced in software world. Thus some 

of attacker found the patchy way between the scripts like in 

SQL injection Technique and made the system so vulnerable 

so that they can get access to run their scripts in the original 

script program. Some browser are vulnerable we can say 

them as unsecure browsers. The browser which allow to 

accept any kind of data which might be suspicious or 

perform operation without permission of user is known as 

unsecure web browser. This unsecure web browser may 

leads in spreading data to elsewhere in system which is 

known as data leakage. Some browser may have less 

security which may show down our private information or 

allow fake website to fetch it that is known as privacy 

leakage. A browser which may accept fake or expired 

certificate and give open access to the content of cookies 

and performing installation of software without permission 

or notification to user which result in installing malware, 

Trojan or malicious code into the system. 

 

   Watermarking and code obfuscation are the techniques 

used to safeguard the software. A Watermark cannot 

completely protect the code by getting stolen because a 

potential attacker can easily remove it. Code obfuscation 

cannot avoid code from being stolen; it only prevents others 

by understanding the logic of the program. A birthmark of 

the JavaScript program is the unique characteristics that it 

possesses. Heap Graph is used to depict the behaviour of a 

program as how it calls other objects so as to fulfil the 

desired functionality. It requires efficient merging of heap 

graphs generated at various points of time. For that 

agglomerative clustering can be used. Frequent Sub graph 

Mining is used to find the sub graph that represents the 

unique behaviour of the program. At the end, the sub graph 

of genuine program is searched in the graph of the suspected 

program. Our aim is to survey about the system that can 

protect the JavaScript programs from being stolen. 

 

So, we proposed new security mechanism in secure 

web browser. JavaScript programs are always under the 

threat of being copied. Most browsers provide the way to 

access the code of JavaScript program so it is easily 

obtainable. Hence it is mandatory to protect the websites. As 
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java run in native environment it has lack of user access 

permission and the security level permissions although 

JavaScript provide highest mode of security but with some 

special power some dilemmas are also introduced in 

software world. Thus some of attacker found the patchy way 

between the scripts  and made the system so vulnerable so 

that they can get access to run their scripts in the original 

script program. Some browser are vulnerable we can say 

them as unsecure browsers. The browser which allow to 

accept any kind of data which might be suspicious or 

perform operation without permission of user is known as 

unsecure web browser. This unsecure web browser may 

leads in spreading data to elsewhere in system which is 

known as data leakage. Some browser may have less 

security which may show down our private information or 

allow fake website to fetch it that is known as privacy 

leakage. A browser which may accept fake or expired 

certificate and give open access to the content of cookies 

and performing installation of software without permission 

or notification to user which result in installing malware, 

Trojan or malicious code into the system. 

  Watermarking and code obfuscation are the 

techniques used to safeguard the software. A Watermark 

cannot completely protect the code by getting stolen because 

a potential attacker can easily remove it. Code obfuscation 

cannot avoid code from being stolen; it only prevents others 

by understanding the logic of the program. A birthmark of 

the JavaScript program is the unique characteristics that it 

possesses. Heap Graph is used to depict the behavior of a 

program as how it calls other objects so as to fulfill the 

desired functionality. It requires efficient merging of heap 

graphs generated at various points of time. For that 

agglomerative clustering can be used. Frequent Sub graph 

Mining is used to find the sub graph that represents the 

unique behaviour of the program. At the end, the sub graph 

of genuine program is searched in the graph of the suspected 

program. Our aim is to survey about the system that can 

protect the JavaScript programs from being stolen. 

 

2. RELATED WORK 

“A dynamic birthmark for java”, proposes API birthmark 

which is based on how a program interacts with objects from 

Java Standard API at runtime [10]. To capture a program’s 

API usage, the birthmark observes, method calls that are 

issued by objects from the program and received by objects 

from the API. This birthmark system may not work if the 

software does not have many API calls. “Whole Program 

Path (WPP) Birthmarking”, uniquely identifies a program 

based on a complete control flow trace of its execution. 

WPP is constructed by collecting a trace of the path 

executed by the program. WPP birthmarks can be corrupted 

by code obfuscation i.e. they are susceptible to various loop 

transformations [11]. A system call dependence graph based 

software (SCDG) birthmark reflects unique behavioral 

characteristics of a program [7]. In a SCDG, system calls are 

represented by vertices, data and control dependences 

between system calls by edges. A SCDG shows the 

interaction between a program and its operating system and 

the interaction is an essential behavior characteristic of the 

program. A SCDG birthmark may not work if the program 

does not involve any system calls or has very few system 

calls. It is also not applicable to the programs which do not 

have unique system call behaviors. Tamada et al. [8] 

proposed two kinds of dynamic software birthmarks based 

on API calls. Their approach was based on the capacity to 

understand the hidden truths that it was difficult for 

opponent to alter the API calls with other equivalent ones 

and that the compiler did not make the effective use of the 

APIs themselves. Runtime information of API calls was 

used as a strong signature of the program. Tamada et al. 

proposed two types of birthmarks: EXESEQ birthmark and 

EXEFREQ birthmark. The proposed birthmarks have quite 

strong tolerance against the automatic program optimization. 

This promising result motivated the researches to work on 

dynamic birthmarks based on API calls. 

3.PROPOSED SYSTEM 

          The propose system build with such a special 

mechanism that it should give maximum level of security 

the system is built with popular 128 bit cypher length 

mechanism which is currently provided by most of the giant 

web browser and the powerful RSA algorithm that makes 

the standalone system to be capable of the handling security 

queries and standalone security at browser side. Then our 

proposed work starts with some of highest security but 

unpopular one security mechanism which is currently 

introduced us are implemented in our proposed system as 

follows: 

Watermarking: 

     Data and the protection of one’s identity, assets and 

confidential material are an ever-increasing concern in an 

age where the breach of security is becoming commonplace. 

The importance of staying one step ahead in protecting 

one’s image and information is critical, and it has never 

been easier to manipulate due to ever-changing technology 

and applications. A digital watermark is a kind of marker 

covertly embedded in a noise-tolerant signal such as an 

audio, video or image data. It is typically used to identify 

ownership of the copyright of such signal. "Watermarking" 

is the process of hiding digital information in a carrier 

signal; the hidden information should, but does not need to, 

contain a relation to the carrier signal. Digital watermarks 

may be used to verify the authenticity or integrity of the 

carrier signal or to show the identity of its owners. It is 

prominently used for tracing copyright infringements and 

for banknote authentication. Like traditional watermarks, 

digital watermarks are only perceptible under certain 

conditions, i.e. after using some algorithm, and 

imperceptible otherwise. If a digital watermark distorts the 

carrier signal in a way that it becomes perceivable, it is of no 

use. Traditional Watermarks may be applied to visible 

media (like images or video), whereas in digital 

watermarking,  
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     The signal may be audio, pictures, video, texts or 3D 

models. A signal may carry several different watermarks at 

the same time. Unlike metadata that is added to the carrier 

signal, a digital watermark does not change the size of the 

carrier signal. The needed properties of a digital watermark 

depend on the use case in which it is applied. For marking 

media files with copyright information, a digital watermark 

has to be rather robust against modifications that can be 

applied to the carrier signal. Instead, if integrity has to be 

ensured, a fragile watermark would be applied. Both 

steganography and digital watermarking employ 

stenographic techniques to embed data covertly in noisy 

signals. But whereas steganography aims for 

imperceptibility to human senses, digital watermarking tries 

to control the robustness as top priority. 

     Since a digital copy of data is the same as the original, 

digital watermarking is a passive protection tool. It just 

marks data, but does not degrade it or control access to the 

data. Hiding a trademark or identification for the purpose of 

determining ownership is called as watermarking. It is the 

oldest and popular approach to detect the piracy of the 

software, where extra code is inserted into the program code 

for claiming the possession of the program. The hidden 

watermark can be recognized or extracted, at a later date, by 

the use of a recognizer or extractor to prove ownership of 

the stolen software. However, watermarking requires extra 

overhead of embedding watermark into the program prior to 

its release and it has been proved that watermarks can easily 

be defaced by an assailant. 

     The information to be embedded in a signal is called a 

digital watermark, although in some contexts the phrase 

digital watermark means the difference between the 

watermarked signal and the cover signal. The signal where 

the watermark is to be embedded is called the host signal. A 

watermarking system is usually divided into three distinct 

steps, embedding, attack, and detection. In embedding, an 

algorithm accepts the host and the data to be embedded, and 

produces a watermarked signal. 

Code obfuscation:  

      Obfuscation is the obscuring of intended meaning in 

communication, making the message confusing, willfully 

ambiguous, or harder to understand. It may be intentional or 

unintentional (although the former is usually connoted) and 

may result from circumlocution (yielding wordiness) or 

from use of jargon or even argot (yielding economy of 

words but excluding outsiders from the communicative 

value). Unintended obfuscation in expository writing is 

usually a natural trait of early drafts in the writing process, 

when the composition is not yet advanced, and it can be 

improved with critical thinking and revising, either by the 

writer or by another person with sufficient reading 

comprehension and editing skills. Software can be 

developed for a variety of purposes, the three most common 

being to meet specific needs of a specific client/business 

(the case with custom software), to meet a perceived need of 

some set of potential users (the case with commercial and 

open source software), or for personal use (e.g. a scientist 

may write software to automate a mundane task). 

 Embedded software development, that is, the development 

of embedded software such as used for controlling consumer 

products, requires the development process to be integrated 

with the development of the controlled physical product. 

System software underlies applications and the 

programming process itself, and is often developed 

separately. The need for better quality control of the 

software development process has given rise to the 

discipline of software engineering, which aims to apply the 

systematic approach exemplified in the engineering 

paradigm to the process of software development. There are 

many approaches to software project management, known as 

software development life cycle models, methodologies, 

processes, or models.  

      In software development, obfuscation is the deliberate 

act of creating obfuscated code, i.e. source or machine code 

that is difficult for humans to understand. Like obfuscation 

in natural language, it may use needlessly roundabout 

expressions to compose statements. Programmers may 

deliberately obfuscate code to conceal its purpose (security 

through obscurity) or its logic, in order to prevent 

tampering, deter reverse engineering, or as a puzzle or 

recreational challenge for someone reading the source code. 

Programs known as obfuscators transform readable code 

into obfuscated code using various techniques. 

      Obfuscation can make reading, writing and reverse-

engineering a program difficult and time-consuming, but not 

necessarily impossible. Some anti-virus software, such as 

AVG, will also alert their users when they land on a site 

with code obfuscated, as one of the purposes of obfuscation 

can be to hide malicious code. However, some developers 

may employ code obfuscation for the purpose of reducing 

file size or increasing security. The average user may not 

expect their antivirus software to provide alerts about an 

otherwise harmless piece of code, especially from trusted 

corporations, so such a feature may actually serve as a 

deterrent. 

Birthmark mechanism: 

     A software birthmark can be defined as collection of 

distinctive characteristics extracted from a source code of a 

program. Software birthmark depends solely on the intrinsic 

characteristics of a program.  

 

 
Fig: Overview of Birthmark mechanism 
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     Software birthmarking provides an effective approach to 

detect software theft by computing the similarity of unique 

characteristics between the suspected program and the 

original. In this paper, we present and empirically evaluate a 

novel birthmarking technique which uniquely identifies a 

program based on static and dynamic component 

dependence graphs of it. To argue the advantage of the 

technique, the credibility and reliability against semantics-

preserving transformations are evaluated. Experimental 

results show that our technique is more stable birthmark 

proposed by Myles and Collberg. Additionally, it 

complements the previously proposed birthmarking 

techniques which are only static or dynamic. 

 

 

Static birthmark: 

 When unique characteristics of the program are extracted 

from a     program source code only, it is referred as static 

birthmark. Let p, q be two programs or program components 

and f (p) be a set of program characteristics extracted from 

the source code of p. f (p) is a static birthmark of p only if 

both of the following criteria are satisfied: 

A. f (p) is obtained only from p itself 

b. Program q is a copy of p if f (p) = f (q). 

 

Dynamic birthmark: 

When unique characteristics of the program are extracted 

from a program in execution, it is referred as dynamic 

birthmark. Let p, q be two programs or program 

components, I be an input to p and q and f(p; I) be a set of 

characteristics extracted from p when executing p with input 

I. f(p; I) is a dynamic birthmark of p only if both of the 

following criteria are satisfied: 

a. f (p; I) is obtained only from p itself when executing p 

with input I 

b. Program q is a copy of p if f (p; I) = f(q; I). 

 

Graph isomorphism: 

Two graphs are said to be isomorphic (equivalent) if they 

have identical behaviour in terms of graph-theoretic 

properties. 

In mathematics, an isomorphism a homomorphism at admits 

an inverse. Two mathematical objects are isomorphic if an 

isomorphism exists between them. An automorphism is an 

isomorphism whose source and target coincide. The interest 

of isomorphism’s lies in the fact that two isomorphic objects 

cannot be distinguished by using only the properties used to 

define isomorphism; thus isomorphic objects may be 

considered the same as long as one considers only these 

properties and their consequences. For most algebraic 

structures, including groups and rings, a homomorphism is 

an isomorphism if and only if it is bijective. 

 

 
Fig: Graph Isomorphism 

 

 

 

4. METHEDOLOGY: 

 

Fig represents the outline of the proposed work to detect the 

code theft. The following steps indicate the methodology of 

the proposed work: 

a) Get heap snapshots of running JavaScript program from 

chrome browser. 

b) Filter the objects from the snapshot to get required objects 

only. 

c) Create graph using available objects and references. 

d) Select a sub graph for original program only (sub graph 

for suspected program is not needed). 

e) Search sub graph of original program in graph of 

suspected program. If able to find the sub graph, then theft 

will be detected. 

 

 
 

Fig: Working of Birthmark generator 

 

 

Java script Heap profiler: 

A software birthmark can be defined as collection of 

distinctive characteristics extracted from a source code of a 

program. In our web browser the input from the server is 

taken and 2 copies of it is made. Both copies goes through 

birthmarking generator, one considered as genuine website 

while other is considered as malicious one and value of both 

is matched, weather it is same or not. According to which 

result is taken as secured or theft. 

Java script heap profiler get the packets received by the 

server and check for scripting code, which is suspicious or 

malicious ,if it is found so it eliminate such a code from 

processing. Then these packets are filter and arrange in heap 
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and then graph isomorphism checks for content is derived, 

from the particular packets or not comparison to birthmark.   

 

 

5. CONCLUSION 

     This paper gives the idea about the current work on 

anomaly detection system. Most of the web applications 

uses intermediate layer to accept a request from the user and 

retrieve sensitive information. They mostly use java scripts. 

As java script is open source it gets executed directly due to 

provision of native environment. To protect users from such 

type of attacks Secured web browser is made. 

   The system we proposed is one of the best web security 

browser for finding threatened websites by providing 

security mechanisms as one can’t list all possible fake or 

malicious web sites at one station. It is very efficient in term 

of online transaction and internet baking thus we can say it 

as a better approaches. This system can resist to reference 

injection attack due using of sub-graph Isomorphism while 

searching the heap graph of plaintiff program in the heap 

graph of suspected program. 
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