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Review on Security Methods for Secure Data Browsing 

 

 

Abstract – Detecting anomaly behavior in large network traffic data has presented a great challenge in designing effective intrusion detection 

systems. In this paper we provide an adaptive model tolearn majority patterns under a dynamic changing environment.  We first provide 

unsupervised learning on data abstraction to extract essential features of samples. We then adopt incremental majority learning with iterative 

evolutions on fitting envelopes to characterize the majority of samples within moving windows. A network traffic sample is considered an 

anomaly if its abstract feature falls on the outside of the fitting envelope. 
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1. INTRODUCTION 

To detect potential threats or formalize new attack patterns, 

intrusion detection systems (IDS) are  needed that provide 

automated detection of malicious traffic behavior via 

techniques such as anomaly detection methods with 

incremental learning ability. In other words, the periodical 

analysis of network traffic is essential to help develop a 

behavior-based IDS that is capable of detecting zero-day 

attacks. Network traffic not only has high volumes but also 

contains imbalanced data proportions, so it is difficult to 

estimate the boundaries between normal and abnormal. 

Many methodologies were developed to facilitate network 

intrusion detection. However, many of the existing methods 

lack incremental learning ability and have not utilized 

abstraction techniques to address high dimensional features. 

Therefore, this study presents an unsupervised learning 

abstraction as a pre-process that keeps sufficient information 

to formalize regular network traffic behavior. An 

incremental majority learning approach is developed that is 

able to identify anomalous network traffic in a dynamic 

changing environment.  

Detecting anomalous network traffic can be regarded as 

recognizing the outliers from the majority of observed 

network traffic. Chandola et al. [3] provided a 

comprehensive overview of the existing outlier detection 

techniques that are classified along with different 

dimensions. They concludedthat every unique problem 

formulation entails a differentapproach, resulting in a huge 

literature on outlier detectiontechniques. Thapngam et al. 

[25] proposed a detection method based on Pearson's 

correlation coefficient. The proposed methods can extract 

repeatable features from the packet arrivals in the DDoS 

traffic but not in flash crowd traffic. Choras et al. [4] 

proposed a framework for network security based on the 

correlation approach as well as a new signal-based 

algorithm for intrusion detection.  

To identify the anomalous packets from high-dimensional 

input features, we propose a novel abstraction technique to 

keep less but sufficient information from monitored 

observations.Similar to the concept of representation 

learning [7] based on the abstraction of high-dimensional 

data, the presented approach benefits from the abstraction 

that can appear in high-level attributes that are only sensitive 

to some very specific types of changes in the input. Such 

deep architectures can lead to abstract representations 

whereby more abstract concepts can be constructed in terms 

of less abstract ones.  

The objective of this study is to develop an adaptive model 

that can be used to identify anomalous network traffic from 

the majority of network traffic data. Usually, the pattern of 

normal network traffic should not be changed dramatically, 

and it would be helpful to observe the normal behavior and 

separate the anomalies in a monitored network scope within 

a time window. We aim to develop an incremental majority 

learning model with a moving-window scheme that is 

capable of catching changes III the majority in a dynamic 

environment.  

We use a set of real-world network traffic data to 

demonstrate how an incremental majority learning model 

can be applied to profile the majority of the monitored 

samples and to identify outliers. The contribution of this 

paper consists of the following: (1)We propose a new 

unsupervised abstraction mechanism with SOM to extract 

features from massive network traffic data; (2) we propose a 
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new abnormal sample detection algorithm via incremental 

majority learning of fitting envelopes; and (3) we apply the 

proposed approach to an NSL KDD dataset, achieving 

higher accuracy rates in identifying abnormal network 

traffic compared to naIve statistics anomaly detection 

methods.

 

2. LITERATURE REVIEW 

 
Sr. 

No. 

Author Year Title Description 

1 Shin-Ying Huang, Fang 

Yu, Rua-Huan Tsaih, 

Yennun Huang 

2015 “Network-Traffic Anomaly 

Detection with Incremental 

Majority Learning” 

In this paper author describe about detecting anomaly 

behavior in large network traffic data has presented a 

great challenge in designing effective intrusion detection 

system. 

2 Duo liu,chung-horng lung 2013 “Network Traffic Anomaly 

Detection using Clustering 

Technique and Performance 

Comparison” 

In this paper author proposes modifications to the 

objective function & distance function that reduce the 

computational complexity & feature transformation 

method are proposed. 

3 Shin-Ying Huang, 

Yen-Nun Huang 

 

2013 “Network traffic anomaly 

detection based on growing 

hierarchical SOM (self- 

organizing map)” 

In this paper author propose that it helps to understand 

the behaviors of anomalous network traffic data & 

provide effective classification rule to facilitated 

network anomaly detection. 

4 SnehalN.Nayakoji, S. P. 

Sonavane, 

2014 “JavaScript Theft Detection 

using Birthmark and 

Subgraph 

Isomorphism” 

This paper proposes a method to derive birthmarkfrom a 

JavaScript program and method to compare two 

birthmarks todetect the copy of the original program or 

portion ofit in the suspicious program. 

5 Lei xu, chunxiao jiang,jian 

wang, 

Jian yuan,and yong ren, 

2014 “Information Security in Big 

Data:Privacy and Data 

Mining” 

This paper proposes the analyzing the interactions 

among different users in a 

data mining scenario, each of whom has his own 

valuation on the sensitive information. By 

differentiating the 

responsibilities of different users with respect to security 

of sensitive information 

6 B. Sluban, D. Gamberger, 

and N. Lavrac 

2014 “Ensemble-based noise 

detection: noise ranking and 

visual performance 

evaluation” 

In this paper the implementation allows public 

accessibility of the developed approaches, repeatability 

and sharing of the presented experiments as well as the 

inclusion of web services enabling to incorporate new 

noise detection algorithms. 

7 D. Stevanovic, N. Vlajic, 

and A. An 

2013 "Detection of malicious and 

non-malicious website 

visitors using unsupervised 

neural network 

learning" 

This paper show that some of the feature values of 

malicious crawlers that exhibit very „human-like‟ 

browsing behavior are not significantly different than 

the features values of human visitors. 

8 A. Tajbakhsh, M. Rahmati, 

and A. Mirzaei 

2012 "Intrusion detection using 

fuzzy association rules" 

It shows the compatibility of any new sample (which is 

to be classified) with different class rulesets is assessed 

by the use of some matching measures and the class 

corresponding to the best matched ruleset is declared as 

the label of the sample. A new method is also proposed 

to speed up the rule induction algorithm via reducing 

items that may be included in extracted rules. 

9 M. Tavallaee, E. Bagheri, 

W. Lu, and A. Ghorbani 

2009 "A detailed analysis 

of the KDD CUP 99 data set" 

It shows result mitigated without knowledge of specific 

artifacts by mixing real traffic into the simulation, 

although the method requires that both the system and 

the real traffic be analyzed and possibly modified to 

ensure that the system does not model the simulated 

traffic independently of the real traffic. 

10 Y. Kim, 1. Y. Jo, and K. K. 

Suh 

2008 “Baseline profile stability for 

network 

anomaly detection” 

This paper‟s analysis shows that there are significant 

differences in the traffic patterns among different sites. 

In addition, there are some differences between different 

time of day or different days, even within a site, 

suggesting that different profiles are needed for different 

times. 
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3. SUMMARY 

A comparison of the results of existing systemunder the 

same moving scheme and the same input feature indicates 

that our proposed method performs much better than the 

statistics anomaly detection method. This also confirmed 

that our proposed incremental majority learning algorithm 

and the anomaly detection algorithm work well analyzing 

the PCs extracted from the birthmark mechanism. 

Based on the experimental results, the proposed model is 

also capable of identifying new forms of attack patterns and 

other malicious activities that are related to a particular 

attack category. For any identified anomalous observation, 

we can classify it within its belonging unit of birthmark 

mechanism and retrieve the most common attack type in this 

unit as the alert information. The experimental results show 

that the information within each unit of K-map is helpful for 

building the outlier detection model and generating the 

envelope of the normal majority which is sufficiently 

flexible to profile the features of the constantly changing 

network environment. 

4. CONCLUSION 

This paper shows review about existing techniques available 

in market and the proposed techniquemodel with 

representation learning, incremental learning ability and a 

boundary-forming mechanism. It can perform pattern 

discovery and observe the normal profile of network traffic, 

and the knowledge of features can be used to detect the 

anomalous observations if they are outside of the thresholds. 

The proposed technique includes birthmark mechanism and 

the K-map technique is the best technique to detect intrusion 

of network traffic and provides better security. 

The experimental results from a real-world network traffic 

dataset confirm that our proposed model can efficiently 

detect anomalous traffic and can provide visualizations, 

which can help to detect network attacks and facilitate 

further investigation. This study also provides the insight 

that shortening the window period may improve network 

anomaly detection accuracy. To the best of our knowledge, 

this is the first study that brings the idea of data abstraction 

and outlier detection together and develops an incremental 

majority learning method in the field of network anomaly 

detection. 
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