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Abstract:-Many people have security problems to store their data over a cloud. In this paper, we describe how we can store our data more secure 

over the cloud using Cryptography. We are using an encryption technique which will encrypt the data when stored on the cloud and it will again 

be decrypted when it is to be retrieved by the user in the original form of data. Enhanced security will ensure that the data stored in the cloud 

won’t be accessible from the server without proper authentication. Storing data on cloud will ensure that we can access our data from anywhere 

and at any point of time. 
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1. INTRODUCTION 

Cloud computing is a technology that keep up data and its 

application by using internet and central remote servers 

[1].While many are pushing back on cloud computing due to 

security concerns, cloud computing is, in fact, as safe as or 

better than most on-premises systems. You must design your 

system with security, as well as data and application 

requirements in mind, then support those requirements with 

the right technology. You can do that in both public or private 

clouds, as well as traditional systems. Companies that don’t 

understand the risk just shouldn’t use cloud computing. The 

potential for a security breach or a compliance violation can 

be high. While security emerges as a major concern among the 

barriers to the adoption of cloud computing. Cloud security 

architecture is effective only if the correct defensive 

implementations are in place. Efficient cloud security 

architecture should recognize the issues that will arise with 

security management. The security management addresses 

these issues with security controls. These controls are put in 

place to safeguard any weaknesses in the system and reduce 

the effect of an attack. While there are many types of controls 

behind cloud security architecture, they can usually be found 

in Deterrent, Preventive, Detective, Corrective controls. 

In this paper we will either integrate the customer’s identity 

management system into their own infrastructure, using Single 

Sign-on technology, or a biometric-based identification 

system,
 
or provide an identity management solution of their 

own CloudID.  

Single Sign-on technology :- (SSO) is a property of access 

control of multiple related, but independent software systems. 

With this property a user logs in with a single ID and 

password to gain access to a connected system or systems 

without using different usernames or passwords, or in some 

configurations seamlessly sign on at each system. This is 

typically accomplished using the Lightweight Directory 

Access Protocol (LDAP) and stored LDAP databases on 

servers [19]. A simple version of single sign-on can be 

achieved over IP networks using cookies but only if the sites 

share a common DNS parent domain [20]. 

 

Biometric-based identification system: - Biometrics refers to 

metrics related to human characteristics. Biometrics 

authentication (or realistic authentication) is used in computer 

science as a form of identification and access control 

[21].Biometric identifiers are the distinctive, measurable 

characteristics used to label and describe individuals [22]. 

Biometric identifiers are often categorized as physiological 

versus behavioral characteristics [23]. Physiological 

characteristics are related to the shape of the body. Examples 

include, but are not limited to fingerprint, palm veins, face 

recognition, DNA, palm print, hand geometry, iris recognition, 

retina and odour/scent. Behavioral characteristics are related 

to the pattern of behavior of a person, including but not 

limited to typing rhythm, gait, and voice [24]. 

 

Making use of Triple DES encryption technique, performed in 

encrypted domain to make sure that any potential attackers do 

not gain access to any sensitive data or even the contents of 

the individual queries. We are implementing a cloud which 

will have a login id and a password which will act as a key for 

the encryption technique. The key will help to encrypt the data 

that is going to be stored over the cloud using the Triple DES 

Encryption Algorithm. The data will be stored in cipher text 

format. The data will be retrieved in the original format after 

the user wants it to be retrieved. If a hacker hacks the cloud 

https://en.wikipedia.org/wiki/Internet_protocol_suite
https://en.wikipedia.org/wiki/HTTP_cookie
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account, he gains access to the cloud but he won’t be able to 

retrieve the data present in it as it is in the encrypted format. 

2. BACKGROUND 

The term Cloud Computing is an emerging modern technology 

which has been evolved and developed in last few years, and 

also considered as the next big refined way to store data. Since 

it is new, so it requires new security issues and face new 

Challenges as well. Providers ensure that all critical data 

are masked or encrypted and that only authorized users have 

access to data in its entirety. Moreover, digital identities and 

credentials must be protected as should any data that the 

provider collects or produces about customer activity in the 

cloud. 

The significance of cloud computing and what it brings may 

go unnoticed. Security is considered a key requirement for 

cloud computing consolidation as a robust and feasible 

multipurpose solution [15], Cloud computing and its services 

are something we use every day, sometimes without notice. 

Some popular cloud services people use often or daily are, 

Gmail, YouTube, or Google Docs.  Cloud computing and its 

services bring multiple different components to the people and 

the internet which are very helpful in today’s world. Cloud 

computing stores your files online, it allows you to get your 

apps online, also backs up your computer for less, and also get 

you the latest updates faster. Before cloud computing these 

things were harder and much more complicated to do. Before 

cloud computer saving or storing your files was much more 

complex. To save them you had to first save them on a hard-

drive, or personal computer, and to take them with you, you’d 

have to save them to a thumb drive or CD. Now that cloud 

computing is introduced, you can save them online, and access 

them not only from your computer, but from anywhere. Before 

cloud computing, to back up your files you had to buy 

expensive hardware in order to save them. Now that cloud 

computing is introduced online backup services are now 

available because of cloud services. Before cloud computing 

and its services, you had to wait hours with technical people 

when your applications wasn’t working properly. Now that 

cloud computing is the leading strategic technology service, 

that isn’t an issue anymore. Now cloud apps usually are 

updated automatically by their provider and also maintained 

by them as well. As it shown, cloud computing is a very 

helpful source or tool in today’s society.  

2.1 LITERATURE SURVEY 

Individuals and enterprises take advantage of the benefits for 

storing large amount of data or applications on a cloud. 

However, issues in terms of their integrity, authentication, and 

digital rights must be taken care of [3]. 

 

 SaaS 

Software as a service is a 

software licensing and delivery model in which software is 

licensed on a subscription basis and is centrally hosted [5] 

[6]. It is sometimes referred to as "on-demand 

software"[7]. SaaS is always used by users using a thin client. 

 Security issues in SaaS:  

Software as service is a model, where the software 

applications are hosted slightly by the service provider and 

available to users on request, over the internet. In SaaS, client 

data is available on the internet and may be visible to other 

users, it is the responsibility of provider toss set proper 

security checks for data protection. 

 PaaS 

Platform as a service (PaaS) is a category of cloud computing 

services that provides a platform allowing customers to 

develop, run, and manage web applications without the 

complexity of building and maintaining the infrastructure 

typically associated with developing and launching an 

app[8][9][10]. 

 Security issues in PaaS  

It deals with operating system, middleware.. In PaaS, the 

service providers give some command to customer over some 

application on platform. But still there can be the problem of 

security like intrusion etc, which must be assured that data 

may not be accessible between applications. 

 IaaS 

This model provides basic storage and computing capabilities 

as standardized services over the network. Servers, storage 

systems, networking equipment, data center space etc. are 

pooled and made available to handle workloads. The 

capability provided to the customer is to rent processing, 

storage, networks, and other fundamental computing resources 

where the customer is able to deploy and run arbitrary 

software, which can include operating systems and 

applications. The customer does not manage or control the 

underlying cloud infrastructure but has the control over 

operating systems, storage, deployed applications, and 

possibly select networking components [16]. 

Infrastructure as a service is taking the physical hardware and 

going completely virtual (e.g. all servers, networks, storage, 

and system management all existing in the cloud).This is the 

equivalent to infrastructure and hardware in the traditional 

method running in the cloud. In other words, businesses pay a 

fee to run virtual servers, networks, storage from the cloud. 

This will mitigate the need for a data center, heating, cooling, 

and maintaining hardware at the local level [11]. 
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 Security issues in IaaS 

The IaaS provides basic security firewall, load balancing, etc. 

In IaaS there is better control over the security, and there is no 

security gap in virtualization manager. The main security 

problem in IaaS is the trustworthiness of data that is stored 

within the provider’s hardware. 

 

  

  Figure 1. Types of Services provided by Cloud 

 

2.2 Guidelines on Security and Privacy in Public Cloud 

Computing [2] 

Guidelines on Security and Privacy in Public Cloud 

Computing (NIST Special Publication 800-144) provides an 

overview of the security and privacy challenges Facing public 

cloud computing and presents recommendations that 

organizations should consider when outsourcing data, 

applications and infrastructure to a public cloud environment. 

The document provides insights on threats, technology risks 

and safeguards related to public cloud environments to help 

organizations make informed decisions about the use of this 

technology. 

 

The key guidelines include: 

 Carefully plan the security and privacy aspects of cloud 

computing solutions  

 Understand the public cloud computing environment 

offered by the cloud  

 Ensure that a cloud computing solution—both cloud 

resources and cloud-based applications—satisfy 

organizational security and privacy requirements. 

 Maintain accountability over the privacy and security of 

data and before implementing them and deployed in public 

cloud computing environments. 

 

2.3 Types of Attackers in Cloud Computing 

Many of the security threats and challenges in cloud 

computing will be familiar to organizations managing in house 

infrastructure and those involved in traditional outsourcing 

models. Each of the cloud computing service delivery models’ 

threats result from the attackers that can be divided into two: 

2.3.1 Internal attackers 

 An internal attacker has the following characteristics:  

• Is employed by the cloud service provider, customer or other 

third party provider organization supporting the operation of a 

cloud service  

 

• May have existing authorized access to cloud services, 

customer data or supporting infrastructure and applications, 

depending on their organizational role 

 

 • Uses existing privileges to gain further access or support 

third parties in executing attacks against the confidentiality 

integrity and availability of information within the cloud 

service. 

2.3.2 External attackers 

An external attacker has the following characteristics:  

 

• Is not employed by the cloud service provider, customer or 

other third party provider organization supporting the 

operation of a cloud service  

 

• Has no authorized access to cloud services, customer data or 

supporting infrastructure and applications  

• Exploits technical, operational, process and social 

engineering vulnerabilities to attack a cloud service provider, 

customer or third party supporting organization to gain further 

access to propagate attacks against the confidentiality, 

integrity and availability of information within the cloud 

service. 

 

2.4 PROPOSED SYSTEM 

We are implementing a cloud which will have a login 

credentials which will act as a key for the encryption 

technique. The key will help to encrypt the data that is going 

to be stored over the cloud using the Triple DES Encryption 

Algorithm. The data will be stored in cipher text format. The 

data will be retrieved in the original format after the user 

wants it to be retrieved. If an intruder try to intrude into the 
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cloud account, he gains access to the cloud but he won’t be 

able to retrieve the data present in it as it is in the encrypted 

format. 

Table 1: Comparison between AES, DES, 3DES [4] 

      

 

In 1998 a standard ANS X9.52 and named Triple Data 

Encryption Algorithm (TDEA). a. Block cipher with 

symmetric secret key b. Block length = 64 bits c. Key length = 

56, 112 or 168 bits 3DES was created because DES algorithm, 

invented in the early 1970s using 56-bit key. The effective 

security 3DES provides is only 112 bits due to meet-in-the-

middle attacks. Triple DES runs three times slower than DES, 

but is much more secure if used properly. The procedure for 

decrypting something is the same as the procedure for 

encryption, except it is executed in reverse. In DES, data is 

encrypted and decrypted in 64 -bit chunks. The input key for 

DES is 64 bits long; the actual key used by DES is only 56 

bits in length [18]. 

 

 

Figure 2. Triple DES Using 64 bytes [18] 

 

The least significant (right-most) bit in each byte is a parity 

bit, and should be set so that there are always an odd number 

of 1s in every byte. These parity bits are ignored, so only the 

seven most significant bits of each byte are used, resulting in a 

key length of 56 bits. This means that the effective key 

strength for Triple DES is actually 168 bits because each of 

the three keys contains 8 parity bits that are not used during 

the encryption process. Triple DES Using 64 bytes. Above 

Figure 2 shows Triple Data Encryption Standard (DES) which 

is a type of computerized cryptography where block cipher 

algorithms are applied three times to each data block. The key 

size is increased in Triple DES to ensure additional security 

through encryption capabilities. Each block contains 64 bits of 

data. Three keys are referred to as bundle keys with 56 bits per 

key. There are three keying options in data encryption 

standards: a. All keys being independent b. Key 1 and key 2 

being independent keys c. All three keys being identical Key 

option 3. The triple DES key length contains 168 bits but the 

key security falls to 112bits [18]. 

2.5 Algorithm 

In [18], author discussed 3DES as follows;   

Run DES three times: 

If K2 = K3, this is DES Backwards compatibility Known not 

to be just DES with K4Has 112 bits of security, not 3 56 = 

168 Triple DES algorithm uses three iterations of common 

DES cipher. It receives a secret 168-bit key, which is divided 

into three 56-bit keys. 

• Encryption using the first secret key 

• Decryption using the second secret key  

• Encryption using the third secret key 

Encryption: c = E3 (D2 (E1 (m)))  

Decryption: m = D1 (E2 (D3(c))) 

Using decryption in the second step during encryption 

provides backward compatibility with common DES 

algorithm. In these case first and second secret keys or second 

and third secret keys are the same whichever key. 

c = E3 (D1 (E1 (m))) = E3 (m) 

c = E3 (D3 (E1 (m))) = E1 (m) 

It is possible to use 3DES cipher with a secret 112-bit key. In 

this case first and third secret keys are the same. 

c = E1 (D2 (E1 (m))) 

The standards define three keying options: 

 Keying option 1 

 All three keys are independent. 

 Keying option 2 
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 K1 and K2 are independent, and K3 = K1. 

 Keying option 3 

 All three keys are identical, i.e. K1 = K2 = K3. 

 

Figure 3. Block Diagrams: 3DES Encryption [18] 

 

Figure 4. Block Diagrams: 3DES Decryption [18] 

 

Keying option 1 is the strongest, with 3 × 56 = 168 

independent key bits. Keying option 2 provides less security, 

with 2 × 56 = 112 key bits. This option is stronger than simply 

DES encrypting twice, e.g. with K1 and K2, because it protects 

against meet-in-the-middle attacks. Keying option 3 is 

equivalent to DES, with only 56 key bits. It provides 

backward compatibility with DES, because the first and 

second DES operations cancel out. It is no longer 

recommended by the National Institute of Standards and 

Technology (NIST) [12] and is not supported by ISO/IEC 

18033-3. 

 

Each DES key is nominally stored or transmitted as 8 bytes, 

each of odd parity [1], so a key bundle requires 24 bytes for 

option 1, 16 for option 2, or 8 for option 3. 

 

This algorithm will surely help in increasing the security for 

the cloud and surely decrease the risk of getting into wrong 

hands or intruders. 

 

2.6 IMPLEMENTATION DETAILS 

The implementation of cloud will be done by using Microsoft 

azure. The implementation methodology follows the simple 

practice of modeling the services and decides if either a 

completely new application needs to be developed or if the 

application can be composed through other mash-up services 

or channels. Windows Azure Compute Instances can support 

native code execution and applications running on the .NET 

framework, PHP, Java, Apache TOMCAT, MySQL. 

However, future expansion of Windows Azure will enable 

support of multiple languages and frameworks, such as, Ruby 

on Rails, Python and so on. Further, applications deployed can 

use Web and Worker Role instances together for the user load. 

Multiple Web and Worker role instances can be configured 

using the service configuration file. One point to remember is 

that Windows Azure further provides a capability to retain the 

VMs where any crash leads to debugging and reusing the 

storage state to investigate the causes of the crash.[17] 

 

The implementation of cloud can be done in many operating 

system but we have planned to increase security in cloud by 

implementing it in Microsoft Azure. 

 

Table 2: Azure Comparison Chart [25] 

 

 

 

In the cloud the server will first authenticate the person who is 

logging in to the cloud. If the person is authenticated it will 

ask whether it wants to upload or retrieve data present in the 

cloud. If the person wants to upload data into the cloud, the 

cloud server will allow the user to do so and when the user 
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logs out of the cloud, the data will be automatically encrypted 

using 3DES by using the password as the key.  

 

If the user wants to retrieve the data present in the cloud, the 

cloud will automatically decrypt the data in the original form 

which will be done by the same decryption technique using the 

same key and will be able to access his data as he is 

authenticated by the security key. The Figure 5 below shows 

the Architecture of Cloud.  

 

 

Figure 5. Architecture of Cloud [25] 

2.7 DESIGN OVERVIEW 

 

            Figure 6. Block-Diagram  

 

3. FUTURE WORK 

To provide low-power processors and cheaper clouds. To 

improve the security by integrating more high level encryption 

techniques. In upcoming years we can add more security like 

when we are sending our data over the network from cloud the 

data will be sent in an encrypted form. 
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