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Abstract—Among the various types of malware, botnets are rising because the most serious threat against cyber-security as they provide a
distributed platform for many illegal activities like launching distributed denial of service attacks against critical targets, malware dissemination,
phishing, and click fraud. The defining characteristic of botnets is that the use of command and control channels through which they'll be
updated and directed. Recently, botnet detection has been an interesting research topic related to cyber-threat and cyber-crime prevention. This
paper is a survey of botnet and botnet detection. The survey clarifies botnet phenomenon and discusses botnet detection techniques. This survey
classifies botnet detection techniques into four classes: signature-based, anomaly-based, DNS-based, and mining-base. It summarizes botnet
detection techniques and provides a short comparison of botnet detection techniques.
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I. INTRODUCTION
―Bots‖ under the remote control of a person's operator known
as ―Botmaster‖. The term ―Bot‖ comes from the word
―Robot‖; and almost like robots, bots are designed to perform
some predefined functions in automated way. In different
words, the individual bots ar software programs that run on a
host pc allowing the botmaster to control host actions remotely
[1, 2].
Botnets pose a significant and growing threat against cybersecurity as they provide a distributed platform for several
cyber-crimes like Distributed Denial of Service (DDoS)
attacks against critical targets, malware dissemination,
phishing, and click fraud[3,4]. Botnet detection has been a
major research topic in recent years. Researchers have
proposed many approaches for botnet detection to combat
botnet threat against cyber-security. in this survey, botnet
phenomenon will be clarified and advances in botnet detection
techniques are discussed.
This survey gives brief history on botnet detection. The
remainder of the paper is organized as follows: Section II
describes botnet phenomenon. In this
section, botnet characteristics and botnet life-cycle are
explained to provide better understanding of botnet
technology. Section III discusses different botnet detection
techniques. Section IV discusses different schemes based on
botnets for the analysis. Section V gives a comparison on these
different schemes. The survey concludes in Section VI.

II. BOTNET PHENOMENON
Botnet has become a threatening phenomenon for the
dissemination of various Internet attacks including spamming,
distributed denial of service (DDoS) attacks, and malicious
activities. Botnet is a network of infected machines (also
called ‗bots‘) which aims to disseminate malicious code over
the Internet without user intervention. This process is carried
out by a centralized entity called ‗C&C‘, which is also called a
‗botmaster‘. Therefore, the theme of C&C mechanism is to
increase the number of bot enemies and to coordinate among
those enemies for the intensive destructive operations which
are then carried out. The difference between a botnet and other
types of network attacks is the existence of C&C. In addition,
the infected machines (bots) receive instructions from C&C
and act upon those instructions. The instructions/commands
range from initiating a worm or spam attack over the Internet
to disrupting a legitimate user request. Bots are computer
machines with malicious software installed onthem, and they
interact with an individual‘s machine without being noticed or
even without any intervention by the user. A botmaster is the
entity to whom all infected machines (bots) coordinate to
initiate, manage, or suspend attacks. A botnet causes a number
of serious offences on the Internet, as it allows intruders to
hijack several computers simultaneously, which increases the
number of cyber-attacks (Paxton et al., 2007). The research on
the botnet is evolving rapidly because of the increasing
curiosity in the Internet community. [3]
The concept of ‗botnet‘ evolved in 1993 by introducing the
first botnet called ‗Eggdrop‘ (Wang, 2003). The history of
botnets is highlighted in Table 1. The year field shows the
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commencement year of each botnet, the ‗number of estimated
bots‘ refers to the number of bots anticipated in the given
botnet attack, ‗spam capacity‘ shows the number of attacks
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Similarly, ‗aliases‘ refers to the different naming conventions
used by each botnet.[3]
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TABLE-I BOTNET HISTORY
A. Botnet Characteristics
Like the previous generations of viruses and worms, a bot is a
self-propagating application that infects vulnerable hosts
through exploit activities to expand their reach. Bot infection
methods are similar to other classes of malware that recruit
vulnerable systems by exploiting software vulnerabilities,

trojan insertion, as well as social engineering techniques
leading to download malicious bot code [26,27,28].According
to measurement studies in [2] modern bots are equipped with
several exploit vectors to improve opportunities for
exploitation.
26
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However, among the other classes of malware, the defining
characteristic of botnets is the use of command and control
(C&C) channels through which they can be updated and
directed. The multi-tier C&C architecture of botnets provides
anonymity for the botmaster. C&C channels can operate over a
vide range of logical network topologies and use different
communication protocols. Botnets are usually classified
according to their command and control architecture [26, 27,
28, 29].
According to their command and control architecture,
botnets may be classified as IRC-based, HTTP-based,
DNSbased or Peer to peer (P2P) botnets [30]. P2P botnets use
the recent P2P protocol to avoid single point of failure.
Moreover, P2P botnets are harder to locate, shutdown,
monitor, and hijack [31, 32]. However, according to the
analysis in [26] the foremost prevalent botnets are based
on internet Relay Chat (IRC) protocol [33] with a centralized
command and control mechanism. IRC protocol was originally
designed for large social chat rooms to allow for manykinds
of communication
and data dissemination
among large
number of end-hosts. the great prevalence of IRC-based
botnets is due to the inherent flexibility and scalability of this
protocol. furthermore,
there are many opensource implementations
that enable botmasters to
increase them according to their demands [26, 34].
B. Botnet Lifecycle
Bots sometimes distribute
themselves
across the
net by searching for vulnerable and unprotected computers to
infect. once bot finds associate degree unprotected pc, they
infect it so send a report back to the BotMaster. The bot keep
hidden till they are conversant by their botmaster to preform
associate degree attack or task. Fig.1 shows working of Botnet
Detection Life cycle. Flow of life cycle is as given in
following steps:
1. BotMaster uses a zombie (exploit machine) to send primary
infection to the victim machine This can be done in form
of sending email attachments.
2. Victim downloads the attachment and installs it on its
machine so it gets compromised
3. The malicious bot program that has been installed onto
victim's machine opens network ports
for enabling secondary infection.
4. The victim machine downloads the secondary infection
through which the machine becomes the a part of the botnet.
5. The victim machine is now programmed
to periodically send its status information to the bot.
6. Bot controller sends a reply back to the victim
and also sends new commands from BotMaster
7. .BotMaster sends commands to the bot controller which
in turn passes to all the victim machine.

Fig:Botnet Life Cycle
III. BOTNET DETECTION
There are two main
existing
to detect botnet they're as follows[2],[3],[4].

techniques

A) Honeynet: it's used to track and collect information of
malicious activity. Honeynet is a set of Honeypots.
A honeypot is bydesign insecure computational system that is
placed in network with the objective of detection and
capturing
traffic
from
botnets. However Honeynet is
usually used to understand the botnet characteristics but don't
necessarily detect botnet
and
bot
infection.
B) Passive network traffic monitoring: this method is useful to
identify existence
of
botnet.
Passive
network
traffic monitoring is
classified into five different techniques they're as
follows;
signature-based, anomaly based, DNS based, Mining, and
Network based.
i)Signature-based detection technique
This technique is employed for detection of known bots.
Detection of bots is based on previous knowledge about the
botnet and malwares. so this solution is not feasible for
unknown bots. Zero day attack can't be detected by
this method.
Rishi
and
Snort
[3]
tools are used
to detect known bots and can applicable just for IRC protocol.
ii)Anomaly-based detection technique
Anomaly-based detection technique is based on several traffic
anomalies like high network latency, high volumes of traffic,
traffic on unusual ports, and unusual system behavior that
might indicate the presence of malicious bot. Advantage of
this method is
that, it's used
to detect unknown bot.
Disadvantages of this method is that, it's used only for IRC
protocol
and it's not used
to identify botnet
C&C
traffic because C&C traffic is not with high volume
and doesn't cause high network latency.
iii)DNS based detection technique
This technique relies on DNS information generated by
botnet. so it's possible to detect botnet
DNS
traffic
by
DNS monitoring by using the
same principles
of
the
anomaly based detection
techniques. this
27
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method will simply track DNS traffic anomalies. it's used
to detect domain name with unusually high or temporally
intense of DDNS query. Advantage of this detection technique
is; it's used to detect DNS traffic anomalies
iv) Mining based
Mining based detection technique is used to detect the botnet
by mining multiple log files. it's used to identify Botnet C&C
traffic. this method includes machine learning process,
classification of
data,
and clustering to detect botnet.
Disadvantage
of
this method is
that, it's difficult to detect botnet C&C traffic.
v) Network based
Network based detection technique is used to detect unknown,
encrypted as well as protocol (IRC, http or P2P) and
structure based botnet. This technique tries to detect Botnet
by monitoring network traffics. Network based is classed in to
two techniques; first technique is Active Monitoring; this
technique intentionally injects test packets on to network to
observe the flow of network traffic. Advantage of
this technique is that the response time to detect malicious
agents is less, it is simple technique and a drawback of

this technique is;
it will
increase network
traffic
with additional packets sent to suspicious machines. Second
technique
is
passive
monitoring;
it simply observes data traffic that
is already
on
the
network instead of injecting artificial traffic and look for
suspicious communications (from bots and C&C servers).
IV. RELATED WORK
From the past decade, the search for highly effective and
efficient techniques of detecting botnet is a dynamic focus of
research. The comprehensive works of [35] identifies all hosts
that are likely part of P2P communication & then drives
statistical fingerprints to profile P2P traffic & further it
distinguishes between P2P traffic & legitimate P2P traffic. The
extensive work of [36] detected stealthy P2P botnets even
when the underlying compromised hosts are running
legitimate P2P applications & P2P bot software. The great
work done by [37] detected & deactivated Zeus banking
Trojan by monitoring traffic & detecting most access unknown
port. In [38] they detected P2P bots, which represents the
newest & most challenging types of botnets currently available
& studied the machine learning techniques to meet online
botnet detection requirements.
legitimate P2P
applications &
P2P
bot
software

V. COMPARISON OF DIFFERENT SCHEMES
This section provides a brief comparison of different botnet
detection schemes. This comparison is summarized in Table 2
with its drawbacks.
Title of Paper
[35] Building a
scalable system
for stealthy P2P
botnet

[36] Detecting
stealthy
P2P
botnets using
statistical traffic
fingerprints

Findings
In this they
identifies
all
hosts that are
likely part of
P2P
communication
& then drives
statistical
fingerprints to
profile
P2P
traffic & further
it distinguishes
between
P2P
traffic
&
legitimate P2P
traffic
In this the
system is able
to
detect
stealthy
P2P
botnets
even
when
the
underlying
compromised
hosts
are
running

Drawback
The system is
not able to
detect P2P bots
IP

Drawback
of
this is that it
gives negative
impact on the
resiliency
of
C&C
infrastructure &
limits
the
usability
of
entire bots even

[37] P2P botnet
detection using
network
security

In this, Zeus
banking Trojan
is detected &
deactivated by
monitoring
traffic
&
detecting most
access
unknown port

[38] Detecting
P2P
botnets
through
network
behavior
analysis
&
machine
learning

In this they
detected
P2P
bots,
which
represents the
newest & most
challenging
types of botnets
currently
available
&
studied
the
ability of 5
different
commonly used
machine
learning
techniques to
meet
online

requires a lot of
efforts for the
design
&
operation
of
P2P botnets
The system is
working under
web
browser
such as firefox
or
chrome,
where identity
of
C&C
infrastructure is
not
hidden.
This
makes
quite easy to
detect Bot from
victim machine
Drawback
of
this paper is
that none of
these
techniques can
satisfy all the
requirements of
an online botnet
detection
framework
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