International Journal on Recent and Innovation Trends in Computing and Communication

ISSN 2321 – 8169
217 – 223

Volume: 1 Issue: 4

___________________________________________________________________________

CLOUD COMPUTING A CRM SERVICE BASED ON SEPARATE
ENCRYPTION AND DECRYPTION USING BLOWFISH ALGORITHM
Rajiv R Bhandari

Prof.Nitin Mishra

M-Tech Student, Department of IT
NRI Institute of Information Science and Technology
Bhopal, (MP) India.
rajivbhandari@ymail.com

Professor, Department of IT
NRI Institute of Information Science and Technology
Bhopal, (MP) India.
nitin.nriist@gmail.com

Abstract— Enterprises always store the data in the internal storage of the organization itself. Especially in a Customer Relationship
management system all the data of the customers will be stored in the internal storage itself. In cloud computing, the data will be
stored in storage provided by service providers. If a cloud system is answerable for both the tasks on storage and encryptiondecryption of data, the system administrators may concurrently obtain encrypted data and decryption keys and there may be the
chances of unauthorized disclosure of data. This allows them to access information without authorization and thus poses a risk to
information privacy. A Customer Relationship Management service along with Blowfish Algorithm is described in this paper as an
example of strong security system with higher performance to illustrate the proposed business Model.
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I.

INTRODUCTION

Cloud Computing is an emerging technology in recent years.
Before the development of the cloud computing generally
the enterprises used to store the data in the internal storage of
the organization itself. The data stored will be very
confidential and even it has some security measures and it is
protected from the unauthorized user. But in the cloud
computing environment the storage of data is somewhere
from the client workplace and the data storage and security
measures will be in the service provider of the cloud
computing environment. Generally the data is stored after it
is encrypted. This is for the security of the client’s or user’s
data. In Cloud computing the user data is stored followed by
the encryption of the data. But if the storage and encryption
of the data is in the same service provider then there is a
possibility of accessing the keys and original data by the
internal staffs or by administrators of the service provider.
A. Cloud Computing
The US National Institute of Standards and Technology
(NIST) has published a definition of cloud computing that
has been adopted and referred internationally as “A model
for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal
management effort or service provider interaction.”. [3]
B. The Proposed Objective
This paper proposed a model to encrypt the data in one
service provider and store the data in the different service
provider. So once the data is stored in the application it is get

encrypted and the encrypted data will not be present in the
encryption service provider. Thus the storage of the data will
be in the encrypted format and the administrators and the
staffs have no knowledge about the encrypted keys and the
service providers of the encryption and decryption.
C. Proposed Objective Discussion
In cloud computing, the data will be stored in storage
provided by service providers. Service providers must have a
viable way to protect their clients’ data, especially to prevent
the data from disclosure by unauthorized insiders. Storing
the data in encrypted form is a common method of
information privacy protection. If a cloud system is
responsible
for
both
tasks
on
storage
and
encryption/decryption of data, the system administrators may
simultaneously obtain encrypted data and decryption keys.
This allows them to access information without authorization
and thus poses a risk to information privacy.
D. Applied Methodology
To implement the proposed solution of the problem that
is being taken care of in this thesis work, the following
methodology is used:
 To analyze the various existing Security
Algorithm and find their strengths and
weakness by the literature survey.
 To compare the existing techniques.
 A business model for cloud computing based on
the concept of separating the encryption and
decryption service from the storage service.
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II.

LITERATURE REVIEW

Cloud computing is one of the fastest growing segment of
IT industry today .Companies are increasingly using cloud
computing for their business. Cloud Computing has become
a major part in today's IT sector.
They need to trust the cloud provider that their information
will not be misused. With cloud computing users and
companies are frequent victims of hacking and data loss.
Hence It is necessary to analyze the security issues in cloud
computing and make cloud computing secure and safe. [4]
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Table: 1 Top concern regarding Security in Cloud Computing

Concern
80%
of
enterprises
consider security the #1
inhibitor
to
cloud
adoptions
48% Of enterprises are
concerned
about the reliability of
clouds
33% Of respondents are
concerned with cloud
interfering with their
ability to comply with
regulations

Explanation
“How can we be assured that
our data will not be leaked and
that the vendors have the
technology
and
the
governance to control its
employees
from
stealing
data?”
“Security is the biggest
concern. I don’t worry much
about the other “-cities” –
reliability, availability, etc.”
“I prefer internal cloud to
IaaS. When the service is kept
internally,
I
am
more
comfortable with the security
that it offers.”

A. Related Work
Data security system in cloud computing can be
implemented using different Security algorithm. The below
section represents the comparisons between different
security algorithms.
In Figure 1 respondents marked out various information
categories that can be risky if kept in the cloud, almost 70%
people responded with risk of putting intellectual property
over the cloud, followed by financial data at 62% and other
categories of data were at an average of 40 – 55%, which
included credit card information, noncommercial
information and employee data. It is evident from the
response of the surveyors that “Intellectual Property”
followed by “Financial Data” are the two of the major
categories of information that are at high risks in the cloud
computing space.[1][11]

Type of Info
Risky on Cloud

Figure 1 Type of Information Risky on Cloud

Hence this survey shows why cloud is not adaptable as per
security is concern and how blow fish shows better result in
different computing environment that’s why this paper
proposed and implemented better technique.
III.

SURVEY ON SECURITY ISSUES IN CLOUD
COMPUTING

A. Security Issues in Service Model:
Cloud computing having three delivery models through
which services are delivered to end users. These models are
SaaS, IaaS and PaaS which provide software, Infrastructure
and platform assets to the users. They have different level of
security requirements.
i) Security issues in SaaS: Software as service is a model,
where the software applications are hosted slightly by the
service provider and available to users on request, over the
internet. In SaaS, client data is available on the internet and
may be visible to other users, it is the responsibility of
provider to set proper security checks for data protection.
This is the major security risk, which create a problem in
secure data migration and storage.
ii) Security issues in PaaS: PaaS is the layer above the
IaaS. It deals with operating system, middleware, etc. It
provides set of service through which a developer can
complete a development process from testing to
maintenance. It is complete platform where user can
complete development task without any hesitation. In PaaS,
the service provider give some command to customer over
some application on platform. But still there can be the
problem of security like intrusion etc, which must be
assured that data may not be accessible between
applications.
iii) Security issues in IaaS :IaaS introduce the traditional
concept of development, spending a huge amount on data
centers or managing hosting forum and hiring a staff for
operation. Now the IaaS give an idea to use the
infrastructure of any one provider, get services and pay only
for resources they use. IaaS and other related services have
enable set up and focus on business improvement without
worrying about the organization infrastructure.
218

IJRITCC | APR 2013, Available @ http://www.ijritcc.org

___________________________________________________________________________

International Journal on Recent and Innovation Trends in Computing and Communication

ISSN 2321 – 8169
217 – 223

Volume: 1 Issue: 4

___________________________________________________________________________
The IaaS provides basic security firewall, load balancing,
etc. In IaaS there is better control over the security, and
there is no security gap in virtualization manager. The main
security problem in IaaS is the trustworthiness of data that is
stored within the provider’s hardware. [12],[13]
IV.

INSIGHT OF SECURED ENCRYPTED CLOUD
STORAGE

A. Key Management
Based on the Segregation of Duties security principle, key
management should be separated from the cloud provider
hosting the data. Described below are three different
scenarios which depict the possible configurations.
Organizations should elect the appropriate scenario for
them, based on the classification of the data and their risk
tolerance level
The scenario illustrated in Figure 2 (in which the customer
maintains the KMS or Enterprise Key Management (EKM)
solution on-premise and the encryption keys are stored onpremise) is the optimal scenario. It allows the customer to
leverage the benefits of migrating sensitive data to a CSP
for storage and processing while maintaining control and
ownership over the keys and therefore the data. Hosting a
Key Management Service (KMS) in a multi-tenant
environment (Figure 2) can be a costly proposition for a
cloud provider [16]

Figure 3: Key at User Side and Computation at Provider Side

A similar decentralized approach puts the customer in
complete control of encryption/decryption keys. As shown
in Figure 3, almost all processing and control is done on the
customer side. The cloud provider does not hold keys, has
minimal knowledge of users, cannot decrypt customer data,
and facilitates the storage of encrypted data. The KMS is
provided and run by the cloud provider, but the KMS
resides on customer’s premise and the keys are generated
and held by the customer. This type of solution can be used
by cloud storage and SaaS providers. [16]

Figure 4: Key and Computation both are at User Side

Figure 2: Key Located at Server Side

Remote Key Management Service where the customer
maintains the KMS or Enterprise Key Management (EKM)
solution on-premise, as illustrated in Figure 2. The ideal
scenario is enterprises owning, maintaining and supporting
their own KMS, leaving the ownership and control to the
customer while the hosting and the processing are sourced
out to the cloud provider.

B. BlowFish algorithm
Blowfish is a symmetric block cipher that can be effectively
used for encryption and safeguarding of data. It takes a
variable-length key, from 32 bits to 448 bits, making it ideal
for securing data. Blowfish was designed in 1993 by Bruce
Schneider as a fast, free alternative to existing encryption
algorithms.
Description of the Algorithm
Blowfish uses a large number of subkeys. These keys must
be precomputed before any data encryption or decryption.
The P-array consists of 18 32-bit subkeys : P1, P2,..., P18.
There are four 32-bit S-boxes with 256 entries each:
S1,0, S1,1,..., S1,255;
S2,0, S2,1,..,, S2,255;
S3,0, S3,1,..., S3,255;
S4,0, S4,1,..,, S4,255.
The exact method used to calculate these sub keys will be
described later.
Encryption:
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Blowfish is a Feistel network consisting of 16 rounds
The input is a 64-bit data element, x.
Divide x into two 32-bit halves: xL, xR
For i = 1 to 16:
xL = xL XOR Pi
xR = F(xL) XOR xR
Swap xL and xR
Swap xL and xR (Undo the last swap.)
xR = xR XOR P17
xL = xL XOR P18
Recombine xL and xR

Storage as a Service (SaaS) are not provided by a single
operator.

Function F ():
Divide xL into four eight-bit quarters: a, b, c, and d
F(xL) = ((S1,a + S2,b mod 232) XOR S3,c) + S4,d mod 232
Decryption is exactly the same as encryption, except that
P1, P2,..., P18 are used in the reverse order.
Implementations of Blowfish that require the fastest speeds
should unroll the loop and ensure that all sub keys are stored
in cache.
The subkeys are calculated using the Blowfish algorithm.
The exact method is as follows:
Initialize first the P-array and then the four S-boxes, in
order, with a fixed string. This string consists of the
hexadecimal digits of pi (less the initial 3).
For example:
P1 = 0x243f6a88
P2 = 0x85a308d3
P3 = 0x13198a2e
P4 = 0x03707344
XOR P1 with the first 32 bits of the key, XOR P2 with the
second 32-bits of the key, and so on for all bits of the key
(possibly up to P14). Repeatedly cycle through the key bits
until the entire P-array has been XORed with key bits. (For
every short key, there is at least one equivalent longer key;
for example, if A is a 64-bit key, then AA, AAA, etc., are
equivalent keys.)
Encrypt the all-zero string with the Blowfish algorithm,
using the subkeys described in steps (1) and (2). Replace P1
and P2 with the output of step (3).
Encrypt the output of step (3) using the Blowfish algorithm
with the modified subkeys.
Replace P3 and P4 with the output of step (5) Continue the
process, replacing all entries of the P- array, and then all
four S-boxes in order, with the output of the continuouslychanging Blowfish algorithm. In total, 521 iterations are
required to generate all required subkeys. [17]
V.

IMPLEMENTATION OVERVIEW

A. Business Model for Cloud Computing Based on an
Encryption and Decryption service using Blowfish
Algorithm:
The concept is based on separating the storage and
encryption/decryption of user data, as shown in Figure 5. In
this business model, Encryption/Decryption as a Service and

Figure 5: Encryption/Decryption as an independent service

Data retrieval from Cloud Service Provider:
When a user wants to access the CRM Cloud Service, must
first execute the Login Program as shown in Step 1. This
step can use current e-commerce or other services which
have already securely verified the user’s registration, such
as symmetric key-based challenge and reply login
verification, or through a One-Time Password. After the
user’s login has been successfully verified, if the CRM
Service System requires client information from the user, it
sends a request for information to the Storage Service
System, as shown in Step 2. In this step, the CRM Service
System transmits the user ID to the Storage Service System
where it searches for the user’s data. This data is encrypted
so, once found, a request must be sent to the
Encryption/Decryption Service System along with the user
ID. Step 3 shows the Storage Service System executing the
transmission of encrypted client data and the user ID to the
Encryption/Decryption Service System. Since the
Encryption /Decryption Service System can serve multiple
users and the encryption/decryption for each user’s data
requires a different key, therefore each user’s unique ID and
keys are stored together. Therefore, in Step 4, the
Encryption/Decryption Service System uses the received
user ID to index the user’s data decryption key, which is
then used to decrypt the received data.
Using the correct decryption key to decrypt the data is
critical to restoring the data to its original state. After the
Encryption/Decryption Service System has decrypted the
client’s data, in Step 5 the decrypted client data is provided
to the CRM Service System which then displays the client
data to the user in Step 6, completing the Data Retrieval
Program. Prior to sending the decrypted client data, the
Encryption/Decryption Service System and the CRM
Service System can establish a secure data transmission
channel (e.g., a Secure Sockets Layer connection) to
securely transmit the decrypted client data. [8]
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message from the Storage Service System to the CRM
Service System, at which point the CRM Service System
may confirm that the client data has been stored. If it
doesn’t receive a Data Storage Complete message, it can reinitiate the Data Storage Program or, after a given period of
time, proceed with exceptional situation handling.
VI.
Figure 6: Data Retrival from Cloud Service Provider

Next, we describe the Data Storage Program, as shown in
Fig. 7. This program also involves the collaboration of three
cloud service systems: CRM Service System,
Encryption/Decryption Service System, and Storage Service
System.

Figure 7: Data storage diagram

END RESULTS & UPSHOT

This section illustrates the End results & upshots which are
obtained by running the system using different data loads.
The results show how data is secure in Cloud Service
Provider side Environment. Following figure illustrate
graphical user interface for customer relationship
management and inserting a record in CRM system.


Figure 8: Customer Relationship Management GUI

Step 1 of Fig. 7 shows the client sending a Data Storage
Request to the CRM Service System which then initiates the
Data Storage Program, requesting data encryption from the
cryption/Decryption Service System as shown in Step 2. In
Step 2, the CRM Service System and the
Encryption/Decryption Service System establish a secure
data transfer channel to transmit the user ID and the data
requiring storage from the CRM Service System to the
Encryption/Decryption Service System.
As the encryption of data from different users requires
different keys, in Step 3 the Encryption/Decryption Service
System initiates data encryption, which involves using the
received user ID to index the user’s encryption key which is
then used to encrypt the received data. Following this
study’s emphasis on the principle of divided authority, once
the client data is encrypted by the Encryption/Decryption
Service System it must be transferred to the Storage Service
System where the user ID and encrypted data are stored
together. Therefore, when the Encryption/Decryption
Service System executes Step 4, it must transfer the user ID
and encrypted client data to the Storage Service System.

Figure 9: Customer Information
Once the customer information is inserted then encryption
algorithm is applied and all data get stored in cloud service
providers physical storage as illustrated in figure

Step 5 shows the Storage Service System receiving the user
ID paired with the data for storage. In this business model,
the following the completion of Step 4 at the Encryption
/Decryption Service System, all unencrypted and decrypted
user data must be deleted. Step 6, the final step of the Data
Storage Program, transmits a Data Storage Complete
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Figure 10: Saleforce Cloud Service Provider
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Figure 11: Customer Information Storage in Encrypted Format
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Figure 12: Comparison of encryption times for various common symmetric encryption algorithms for Cloud Computing
Table 2: Comparison of Blow-Fish with different Algorithm in Cloud
Computing

256 MB
256 MB

Time(In
Seconds)
10-11
12

Average
MB/Sec
22-23
12

Perform
ance
Low
Low

AES

256 MB

5

512

Medium

Blowfish

256 MB

3.5-4

64

High

Algorithm

Data

DES
3DES

VII. CONCLUSION
For cloud computing to spread, users must have a high level
of trust in the methods by which service providers protect
their data. This study proposes a Business Model for Cloud
Computing Based on a Separate Encryption and Decryption
Service, emphasizing that authorization for the storage and
encryption/decryption of user data must be vested with two
different service providers. The privileges of Storage as

Service provider include storing user data which has already
been encrypted through an Encryption/Decryption Service
System, but does not allow this service provider access to
the Decryption Key or allow for the storage of decrypted
data.
Furthermore, the privileges of the Encryption/Decryption as
Service provider includes management of the key required
for the encryption/decryption of user data, but not the
storage of decrypted or encrypted user data. In this new
business model, user data in the Storage Service System is
all saved encrypted.
Without the decryption key, there is no way for the service
provider to access the user data. Within the
Encryption/Decryption Service System there is no stored
user data, thus eliminating the possibility that user data
might be improperly disclosed. After establishing
“Independent Encryption/Decryption Services” in cloud
computing environments, users of cloud computing services
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(e.g., CRM, ERP, etc.) will use the services of at least two
cloud computing service providers, so agreements between
these service providers are required to establish a model for
cooperation and division of responsibilities in providing a
common service to clients. The core concept of this paper is
consistent with division of management authority to reduce
operational risk, thus avoiding the risk of wrongful
disclosure of user data.

[2]

A. Future Expectation
The data storage security in Cloud Computing, an area full
of challenges and of paramount importance, are still in its
infancy now, and many research problems are yet to be
identified is to enhance the more security features by using
other enhanced techniques of data security through
cryptosystems and other techniques. cloud computing does
provide us with tangible benefits but today we still have no
definite answers on a proper security platform for cloud
computing, only suggestions and theories are being formed
but we are yet to see a practical security measure for cloud
computing to be a safer platform for organizations and
individuals. The paper suggests the use of SSL to secure
Cloud computing however this technology is still under the
radar for practical usage and may serve as a security
checkpoint for cloud computing security issues as of this
moment, but cannot be used a sole tool to safeguard cloud
computing, as the time progresses different technologies
shall be discovered to safeguard cloud computing in the
future.
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