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Abstract— The increased use of wireless networks for communication has grabbed the attention of many researchers in the recent
years in order to find the actual techniques that are already used as well as the techniques that can be implemented in the wireless
networks such as to provide highly efficient and secure data transmission with least data loss and to use the available resources in
an effective manner. The main objective behind data exchange in such networks is to maintain the efficiency and secrecy capacity
of the channels between the sources, destinations and the in-between relay nodes. This paper deals with the review on some of the
well found existing methods and techniques that has been implemented on wireless networks under varying scenarios with
consideration of various parameters aiming to improve the throughput of the network system. The varying scenarios may have
inclusion of signal fading, representing coverage of each node, presence of relay nodes to further transmit the messages, power
consumption, communication channels, eavesdropper nodes, encoding-decoding, use of antennas for bandwidth concerns and
directing signals, all aiming at possibly increasing channel bandwidth and secrecy capacity assuming the channel state information
of the network components to be known.
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I.

INTRODUCTION

A Wireless Relay Networks (WRN) consists of many
sensors some of which works as in-between nodes that are
anonymously distributed spatially. These nodes not only
monitor the physical conditions of the network but also the
effective and efficient data traversal. Since the connectivity
infrastructure is not pre-existing, these networks are also
termed as ad-hoc networks. The in-between nodes are also
called as relay nodes since they bridge gaps between the
source and destination that are geographically separated and
not within the range of each other following the principle of
co-operative communication. So in this case, to complete the
network, relay nodes acts as the medium through which
connection of spatially distributed system is possible. These
nodes, forming a complete route from transmitter to receiver,
consist of sensors, some memory storage, microcontrollers and
small battery for power source. Each time a node receives data
from any other node, it processes it to get information
regarding its destination and find the respective route through
other relay nodes. The relay nodes do no keep data for a longer
duration thus the temporary memory is present to store the
data fro a while and then forward it towards its destination. At
each time of processing the received data, some amount of
power is consumed by the nodes. This power source is
provided by the small battery present as a resource with the
sensor nodes.
The communication in WRN’s is broadcast in nature
i.e. signal propagation is omni-directional by the antennas.
This although being useful leads to non-uniform use of
scarcely available resources since signal transmission by the
antennas are propagated in all directions equally thus reducing
the available bandwidth too. To overcome with this situation
the concept of “beamforming” was brought into existence.

Beamforming is a technique in which the transmitting
antennas are directed towards the direction of the destined
receiver thereby focusing complete signal propagation being
focused towards the concerned receiver thereby saving power
consumption and proper utilization of the limited bandwidth.
The use of beamforming techniques for
communication in wireless networks has been considered as
one of the most interesting paradigms in future of wireless
networks. The Amplify and Forward (AF) and Decode and
Forward (DF) procedures are very well known whenever
communication in a wireless network is thought of. Also the
main emphasis of the network designers, since the traditional
times, has always been on increasing the system’s throughput
and secures transmission of data in packet switched peer
networks minimizing the delay in communication. But since
the transmission medium is broadcast nature and decentralized
property, the outage probability poses a serious threat of
eavesdropper and many such attacks directly or indirectly
hampering the security in wireless communications in actual
practice. The use of cryptography for encoding and decoding
the transmitted messages has always been called for as the
basic principle in secure communication in case of wireless
networks. Thus by now it has been clear that guaranteeing
secure transfer of the information over an ad-hoc wireless
network is as important as reliability. One such approach to
gain security in WRN’s is to detect the suspicious
eavesdropper nodes and then removing it from the network.
Since it may not be practical in many cases to remove such
malware nodes due to geographical spanning of the networks,
measures can be taken to block message traffic of all future
transmissions towards these nodes by deactivating the
channels or causing interference in channels leading to such
defaulter nodes. Thus many such technologies have been
developed and are still under work, to cope up from the
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various attacks that are to be encountered by these networks,
by exploiting various means of diversities, including time,
frequency, codes and space.
II.

OVERVIEW OF E XISTING METHODS

This section describes the comprehensive review of the
existing techniques and algorithms and methods related to
confidential message transmission in wireless relay networks
based on published research on various techniques using
multiple relays for providing security and efficiency
improvement in the WRN’s taking various parameters into
consideration.
A design of beamforming in WRN’s for improvement of
security in physical layer, is given by author in [1].
Beamforming solutions have been proposed for amplify-andforward (AF) and decode-and-forward (DF) relay networks for
secrecy capacity in presence of several eavesdroppers. It has
been shown in the results that as the distance between
eavesdropper and the relays increases or as total relay transmit
power increases in an AF network; the secrecy capacity does
not always grow. Also, it was found in that if the distance
between destination and the relays is less than that of the
eavesdropper, a suboptimal power can derived in closed form
through monotonicity analysis of the secrecy capacity.
Whereas, for DF network, secrecy capacity was shown in [1] to
be a single Rayleigh quotient problem that can be solved easily
and if the relay-eavesdropper distances are nearly same, then in
this case consideration of the eavesdropper in the DF network
seemed to be unnecessary.
The design of distributed position based protocol i.e. a selfreconfiguring network protocol is developed in [2] for a
stationary ad hoc network in order to find the minimum power
topology that consumes the least possible amount of energy.
Each node is both an information source and an information
sink in a peer to peer network. This means that each node
wishes to both send and receive messages to and from any
other nodes. An important requirement of such
communications is strong connectivity of the network. A
network graph is said to be “strongly connected” if there exists
a path from any node to any other node in the graph [12]. A
peer-to-peer communications protocol must guarantee strong
connectivity. Since the position of each node changes over time
in mobile networks, the protocol must be able to dynamically
update its links to maintain strong connectivity.
Combined use of wiretap codes, lattice codes and a network
coding scheme in [3] shows that the information theoretic endto-end secure communication is possible over a chain of nontrustworthy relay nodes. Each relay has the ability to remove
the channel noise from its received signal, thus alleviating the
degradation in rate due to noise accumulation over the hops,
but cannot separate the confidential message from the
structured interference. The concept of rely channel was
introduced in [14]. It is proved that the source and destination
.can securely communicate despite of the fact that the signals
transmitted by the source can reach the destination only
through the route using these untrusted relay nodes. For this, a
multi-hop line network is considered, where each node can
receive the transmitted signals by its two adjacent neighbours.
The model embodies both the interference and broadcast
aspects of wireless networks as such. The fact that the network
has interference was utilized as the main idea behind the

achievability scheme. The achievable secrecy rate is
independent of the number of hops through relay nodes.
Two different beamforming design approaches are
proposed in [4]. A common assumption is used regarding the
availability of perfect instantaneous channel state information
(CSI) at the receiver as well as relay nodes. A wireless
network consisting of a source, a destination and multiple
relay nodes is considered where each relay has a single
antenna for sending and receiving the information. As first
approach a beamformer is designed through minimization of
the total transmit power subject to a constraint guaranteeing
the quality of service to the receiver. Whereas, as the second
approach, beamforming weights have been designed through
maximizing the signal-to-noise ratio (SNR) at the receiver
subject to total transmit power constraint and individual relay
power constraints. And also as the CSI becomes more
uncertain, the quality of service constraint becomes harder to
satisfy, i.e., more power is required to satisfy these constraints.
The behavior of block space-time code in wireless channel
dynamics is observed in [5]. A slow fading channel
environment is considered for optimally constructing the block
space-time code. Although some space-time codes have been
developed for fast fading channels [13], assuming the low data
rates and low signal-to-noise ratios. A base station and mobile
is considered, both of them equipped with multiple antennas. It
has been shown that as compared to the conventional channel
coding, the block space-time coding gain can be degraded
below using a single transmit antenna for some characteristics
of channel With the uncertain and rapidly changing channels
in wireless communication, a robust space-time code is very
much needed. Each symbol encoded are converted first from
serial to parallel and then fed to the modulator, later on which
the convolutional coding is applied on each stream of data.
The exploitation of multi-element array (MEA) technology
is examined in [6]. The ultimate limits of bandwidth efficient
delivery of digital signals with high bit rate in presence of
MEA’s have been estimated in wireless communication
networks. The narrow bandwidth is analyzed such that the
channel can be treated as flat over frequency and then the
capacity is computed. As the number of antennas increases the
capacity is seen to be increasing drastically. However, there
have been some limitations exposed. First limitation being the
strong correlation of the field transmission matrix elements as
the antenna spacing drops below certain level. The second
limitation being the introduction of mutual coupling between
antennas as the spacing between antennas reduces even more.
In many cases, the CSI are assumed to be available.
The capacities of the certain discrete relay channels and
the Gaussian relays are evaluated in [7]. For this an encoding
scheme viz., Superposition block Markov encoding scheme is
used to show achievability of channel capacity and its
converses have been established for capacity for degraded,
reversely degraded and feedback relay channels. The relay
channel in this case is considered to be including an input, a
relay output, a channel output and the relay sender. The
channel is assumed to be memoryless. A lower bound to the
capacity of the channel of the general relay channel is
achieved.
A two-way relay network consisting of two sources,
multiple relays cooperate with each other for communication
and an eavesdropper is investigated in [8]. ]. A network is
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configured in such a way that the created scenario, consists of
two sources, one eavesdropper, and a set of relay nodes, is
altogether considered. Multiple antennas may not be available
at network nodes and therefore cooperative relays were used
due to the limitations in their cost and size. A relay chatting
based transmission scheme to two-way relay networks is
extended motivated by the work done in [16]. The proposed
scheme is found to achieve better performance than the joint
relay and jammer selection scheme. Also the knowledge of the
eavesdropper’s channel did not seem to be necessary. As the
transmit power increases the outage probability secrecy of the
proposed scheme approaches to zero level. The secrecy outage
probability is used as the metric of secrecy performance. The
outage probability of secrecy not only provides outage
probability for the case where the intended destinations are
unable to decode the messages reliably from the sources, but
also it gives the metric for the case where some information
leakage to the eavesdropper node exists during the message
transmission. For proposing secure scheme with relay chatting,
a method for selecting optimal relay [15] for communication is
needed. The first relay operates as a conventional node assists
a source to deliver its data to a destination via a DF strategy
and the second relay is used in order to create intentional
interference at the eavesdropper nodes [15].
Opportunistic relay selection with secrecy constraints in
cooperative networks is studied in [9]. Three opportunistic
relay selection schemes are considered to deal with the
problems of overhearing of confidential messages by the
eavesdroppers in the network. The first scheme deals with
selection of the relays with lowest instantaneous signal-tonoise ratio (SNR) to eavesdropper nodes so as to reduce the
overhearing of information at the eavesdroppers site.
Conventional selection relaying that seeks the relay having the
highest SNR to the destination is dealt with in the second
scheme. Whereas in the third scheme, ratio between the SNR
of a relay and the maximum among the corresponding SNR's
to the eavesdroppers is considered, and then based on its
output the optimal relay is selected to forward the signal to the
destination node. The performances of the three relay selection
schemes in terms of the probability of non-zero achievable rate
of secrecy, the outage probability of secrecy and achievable
secrecy rate of the three schemes are studied. The system
model possesses a single source and destination and a set of
decode-and-forward (DF) relays [17] that help the
transmission between the source and the destination to avoid
overhearing attacks of malicious eavesdroppers.
The Gaussian wiretap channel model in [18], in which
there is no interference in the main channel, is extended to the
Gaussian wiretap channel with side information by introducing
additive white Gaussian interference in the main channel in
[10], which is available in advance to the encoder. A leakage
function is introduced and used for node selection as a
criterion. Based on the value of this leakage function, the
mode of operation is selected. In addition to the transmit
power, the power of the interference, is used to confuse the
wire-tapper even though the interference cannot be controlled
by the encoder. The limited power available to the encoder is
used for two purposes viz., so that perfect secrecy can be
achieved by confusing the adversary, and to mitigate the
interference effect in the main channel so that the high rate
message transmission can be made possible.

A special case of partially cooperating encoders from a
security perspective with Willems’s two-user multi-access
channel is studied in [11]. Two encoders are considered in the
setup of system model. In this, only one among the two
encoders is used to confer with the transmission in the network
and a passive eavesdropper is considered from which the
communication is to be kept secret so that the transmission is
not overheard by it. Two cases are illustrated where first is the
discrete memoryless case for which inner and outer bounds on
the capacity-equivocation region is established and second
case is for memoryless Gaussian model for which lower and
upper bounds on the secrecy capacity is established. A multiaccess channel is considered in which the two users can
cooperate partially through a unidirectional noiseless bit-pipe
of finite capacity. If the capacity of noiseless bit-pipe is
increased, the achievable secrecy rate increases. The inner
bound here is based on a combination of Willems’s coding
scheme, noise injection and additional binning that provides
security randomization.
III.

CONCLUSION

Since its first introduction, communication over wireless
network has been remarkably skyrocketing for the past few
decades and as a result of this, wireless communication is one
of the fast innovating technologies. The study focused only on
the review of wireless communication networks to forecast the
future of wireless mobile communication technologies with
detailed consideration of the other related factors so as to
reflect adoption of future technologies indirectly into the
wireless network model. Even though with some limitations,
this study provides a useful survey, of wireless mobile
communication networks and the additional technologies,
protocols and schemes, through a quantitative analysis. Base
on the study done for the review it can be concluded that many
procedures have been implemented since now on wireless
scenario, each of them having main focus on improving the
overall efficiency and response time of the system thereby
leading to increased throughput. It is because the security of
confidential messages transmitted over the network is always
the main priority thereby also maintaining and effectively and
efficiently managing the available resources without much loss
in such networks.
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