International Journal on Recent and Innovation Trends in Computing and Communication

ISSN: 2321-8169
771 – 773

Volume: 1 Issue: 10

______________________________________________________________________________

ANAMOLY DETECTION TECHNIQUES USING SEQUENCES DATA
HARISHBABU.KALIDASU1
Asst.Professor, St.Mary’s Group of Institutions, Guntur, Andhra Pradesh, INDIA.
CH.VENKATESWARAO2
Asst.Professor, HMKS & MGS College of Engineering, Kangala, Guntur, Andhra Pradesh, INIDA.

Abstract—Anomaly detection has traditionally dealt with record or transaction type data sets. But in many real domains, data naturally
occurs as sequences, and there for e the desire of studying anomaly detection techniques in sequential data sets. The problem of detecting
anomalies in sequence data sets is related to but different from the traditional anomaly detection problem, because the nature of data and
anomalies are different than those found in record data sets. While there are many surveys and comparative evaluations for traditional
anomaly detection, similar studies are not done for sequence anomaly detection. We investigate a broad spectrum of anomaly detection
techniques for symbolic sequences, proposed in diverse application domains. Our hypothesis is that symbolic sequences from different
domains have distinct characteristics in terms of the nature of sequences as well as the nature of anomalies which makes it important to
investigate how different techniques behave for different types of sequence data. Such a study is critical to understand the relative strengths
and weaknesses of different techniques. Our paper is one such attempt where we have comparatively evaluated 7 anomaly detection
techniques on 10 public data sets, collected from three diverse application domains. T o gain further understanding in the performance of
the techniques, we present a novel way to generate sequence data with desired characteristics. The results on the artificially generated data
sets help us in experimentally verifying our hypothesis regarding different techniques.

Introduction
Anomaly detection has traditionally dealt with record or
transaction type data sets [5]. But in many real domains, data
naturally occurs as sequences, and therefore the desire of
studying anomaly detection techniques in sequential data sets.
The problem of detecting anomalies in sequence data sets is
related to but different from the traditional anomaly detection
problem, because the nature of data and anomalies are
different than those found in record data sets. While there are
many surveys and comparative evaluations for traditional
anomaly detection, for e.g., [5, 13, 17], similar studies are not
done for sequence anomaly detection. We found only one
work comparing the evaluation of four techniques on system
call intrusion detection data sets. that compared the
performance of four anomaly detection techniques; namely
STIDE, t-STIDE (a threshold based variant of STIDE), HMM
based, and RIPPER based; on 6 different data sets from
system call intrusion detection domain. However, this
comparison limits the evaluation to just four techniques, using
only system call intrusion detection data sets.
In this paper we investigate a variety of anomaly
detection techniques that have been proposed to detect
anomalies in symbolic sequences. We classify such techniques
as: kernel based, window based, and Markovian techniques.
Kernel based techniques use a similarity measure to com-pute

similarity between sequences. Window based tech-niques
extract fixed length windows from a sequence and assign an
anomaly score to each window. Markovian tech-niques assign
a probabilistic anomaly score to each event.conditioned on its
history , using modeling techniques such as Finite State
Automata (FSA), Hidden Markov Models (HMM), and
Probabilistic Suffix Trees (PST). We evaluate different
anomaly detection techniques and their variations, belonging
to the above mentioned classes on a variety of data sets,
collected from the domains of pro-teomics [1], system call
intrusion detection ,and net-work intrusion detection . Through
careful experimentation, we illustrate that the performance of
different tech-niques is dependent on the nature of sequences,
and the na-ture of anomalies in the sequences. T o further
explain the strengths and weaknesses of various techniques,
we present a novel method to generate artificial sequences to
evaluate anomaly detection techniques, and present further
insights using the results on our artificially generated data sets.
II. Problem Statement
The objective of the techniques evaluated in this paper can be
stated as follows: Definition 1 Given a set of n training
sequences, S, and a set of m test sequences ST , find the
anomaly score A(Sq ) for each test sequence Sq ∈ ST , with
respect to S. All sequences consist of events that correspond to
a finite alphabet, Σ. The length of sequences in S and
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sequences in ST might or might not be equal in length. The
training database S is assumed to contain only normal
sequences, and hence the techniques operate in a semisupervised set-ting. we discuss how the techniques canbe
extended to unsupervised setting, where S can contain both
normal and anomalous sequences.

In the nearest neighbor scheme (kNN), for each test se-quence
Sq ∈ ST , the distance to its kth nearest neighbor in the training
set S is computed. This distance becomes the anomaly score
A(Sq ) .A key parameter in the algorithm is k. In our experiments we observe that the performance of kNN techniquedoes
not change much for 1 ≤ k ≤ 8, but the performance degrades
gradually for larger values of k.

III. Anomaly Detection T echniques for Se-quences
(b) Clustering Based (CLUSTER)
Most of the existing techniques can be grouped into three
categories:
1. Kernel based techniques compute similarity between
sequences and then apply a similarity based traditiona
lanomaly detection technique.
2. Window based techniques analyze a short windowof events
within the test sequence at a time. Thus such techniques treat a
subsequence within the test sequence as a unit element for
analysis. Such techniques require an additional step in which
the anomalous nature of the entire test sequence is determined,
based on the scores of each subsequence.
3. Markovian techniques assign a probability to each event of
the test sequence based on the previous obser-vations in the
sequence. Such techniques exploit the Markovian
dependencies in the sequence. In the following subsections we
describe several tech-niques that are instantiations of the
above three category of anomaly detection techniques.
A.

Kernel Based T echniques

Kernel based techniques make use of pair wise similarity
between sequences. In the problem formulation stated in
Definition 1 the sequences can be of different lengths, hence
simple measures such as Hamming Distance cannot be used.
One possible measure is the normalized length of longest
common subsequence between a pair of sequences.
This similarity between two sequences Si and Sj , is computed as: nLC S(Si, Sj ) = |LCS(Si ,Sj )|
P |Si||Sj |(1) Since the value computed above is between 0 and
1, nLC S(Si , Sj ) can be used to represent distance between Si
and Sj .Other similarity measures can be used as well, for e.g.,
the spectrum kernel . We use nLC S in our experimental study
, since it was used in [4] in detectinganomalies in sequences
and appears promising.
(a) Nearest Neighbors Based (kNN)

This technique clusters the sequences in S into a fixed number of clusters, c, using CLARA [16] k-medoids
algorithm.The test phase in volves measuring the distance of
every test sequence, Sq ∈ ST , with the medoid of each cluster .
The distance to the medoid of the closest cluster becomes the
anomaly score A(Sq ). The number of clusters, c, is a
parameter for this tech-nique. In our experiments we observed
that the performance of CLUSTER improved when c was
increased, but stabi-lized after a certain value. As c is
increased, the number of sequences per cluster become fewer
and fewer, thus making the CLUSTER technique closer to
kNN technique.
(c) Sparse Markovian T echnique (RIPPER)
The variable Markovian techniques described above allow an
event sqi of a test sequence Sq to be analyzed with re-spect to a
history that could be of different lengths for dif-ferent events;
but they still choose contagious and imme-diately preceding
events to sqi in Sq . Sparse Markovian techniques are more
flexible in the sense that they estimate the conditional
probability of sqi based on events within the previous k events,
which are not necessarily contagious or immediately
preceding to sqi . In other words the events are conditioned on
a sparse history . We evaluate an interesting technique in this
category ,that uses a classification algorithm (RIPPER) to
build sparse models. In this approach, a sliding window is
applied to the training data S to obtain k length windows. The
first k − 1 positions of these windows are treated as k − 1 categorical attributes, and the kth position is treated as a target
class. The authors use a well-known algorithm RIPPER to
learn rules that can predict the kth event given the first k − 1
events. T o ensure that there is no symbol that occurs very
rarely as the target class, the authors replicate all training
sequences 12 times.
IV. Conclusions and Future Work
Our experimental evaluation has not only provided us insights into strengths and weaknesses of the techniques, but
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have also allowed us to proposed a variant of FSA technique,
which is shown to perform better than the original technique.
We investigated kernel based techniques and found that they
perform well for real data sets, and for artificial data sets with
large number of anomalies, but they perform poorly when the
sequences have very few anomalies. This can be attributed to
the similarity measure. As a future work we would like to in
vestigate other similarity measures that would be able to
capture the difference between sequences which are minor
deviations of each other. We characterize normal as well as
anomalous test sequences in terms of the type of patterns
(seen-frequent, seen-rare, and unseen) contained in them. We
argue that the different window based and Markovian
techniques handle the three patterns differently . Since
different data sets have different composition of normal and
anomalous sequences, the performance of different techniques
varies for different data set. Through our experiments we have
identified relative strengths and weaknesses of window based
as well as Markovian techniques. We have shown that while tSTIDE, FSA, and FSA-z, perform consistently well for most
of the data sets, they all have weaknesses in handling certain
type of data and anomalies. The original FSA technique
proposed estimating likelihoods of more than one event at a
time. Using such higher-order Markovian models might
change the performance of the Markovian techniques and will
be in vestigated in future.
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