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Abstract:- In Today's life providing Security such as Authentication and Confidentiality are most demanding security issues. Improvement of
basic security mechanisms like authentication, reliability and confidentiality is extremely difficult during a content based publish/subscribe
system. This Paper presents a new way to provide confidentiality and authentications in a broker-less content-based publish subscribe system.
The authentication of users is done using pairing based cryptography. Confidentiality of message is also ensured, by adapting the pairing-based
cryptography mechanisms. In Identity Based Encryption, any unique and valid string which is distinctively identifies a user can be public key of
the user. A key server maintains public and private master keys. Public key of each user is known to all users of system. The master public key
can be used by the publisher to encrypt and send messages to a subscriber with any identity, for example an email address. To decrypt the
message subscriber request a private key from server. Using master private key subscriber decrypt message successfully. On the whole approach
provides fine-grained key management. Published events are routed to their subsequent subscribers. The assessment of this System provides
security respect to authentication and confidentiality of event distribution.
Keywords:- Broker-less, Content-based, publish /subscribe, security, Identity-based encryption.
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I.

INTRODUCTION

Now day’s use of Internet is increasing day by day, it becomes
essential to provide more attention towards the security of our
data that we are sharing over the Internet. Because there is a
possibility that the data is being misused over the Internet by
the user who is not authorized to access that data by
impersonating as an authorized user and have all the
permissions that are needed to access that data. This
unauthorized access to the confidential data is more harmful in
the case where that data is being used for the illegal
operations. There is another possibility that passive attacker
outside the overlay network can eavesdrop the communication
and try to discover content of events and subscriptions. So, to
protect the data from unwanted actions of the unauthorized
users such as unauthorized access, modification of data etc.
there is a need to provide authentication of users,
confidentiality of data in order to provide a security to the
data. In the traditional communication systems all the
communication is based on the request reply communication
where any client send request to the server for particular
service and after the reply from the server the client can access
that particular service. In such a communication systems, there
is synchronous, tightly couple request invocation so that they
are very restrictive for distributed applications, especially for
WAN and mobile environments. So, there is a requirement for
a more flexible and decoupled communication style that offers
anonymous and asynchronous mechanisms. In the pub/sub
environment publishers publish information in the form of
event notifications and subscribers have the ability to express
their interests in an event or a pattern of events by sending
subscriptions to the pub-sub overlay network. Publishers inject
information into the publisher subscriber system, and
subscribers specify the events of interest by means of
subscriptions. Published events are routed to their relevant
subscribers, without the publishers knowing the relevant set of

subscribers, or vice versa. This decoupling is traditionally
ensured by intermediate routing over a broker network. In
more recent systems, publishers and subscribers organize
themselves in a broker-less routing infrastructure, forming an
event forwarding overlay Content-based publisher subscriber
is the variant that provides the most expressive subscription
model, where subscriptions define restrictions on the message
content. Its expressiveness and asynchronous nature is
particularly useful for large scale distributed applications such
as news distribution, stock exchange, environmental
monitoring, traffic control, and public sensing [1]. Not
surprisingly, publisher subscriber needs to provide supportive
mechanisms to fulfill the basic security demands of these
applications such as access control and confidentiality.
Content based data model is used for event dissemination. As
this system is broker less, publisher subscriber contribute as
peers to the maintenance of a self-organizing overlay structure.
To authenticate publishers, we use the concept of
advertisements in which a publisher announces beforehand the
set of events which it intends to publish [1]. Given
Architecture shows simple concept of pub/sub system.
Publishers introduce information into the pub/sub system, and
subscribers specify the events of interest by suggest that of
subscriptions.
Publishers: known as sender. A publisher generates event data
and publishes them.
Subscribers: Known asreceiverSubscribers submit their
subscriptions and process the events received.
P/S system: It's the mediator/broker that filters and routes
events from publishers to interested subscribers. The messages
that publishers generate are called events.

4564
IJRITCC | July 2015, Available @ http://www.ijritcc.org

_______________________________________________________________________________________

International Journal on Recent and Innovation Trends in Computing and Communication
Volume: 3 Issue: 7

ISSN: 2321-8169
4564 - 4568

_______________________________________________________________________________________________
publishers and subscribers as well as confidentiality of events
is ensured, by adapting the pairing-based cryptography
mechanisms, to the needs of a publish/subscribe system.
Furthermore, an algorithm to cluster subscribers according to
their subscriptions preserves a weak notion of subscription
confidentiality. Our approach provides fine grained key
management and the cost for encryption, decryption and
routing is in the order of subscribed attributes
Fig 1.Simple Pub/Sub Communication Model
II.

LIERATURE SURVEY

“A Semantic Overlay for Self Peer-to-Peer Publish/Subscribe"
[2]wereDiscussedbyE.Anceaume,M.Gradinariu,A.K.Datta.(20
06):Publish/Subscribesystems offer a helpful platform for
delivering messages from publishers to subscribers in an
anonymous fashion in distributed networks. These systems
have several applications, including net services, stock quotes,
free riding observation, and net games. Developing reliable
publish/subscribe schemes for dynamic distributed systems is
difficult owing to the wants for scalability for giant teams of
unpredictable subscribers. During this paper, we tend to
promote a completely unique style principle for self dynamic
and reliable content-based publish/subscribe systems and
perform a comparative analysis of its probabilistic and settled
implementations.
“Recommendation for the Triple Data Encryption Algorithm
(TDEA) Block Cipher" [4] were Discussed by W.C.
Barker(2012) : TDEA is formed obtainable to be used by
Federal agencies within the context of a complete security
program consisting of physical security procedures, good
information management practices, and pc system/network
access controls. TDEA could also be employed by Federal
organizations to safeguard sensitive unclassified knowledge.
Protection of information throughout transmission or whereas
in storage could also be necessary to keep up the
confidentiality and integrity of the knowledge delineate by the
info.
“Cipher text-Policy Attribute-Based Encryption" [5] was
explained by .A. Sahai,J. Bettencourt, B. Waters.(2007): have
proposed a system called as Cipher text-Policy AttributeBased Encryption for the complex access control strategy on
encrypted data. This technique is used to keep the encrypted
data secret in a situation where the storage server is not
secured. In the existing Attribute-Based Encryption systems
attributes are used to describe the encrypted data and also
define the policies into users keys. In this proposed system
users credentials are described by the attributes and a policy is
determined by the party that is encrypting the data for who can
decrypt the encrypted data.
“Providing basic security mechanisms in broker-less
publish/subscribe systems" [6] was explained by M.A. Tariq,
B. Koldehofe, A. Altaweel, and K. Rothermel. (2010)
This paper presents a novel approach to provide
confidentiality and authentication in a broker-less contentbased publish-subscribe system. The authentication of

A. Content Based Publisher Subscriber (CBPS):
The routing of events from publishers to the relevant
subscribers. Content-based data model is used. Consider
publisher subscriber in a setting where there exists no
dedicated broker infrastructure. Publishers and subscribers
contribute as peers to the maintenance of a self-organizing
overlay structure. To authenticate publishers, we use the
concept of advertisements in which a publisher announces
beforehand the set of events which it intends to publish [11].
B. Id-entity-Based Cryptography:
Adi Shamir, proposed a new type of public key algorithm
in 1984. While public key systems have the inherent problem
of distributing public keys and tying those public keys to a
specific receiver, Shamir proposed mathematically generating
the receiver’s public key from his or her identity, then having
the key server calculate the required private key. This system
is called an Identity-Based Encryption (IBE) algorithm [3]. In
the IBE scheme, the sender Alice can use the receiver’s
identifier information which is represented by any string, such
as email or IP address; to encrypt a message [8].This approach
would remove the need for public key queries or certificates.
Because the key server generates the private key based on
identity of user, key recovery no longer requires a separate
private key database. For example, when user X wants tosend
a message to user Y, he signs it with the secret key in his smart
card, encrypts the result by using Y’s name and network
address, adds his own name PAN number to the message, and
sends it to Y. When Y receives the message, he decrypts it
using the secret key in his smart card, and then verifies the
signature by using the sender’s name and PAN number as a
verification key. Fig.2 demonstrates working ofIBE in which
both encryption and decryption are associated with same
identity (I) of the user. Identity-Based Encryption technique is
very useful compared to traditional approaches described
above two approaches. But as in IBE there is identity
associated with the public key and Cipher text and the nature
of IBE with respect to some error tolerance such as noisy
biometric measurements as identities is strict. So this is
disadvantage in using IBE technique [3]

Fig. .2. Id-entity Based Cryptography
.
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C. Identity Based Encryption:
In this paper, publishers and subscribers interact with a
key server. They supply credentials to the key server and in
turn receive keys which fit the declared capabilities in the
credentials. Afterwards, those keys can be used to encrypt,
decrypt, and sign applicable messages in the content based
publisher subscriber system, i.e., the credential becomes
authorized by the key server. The keys appointed to publishers
and subscribers, and the cipher texts, are labeled with
credentials. In general, the identity-based encryption ensures
that a particular key can decrypt a particular cipher text only if
there is a match between the credentials of the cipher text and
thekey.Publishers and subscribers maintain separate private
keys for each authorized credential.
Identity-Based Encryption (IBE) dramatically simplifies
the process of securing sensitivecommunications.Following
Example illustrates how Alice would send a secure email to
Bob using IBE:
There are two user first one is Alice and second one is Bob.
Alice sends encrypted messages to Bob along with her
identity. Bob request to server for private key. Server assigns
private key to Bob. Bob decrypt received message with his
private key.
III.

subscriber system. Following figure shows detailed system
architecture. System architecture has one main server and
another dynamic clones of key server whenever required.(Not
physically present whenever required they create.)

PROPOSED SYSTEM

A. Problem Definition
In recent times a new method [1] accessible to provide
authentication
and
confidentiality
in
broker-less
publish/subscribe system. These approaches allow subscribers
to maintain credentials according to their subscriptions.
Private keys assigned to the subscribers are labeled with the
credentials. A publisher associates each encrypt event with a
set of credentials. Authors adapted identity-based encryption
(IBE) mechanisms to ensure that particular subscriber can
decrypt an event only if there is a match between the key, and
allow subscribers to verify the authenticity of received events.
In this approach, publishers and subscribers interact with a key
server. When key server has huge requesting publishers will
lose the security of accessing secure event and
key generation they provide credentials to the key server and
in turn receive keys which fit the expressed capabilities in the
credentials. But reliability of key server is a research problem
whether it works under any kinds of network circumstances.
Also as the number of subscribers or publishers increases, the
response time of key server increases and this allows hackers
to leak important information.
B. System Architecture and Design
In this Paper with aim of improving reliability, security
and time performances, the existing method is improved
by adding methodology of making Dynamic clones of key
sever based on subscriber limit threshold. Here development
strategies are to assign credentials to Sender and Receiver per
their subscriptions and advertisements and when number of
subscriber crosses the limit threshold system will be capable to
create Dynamic clone of key server.
Fig. 3 shows system architecture. Paper presents new approach
to provide authentication and confidentiality in publisher

Fig. 3. System Architecture
C. Algorithm
1) Security parameters and initialization:
The Master Public Key:
MPu : This key is known to every peer in the system and is
used for encryption and signature verification.
The Master Private Key:
MPr is (p,g2)It is known to the key server. The master private
keyis used for generating private keys for publishers and
Subscribers.
2) Key generation for Pub/Sub:
Publisher Keys:
To publish events, a publisher needs keys which are
given by key server. The key server generates private
and corresponding public key.
Subscriber Keys:
To receive events matching subscription, it needs keys
which are given by key server. The key server gives
private and matching public keys.
3) Publishing Events:
Encryption:
When a publisher wants to publish an event message M,at
random for each attribute Ai of theevent, ensure that only the
subscribers who have matching credentials for each of the
attributes should be able to decrypt the event. 1) the actual
event message M, and 2) the public keys of the credentials
which authorize the publisher p tosend the event.
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4) Receiving Events:
Decryption:
On receiving the cipher texts, a subscriber tries to decrypt
them using its private keys. The cipher texts for each attribute
are strictly ordered according to the containment relation
between their associated credentials, therefore, a subscriber
only tries to decrypt the cipher text whose position coincides
with the position of its credential in the containment hierarchy
of the corresponding attribute
IV.
IMPLEMENTATION RESULT
A. Experimental Results
This is home page for Sender to publish event in network.

Publisher allowed to publish event in the network then Key
Server will generates the keys for the pub/sub to get an event
access.
Sender publishes the event in the network as the data message.
And receiver access event in the network. The event is in
encrypted form ie unreadable form by using public key.

At the Receiver side accept that message and read that
message when identity no.is matching. Then receiver view
decrypted message i.e. original event using private key.

V.
CONCLUSION
In this paper new approach is provided towards security.
Broker-less publisher subscriber system is provided with
reliability, security, confidentiality and authentication. Identity
based encryption (IBE) mechanisms is used 1) to ensure that
particular subscriber can decrypt an event only if there is a
match between the credentials associated with the event and
the key; and 2) to allow subscribers to verify the authenticity
of received data. System provides two way securities one is
IBE, and furthermore methodology of making Dynamics
clones of key sever based on subscriber limit threshold. When
number of Receiver crosses the limit, threshold system will be
capable to create dynamic clone of key server. This not only
achieves system reliability but also improves the security.
REFERENCES
[1] Muhammad Adnan Tariq, Boris Koldehofe and
KurtRothermel,SecuringBrokerLessPublish/Subscribe
SystemsUsingIdentityBasedEncryptionIEETRANSACTIONS ON PARALLEL
ANDDISTRIBUTED SYSTEMS, VOL. 25, NO. 2,
FEBRUARY 2014.
[2] E. Anceaume, M. Gradinariu, A.K. Datta, G. Simon, and A.
Virgillito, ASemantic Overlay for Self- Peer-to-Peer
Publish/ Subscribe, Proc. 26th IEEE Intl Conf. Distributed
ComputingSystems (ICDCS), 2006.
[3] A. Shamir, “Identity-Based cryptosystems and signature
schemes”,“CRYPTO”, Springer, 1984.
[4] W.C. Barker and E.B. Barker, SP 800-67 Rev. 1.
Recommendation for the Triple Data Encryption Algorithm
4567

IJRITCC | July 2015, Available @ http://www.ijritcc.org

_______________________________________________________________________________________

International Journal on Recent and Innovation Trends in Computing and Communication
Volume: 3 Issue: 7

ISSN: 2321-8169
4564 - 4568

_______________________________________________________________________________________________
[5]

[6]

[7]

[8]

(TDEA) Block Cipher, technical report, Natl Inst. of
Standards & Technology, 2012.
J. Bethencourt, A. Sahai, and B. Waters, Ciphertext-Policy
Attribute-Based Encryption, Proc. IEEE Symp. Security
and Privacy, 2007.
M.A. Tariq, B. Koldehofe, A. Altaweel, and K. Rothermel,
ProvidingBasic Security Mechanisms in Broker-Less
Publish/ Subscribe Systems, Proc. ACM Fourth Intl Conf.
Distributed Event- Based Systems (DEBS),2010.
D. Boneh and M.K. Franklin, Identity-Based Encryption
from theWeil Pairing, Proc. Intl Cryptology Conf.
Advances in Cryptology,2001.
Joonsang Baek1 Jan Newmarch2, Reihaneh Safavi-Naini1,
and WillySusilo1 “A Survey of Identity-Based
Cryptography”.

[9] J. Bacon, D.M. Eyers, J. Singh, and P.R. Pietzuch, Access
Control in Publish/Subscribe Systems, Proc. Second ACM
Intl Conf. Distributed Event-Based Systems (DEBS), 2008.
[10] S. Choi, G. Ghinita, and E. Bertino, A PrivacyEnhancingContent-Based Publish/Subscribe System Using
Scalar Product Preserving Transformations,Proc. 21st Intl
Conf. Database and Expert Systems Applications: Part I,
2010.
[11] A. Shikfa, M. O nen, and R. Molva, “Privacy-Preserving
Content-BasedPublish/Subscribe
Networks”,
Proc.
Emerging Challenges for Security, Privacy and Trust, 2009.
[12] M.A. Tariq, B. Koldehofe, G.G. Koch, I. Khan, and K.
Rothermel, Meeting Subscriber Defined QoS Constraints in
Publish/Subscribe Systems, Concurrency and Computation:
Practice and Experience, vol. 23,pp. 2140-2153, 2011.

4568
IJRITCC | July 2015, Available @ http://www.ijritcc.org

_______________________________________________________________________________________

