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Abstract:- DDoS attacks have major impact on the affected networks viz. packet transmission delays, network outage, website sabotage, 

financial losses, legitimate-user blockage and reputation damage. Existing DDoS detection techniques are either implemented at the victim node 

(but the damage is already done) or at many intermediate routers which run DDoS detection algorithms, that adds additional delay and more 

processing. 

 

We aim to detect DDoS attacks by using a new technique of cooperative overlay networks which overcomes the above problems by 

implementing the DDoS detection algorithm at one hop distance nodes (called defense nodes) from the victim. 
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I. INTRODUCTION 

Flooding based DDoS (Distributed denial of service) attacks 

are malicious attempts to make a server or network resource 

unavailable to the legitimate users, using globally 

distributed internet connections to flood targeted machine 

with unwanted packets. These DDoS attacks are more 

frequent in today’s networks. It results in packet 

transmission delays, network outage, website sabotage, 

financial losses, legitimate-user blockage and reputation 

damage. 

The cost of DDoS attacks can continue to impact the victim 

even long after the event has been dealt with and current 

solutions are still unable to withstand large scale DDoS 

attacks. 

II. EXISTING SOLUTIONS 

This method uses a cooperative approach that uses the 

Intrusion Detection Message Exchange Format (IDMEF) 

that can detect coordinated attack scenarios through alert 

correlation of distributed IDSs (Intrusion Detection 

Systems). In this paper intrusion detection is used as a 

barrier to counter these distributed attacks. For the detection, 

scenarios of alerts are constructed corresponding to the 

scenarios of actions executed by the attacker. To do this, the 

set of actions available for the attacker and a set of intrusion 

objectives are modelled using the LAMBDA (Language to 

Model a Database for Detection of Attacks) language [9]. 

 

Another  method  examines a front-end software object 

named “bouncer” written in Java that analyzes packets and 

places them in a priority queue based on their frequency of 

requests and their originating source[12].  

 

 This method  paper firstly pre-process network traffic by 

cumulatively averaging it with a time range, and using the 

simple linear AR model, and then generate the prediction of 

network traffic. Second assuming the prediction error 

behaves chaotically, chaos theory is used to analyze it and 

then a novel Network Anomaly Detection Algorithm 

(NADA) is proposed to detect the abnormal traffic. With 

this abnormal traffic, a neural network is trained to detect 

DDoS attacks. The preliminary experiments and analyses 

indicate that the proposed DDoS detection algorithm can 

accurately and effectively detect DDoS attacks.[13] 

III.  PROPOSED METHODOLOGY 

In our paper, we consider a network with a single victim and 

nodes surrounding this victim at one hop distance d are 

identified as defense nodes and are used to form a overlay 

network. 

DDOS detection algorithm: 

i. After receiving the packets, the defense nodes 

calculate the average incoming traffic and 

communicate this value to its neighboring defense 

nodes. 

 Using gossip protocol between 2 neighboring 

nodes, the average of the two incoming traffic 

values ωi are calculated and stored for each of the 

defense nodes. 

ii. The threshold value of the network traffic for the 

victim ωmax is set to twice the average incoming 

regular traffic at the defense nodes. 

iii. If the average incoming traffic calculated for 50% 

of the defense nodes exceeds the set threshold 

value i.e ωi> ωmax.  DDoS attack is detected. 

iv. Once the attack is detected, the packets are dropped 

at the defense nodes.  
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Flowchart : 

 

IV. SIMULATION TOPOLOGY 

NS2 is used to simulate our topology that consists of 23 

nodes. One node is considered as a victim node. 10 nodes 

surrounding the victim is considered as defense nodes. The 

remaining are source nodes which generate different types 

of traffic. We simulate 3 types of application traffics viz., 

CBR, FTP and TELNET. The simulation is run for 30 

minutes, the first 10 minutes of which is used to send 

normal traffic and determine threshold values. The next 10 

minutes are simulated with attack traffic by increasing the 

number of packets sent by CBR traffic. Last 10 minutes 

again depicts normal traffic scenario. 

 
Fig 1:Simulation topology 

IV.  EXPERIMENTAL RESULTS 

The following results were observed for the above 

mentioned simulation scenario: 

 

We first evaluate the effectiveness of the traffic estimation 

technique. We simulate to plot and obtain a graph of the 

overall traffic sent in the network for the entire simulation 

which runs for 30 minutes. 

 

The graphs are plotted with time(sec) on the x-axis and 

traffic(MB) on y-axis. The total traffic in the network in 

depicted in Fig2 where the high growth in number of 

packets during attack interval is seen. 

 

 
Fig 2:Total traffic in the network 

 

The user datagram packet and transmission control packet 

traffic is compared in Fig 3. There is high growth in the 

UDP packets which is simulated to be the attack traffic.  

 

 

 
Fig 3: Comparing TCP and UDP traffic during UDP attack 

traffic 
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Fig 4 shows the comparision of number of packets received 

by the victim node in the presence and absence of defense 

nodes. The traffic at victim is reduced by approximately 

45% when our algorithm is implemented using defense 

nodes. 

 

 

 
Fig 4: packets received by victim during DDoS attack in 

presence and absence of defense nodes. 

 

Fig 5 shows the overall traffic load on victim in presence 

and absence of defense nodes.  

 
Fig 5: Overall traffic load on victim in presence and absence 

of defense nodes 

 

IV. CONCLUSION & FUTURE SCOPE 

 

The DDoS inflicted failure-rate on the victim is significantly 

reduced due to effective detection at the defense nodes. The 

unnecessary attack load on the victim is minimized resulting 

in better services to the genuine clients. Efficient and 

minimal processing at the overlay network reflects in the 

improved reliability of entire network. 

 

Our project is a purpose-built architecture that includes the 

ability to specifically detect and defeat increasingly 

sophisticated, complex, and deceptive flooding-based DDoS 

attacks. It holds the potential to be an effective alternate to 

the existing network devices and traditional perimeter 

security technologies such as firewalls and intrusion 

detection systems (IDSs) which do not by themselves 

provide comprehensive DDoS protection.  

 

We can enhance our project to dynamically change the 

victim and the defense nodes to detect DDoS attack much 

more efficiently. 

 

We can also extend the project to identify the source of the 

DDoS attack 
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