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Abstract: In day to day life security has become major issues for data transmission over wired and wireless Network. Due to the transmission of
valuable data over the network, security is the big issue for the information technology sector. For the data transmission in network may not be
secure and is defenceless to many threats. The various security mechanisms have been incorporated in the recent times, which greatly improve
the data security. In this paper the new way of transmission, the information using a routing algorithm such as DSDV or AODV with encryption
algorithm (i.e. Reverse Encryption Algorithm (REA)) improve the data security over network.
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I.

INTRODUCTION

through

a

transmission

medium

is

Data

Communication. The data is exchanged in the form of 0’s

In last few years, various security mechanism have been

and 1’s. The transmission medium used is wire cable or

proposed to improve the security of data communication

wireless

over computer networks. In current scenario secure data

communication mediums use i.e. fire optical cable, twisted

transmission includes the designs of encryption/decryption

pair cable, radio frequency etc.

algorithms and infrastructures with the help of secured data
routing methods.

network.

In

data

communication

different

Destination-Sequenced Distance Vector routing (DSDV)

The alternative for secure data transmission is to

Destination-Sequenced Distance-Vector Routing (DSDV)

dynamically route packets between each source and its

routing Protocol scheme maintain the information in table

destination so that the chance for system break-in, due to

form based on the Bellman-Ford algorithm for ad hoc

successful interception of consecutive packets for a session,

mobile networks. Each row in the routing table contains a

is slim. The intention of security-enhanced routing is

sequence id, the sequence id are generally even if a link is

different from the adopting of multiple paths between a

present; else, an odd number is used. The id is generated by

source and a destination to increase the throughput of data

the destination, and the emitter needs to send out the next

transmission and also provide the cryptographic security to

update with this id. Routing information is distributed

hide the original data from the unwanted user.

between nodes by sending full dumps infrequently and
smaller incremental updates more frequently [8, 9].

II.

LITERATURE SURVEY
Ad hoc On Demand Distance Vector (AODV)

Data transmission
The Ad hoc On Demand Distance Vector (AODV) is design
Data transmission is the physical transfer of Data (a digital
bit stream) over a point-to-point or point-to-multipoint
transmission medium. The exchange of data between two

for ad hoc mobile networks. It create route when the
connection required to communicate by source nodes.
AODV uses sequence id to ensure the newness of routes. It
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is loop-free, self-starting, and scales to large numbers of

7.

Divide the previous Decimal value by 4.

mobile nodes [6]

8.

Obtain the ASCII code of the previous result divide
and put it as one character.

Encryption/Decryption Algorithm
Cryptography is art to hide the original text into coded
language. The coded message is called encrypted text it is

9.

Obtain the remainder of the previous divide and put
it as a second character.

10. Return encrypted text.

unintelligible message to outsider. There are various

III. SYSTEM ARCHITECTURE

technique to convert or transform the original text into
encrypted form.

The secure data transmission use routing techniques and
cryptography based algorithm to transfer information in

Encryption algorithm
“Reverse Encryption Algorithm (REA)”, because of its
simplicity and efficiency. Reverse Encryption Algorithm
limits the added time cost for encryption and decryption. In

existing wired and wireless networks.
In this delivery paths for data transmission have been
selected randomly. The block diagram of this system is
shown in fig

this section we provide a comprehensive yet concise
algorithm [10].
Our new Reverse Encryption Algorithm is a symmetric
stream cipher that can be effectively used for encryption of
data. It takes a variable-length key. The REA algorithm
encipherment and decipherment consists of the same
operations, except the two operations:
1) Added the keys to the text in the encipherment and
removed the keys from the text in the decipherment.
2) Executed divide operation on the text by 4 in the
encipherment and executed multiple operation on the text by
4 in the decipherment. We execute divide Operation by 4 on
the text to narrow the range domain of the ASCII code table
at converting the text [10, 11].
The steps of the Reverse Encryption Algorithm
1.

Input the text and the key.

2.

Add the key to the text.

3.

translate the previous text to ASCII code.

4.

translate the obtain ASCII code to binary data.

5.

Find out One’s complement of the previous binary
data.

6.

Gather each 8 bits from the previous binary data
and obtain the Decimal value from it.

IV. CONCLUSION
A secure data transmission using routing algorithm and
cryptography widely supported in existing networks. This
system is easily implement with popular existing routing
protocols, such as AODV and DSDV, over existing
infrastructures. This system has advantage such as,
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improved data transmission and security over traditional
systems. Further it can be applied to wireless network.
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