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Abstract- In this paper presents a novel architecture to manage identity and access (IAM) in a Multi-tier cloud infrastructure, over the Internet
the most services are supported by massive-scale data centres. To provide resources in different tire, Multi-tier cloud infrastructure uses tierbased model from Software Engineering. In this paper we focus on authentication and security of centralized identity and access management
system for the multitier cloud infrastructure. By using the Kerberos algorithm we provide the authentication to the identity and access (IAM) in a
Multi-tier cloud infrastructure.
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I.
INTRODUCTION
Cloud computing has promoted the hosting and delivery of
services over the Internet and the movement of computation
and data from terminal devices and local servers to core data
centers due to advantages in flexibility, scalability, and
economics of savings [1]. Most services have been supported
by massive-scale distant datacenters located at sites. However,
some services will require low latency (e.g. alarms in smart
grids, safety applications in transportation, monitoring in
remote health, fire or emergency alarms in smart cities), the
processing of large volumes of local information (e.g. In lecture
rooms a video capturing), or intelligent converged network
provides high security and at the edge of the network
computing, for example in the premises of traditional telecom
service providers.
The Smart Applications on Virtual Infrastructure (SAVI)
project has been established with a focus on future application
platforms designed for applications enablement [2]. As shown
in Figure 1, SAVI considers a multi-tier cloud infrastructure to
include Smart Edges where local players work together with
remote massive-scale data centers to provide better Quality of
Service (QoS) for sensitive the application. The hypothesis is
investigated by the SAVI that all computing and networking
resources can be virtualized and managed using Infrastructureas-a-Service (IaaS). The Smart Edge should go beyond
conventional cloud resources to address QoS demanding
applications such as video distribution, wireless access
controls, secure and fast communication etc. In other words,
the Smart Edge will be heterogeneous data centres including
line rate processors, graphical processors, reconfigurable

hardware, and crucially future highly programmable
networking equipment, specialized hardware accelerators.
The Global Environment for Network Innovations (GENI)
[3], which provides a virtual laboratory for networking and
distributed systems research and education, is another multitier
cloud and networking infrastructure but with a different view.
Unlike SAVI which is looking for a unified management layer,
GENI intends to federate a variety of testbeds or resource
providers with different control and management planes. GENI
provides a wrapper in front of a set of testbed suits or resource
aggregators to provide unified APIs for users, while
maintaining their independence. Users can allocate slices in
different testbeds by joining to one of the organizations in
GENI. GENI can be considered as a community cloud.
While the benefits of cloud computing is clear, security is a
severe concern in these infrastructures. Kandukari et a.[4]
considers five cloud security issues that should be included in a
Service Level Agreement. There are the following: privileged
user access, data location, data segregation, data disposal and
investigation and protective monitoring. Privileged user access
ensures only authorized users have access to an organization
data and resources. Therefore, identity and access management
is considered as a security concern in cloud computing. Various
models have been proposed to address identity management in
clouds, such as central IAM, trusted third party, federation
solutions, etc. Most of solutions are mainly focused on
federation of cloud providers, and pay less or no attention to
access management.
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II.

RELATED WORK

The A. Jøsang and S. Pope, was proposed User centric
identity management [5]. in this this paper describes an
appearing approach, known as user-centric identity
management, that focuses on usability and cost effectiveness
from the users’ perspective, and this is also compatible with
conventional identity management models.
For being SP centric, traditional identity management
systems have largely ignored that it is often equally important
for the users to be able to recognize service providers, as it is
for service providers too many authenticate user. In case of
online service provision through the web, user authentication
typically takes place on an application layer; SP authentication
occurs on the transport layer through SSL protocol.
However, the common scam called password phishing
illustrates the difficulty of service provider authentication with
SSL. The practice is committed by attackers posing, for
example, as online banks and sending out spam email to people
asking them to log on to false, but genuine looking web sites,
which allows the attackers to “phish” identifiers and passwords
from unsuspecting users. The problem is not to due to weak
authentication techniques; however it is due to poor usability of
current SSL security model. Although strong cryptographic
mechanisms are being used, it can be difficult for users to know
which SP identity has been authenticated. In Improved
usability, not build up cryptography is needed in order to
strengthen users’ ability to authenticate service providers in
Web interactions.
Gunjan et al. [7] compiled a list of available technologies
and solutions for cloud computing, including Primary and
Identity Management for Europe (PRIME), Windows
CardSpace, OpenID, Higgins, and Liberty Alliance. Academic
research has concentrated on cloud-based IAM security issues
entity‘s identity, which helps the SP to decide whether to
permit the entity to use a service or not provided for the
developers to write programs or build applications on it rather
than doing it using their own infrastructure. For ex- Google
App Engine and Microsoft Azure services. In IaaS model, users
can provision servers, storage and other computing resources
on demand without bothering about their maintenance, security
etc which is being taken care of by the service providers. For
ex- Amazon Elastic Compute Cloud (EC2) and Amazon
Simple Storage Service (S3).It is attractive because of its
perceived economic and operational benefits. In spite of the
fact that it offers great value and opportunity for organizations,
several surveys of potential cloud adopters indicate security
and privacy as the number one concern delaying its adoption
[8]. Various approaches and models have been proposed for
addressing identity management in cloud computing. The
approaches include user centric IDM in place of traditional
application centric model, use of trusted third parties in

identifying users, identity federation solutions, protection of
Identity information without Trusted Third Party etc.
The Mohammad Faraji, Alberto Leon-Garcia, Joon-Myung
Kang, and Hadi Bannazadeh were proposed a new architecture
to manage identity and control access to resources in a multitier cloud infrastructure [9]. First, we discuss system
requirements, and then we propose architecture to address
these requirements. Our architecture comprises two major
components: middleware and central IAM to manage user and
infrastructure related data. Middleware sits in front of a
resource provider and handles time-consuming decision
making such as authentication and authorization, while the
repository handles data manipulation. We deploy performance
enhancing techniques to boost middleware and repository
performance while using load balancing to make it scalable.
ExoGENI IAM leverages Shibboleth to be federated with
other infrastructure and cloud provider they presents a trust
framework for federated community clouds, combining these
common elements with a general trust management system
incorporating logic-based authorization and inference[15].
Their solution is suited to the needs of federated multi-provider
systems that serve user communities spanning multiple
organizations. One example of such a system is NSF's GENI
initiative (Global Environment for Network Innovation), a suite
of infrastructure to support research in network science and
engineering. Their approach was developed with support from
GENI and NSF's Trustworthy Computing program, and has
been adopted in the GENI architecture. GENI contributes
multiple providers offering diverse virtual infrastructure
services or other virtual resources. They illustrate the trust
system by describing a prototype implementation developed for
initial use within the ExoGENI testbed [3] was being deployed
for GENI. ExoGENI is a network of cloud provider sites
privately administered clouds based on OpenStack software on
multiple campuses, linked using network circuit fabrics and the
ORCA control framework [2].
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III. PROPOSED WORK

Fig. IAM Architecture
We have developed an IAM solution for the multi-tier
infrastructure such as SAVI testbed. SAVI Testbed main
entities include a SAVI TB Control Centre, Core Nodes, Edge
Nodes, and a SAVI network. Core and Edge nodes contain
resources that are used for creating applications. The SAVI TB
Control Centre hosts SAVI control and management functions
including resource allocation, clearing house, monitoring and
measurement, and so on. The SAVI IAM system located in the
SAVI Control Centre, and asserts identities about users,
applications, and threads of execution that can be called an
entity.
We have designed and implemented SAVI IAM to
address the requirements in the previous section. The SAVI
IAM is a central identity manager with distributed middleware
based on IdP/SP model and comprised of 6 basic components:
Manifesting Management, Identity Management, Token
Management, Policy Management, Middleware and
Authentication Management. Figure illustrates the architecture.
IV. CONCLUSION
In this paper, we have introduced security to a novel
architecture for a cloud-based IAM by using Kerberos. The
architecture uses a central IAM and decentralized middleware
to carry out IAM duties. The main features of this architecture
are scalability, adaptability. In the future, we plan to study
federation to enable bursting in other cloud providers.
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